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Preface

Revision History

Revision Description

1.0 Initial release of document for Release 2021.1.0 September 2021

About this Guide

This guide describes AppViewX's ADC predefined workflows to automate and self-service deployments
and helps you to integrate with third-party, best-of-breed, and open-source network services like those
provided by application delivery controllers, security devices, certificate authorities, DNS servers, routers/

switches, and more.

Audience

This guide is intended for:

* Application admin/Owner
* DevOps

» Network Engineers

* Architect

* NetDevOps

* SecOps

Text Conventions

The following text conventions are used in this document:

Convention Description

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 6



Convention Description

codeblock Indicates commands within a paragraph, URLS, code in examples, text that

appears on the screen, or text that you enter.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 7



Chapter 1: Introduction

« Application Delivery Automation
« Self-service and Automate Application Delivery services

Application Delivery Automation

As your application delivery infrastructure becomes progressively more complex, enterprises must turn to

network infrastructure management and automation solutions to ensure successful deployments.

ADC offers predefined workflows to automate and self-service deployments and helps you to integrate
with third-party, best-of-breed, and open-source network services like those provided by application
delivery controllers, security devices, certificate authorities, DNS servers, routers/switches, and more.

The workflows can integrate with other best-in-class IT service management solutions to govern and
record service requests in the larger automated workflow. It can be leveraged to help users move faster,

eliminate errors, and reduce costs.

Self-service and Automate Application Delivery services

AppViewX is a true multi-vendor platform for managing the ever-evolving complex enterprise
infrastructure. As your application delivery infrastructure becomes progressively more complex,
enterprises must turn to network infrastructure management and automation solutions to ensure
successful deployments. AppViewX offers a suite of tools for organizations striving to become true digital

enterprises.

The AppViewX platform will help you automate third-party, best-of-breed, and open-source network
services like those provided by application delivery controllers, security devices, certificate authorities,
DNS servers, routers/switches, and more.

The AppViewX platform integrates with other best-in-class IT service management solutions to govern
and record service requests in the larger automated workflow. It can be leveraged to help users to move
faster, eliminate errors, and reduce costs, making it the best choice for enterprises working to adapt to
new technologies, processes, and application delivery expectations.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 8
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Chapter 2: Accessing ADC Predefined Workflow

AppViewX offers Visibility on the One-touch Automation solution offerings to address network and

application service requests. Automation solution offerings are available in the Request catalog page.

To access ADC Predefined workflow,

1. Log in to the AppViewX application with valid credentials.

2.Goto — Menu > Request > View/Run.
The ADC Predefined workflows are listed. The automation offerings (workflows) are controlled by

AppViewX’s modern RBAC control feature, thus providing individuals groups to maintain and access
their own workflows.

The ADC workflows are grouped under the following category:

* F5 BIG-IP LTM

* F5 BIG-IP GTM

* F5 BIG-IP System
- AVI SLB

« AVI GSLB

* Infoblox

* Bluecat

In the Workflow Catalog page, you can:

* View the workflows grouped under the categories
« Edit the workflow
« Edit the layout

~
L
* Refresh the Workflow Catalog page by clicking the Refresh button

« Sort the workflows by ascending, descending, or user preference order
» Expand or collapse all the workflows grouped under the categories by clicking the Expand

button or Collapse button.
* Run a workflow

» Schedule to run a workflow

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 10



Chapter 3: F5 BIG-IP LTM

» Create F5 LTM VIP — Basic

 Create F5S LTM VIP

« Create F5 LTM VIP with DNS

» Create F5 LTM VIP with Service Now

» Create F5 LTM VIP Advanced

« Create F5 LTM VIP with Partition

» Delete F5 LTM VIP - Basic

» Delete F5 LTM VIP - Advanced

» Disable Unused F5 LTM VIP

» Disable and Delete Unused F5 LTM VIP

« Get Unused LTM VIP and Delete

« Get Unused LTM VIP and Notify

« Delete F5 LTM VIP with Service Now

« Manage F5 LTM Pool Members

+ Manage F5 LTM Pool members with Service Now
* Modify F5 LTM VIP Advanced

« Create F5 LTM Multiple VIP

* Create F5 LTM Monitors - Multiple Devices

Create F5 LTM VIP — Basic

This workflow creates VIP with Single Pool and Single Monitor.

To run this workflow,

1.Goto =— Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Create F5 LTM VIP — Basic workflow.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 11



F5 BIG-IP LTM

The Run and Schedule buttons are shown.

# EditLayout &

Catalog Q Sortby v A
Overview
Custom reports F5AS3 F5 BIG-IP GTM F5 BIG-IP Reports
vorkflows
View/Run F5 BIG-IP LTM « Get Unused LTM VIP and Notify

« Delete F5 GTM WidelP

Scheduled jobs

+ F5LTM and GTM node Report

« F5 SSL Certificate expiry Report
+ Modify F5 GTM WidelP

« Create F5 LTM VIP Advanced

. Create F5 LTM VIP Basic » O * Create F5 GTM WidelP with mutiple Pools
Closed 106 .
Create F5 LTM VIP with DNS Run Security Automation VM Instantiation
Failed « Create F5 LTM VIP with Service Now
F5 BIGIP System + Delete_Firewall_policy

Assigned
+ Create_Static_Route_Rule Instantiate a new VM on vSphere with Ser...

ts

« Delete_Static_Route_Rule

Audit logs

oo « Create_NAT_Rule

« F5BIG-IP Config Compliance
More...
Archival requests

« Software upgrade on HA BIG-IP devices

3. Click the Run button.
The Form Input page opens:

Request L B B
A Device Details «
Datacenter Select v
@ * Device name

User Inputs

Je

A Virtual Details

* FQDN ®
* Virtual Server Type ® Standard Performance (Layer 4)
* Destination Address ®

* Service Port

A Pool Details

Load Balancing Method round-robin v @

4. Enter or select the field information in the Device Info section of Form Input.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 12



F5 BIG-IP LTM

. Device Details

Datacenter CBE

* Device name gs-f5-pe225.1ab.appviewx.net

5. The following table provides the field description for the Device Info section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device

Device Inventory, select the datacenter as None.

Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be added. For the devices, which are created without a datacenter in the

Select the desired device from the drop-down option.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

6. Enter or select the field information in the Virtual Details section of Form Input.

2 Virtual Details

* FQDN www abc appviewx com

* Virtual Server Type ® Standard () Performance (Layer 4)
* Destination Address 10.10.23 45

* Service Port 80

7. The following table provides the field description for the Virtual Details section of Form Input:

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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F5 BIG-IP LTM

Field Description

*FQDN Enter the FQDN of the virtual server.
*Virtual
Server The attributes of this virtual server. The default is Standard.

Type - Standard - A virtual server that directs client traffic to a load balancing pool and is
the most basic type of virtual server. When you first create the virtual server, you
assign an existing default pool to it. From then on, the virtual server automatically
directs traffic to that default pool.

» Performance (Layer 4) - A virtual server that shares the same IP address as a hode

in an associated VLAN.

*Destination | Enter the destination IP address information for the virtual server.
Address

*Service Enter a service port.
Port

8. Enter or select the field information in the Pool Details section of Form Input.

A Pool Details

Load Balancing Method round-robin v
* Address ®
* Service Port

Pool Member status @) user-enabled user-disabled

Priority Group

El K2

Pool Members ﬂ s
J  Address Service P... Pool Member stat... Ratio Priority Gro...
0 1010.100.... 80 user-enabled

»

9. The following table provides the field description for the Pool Details section of Form Input:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 14



F5 BIG-IP LTM

Field Description

Load
Balancing The load balancing method is used to select a pool in this VS. The default is round-robin.
Method The methods are:

« round-robin - the system selects the pools sequentially.

« least-connection-node - The system passes a new connection to the node that has
the least number of current connections out of all pools of which a node is a member.
This method works best in environments where the servers or other equipment you
are load balancing have similar capabilities. This is a dynamic load balancing method,
distributing connections based on various aspects of real-time server performance
analysis, such as the number of current connections per node, or the fastest node
response time.

- least-connection-member - The system passes a new connection to the node that
has the least number of current connections in the pool. This method works best in
environments where the servers or other equipment you are load balancing have
similar capabilities. This is a dynamic load balancing method, distributing connections
based on various aspects of real-time server performance analysis, such as the current
number of connections per node or the fastest node response time.

« ratio-member - The number of connections that each machine receives over time is
proportionate to a ratio weight you define for each machine within the pool.

Address | Enter the IP address of the pool.

Service | Enter a service port.

Port
Pool
The current state of the pool members. The statuses are:
Member
Status  user-enabled - when you select this option, the system sends traffic to this pool

member regardless of the pool member's state.
+ user-disabled - when this option is selected, the pool member can handle only

persistent or active connections.

Priority A number representing the priority group for the pool members. To specify a priority,
Group you must activate priority group usage when you create a new pool or when adding or
removing pool members. When activated, the system load balances traffic according to
the priority group number assigned to the pool member.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 15



F5BIG-IP LTM

Description

Pool Enter the IP address of the pool member. And then click the Add IEI button. Any
Members

number of pool numbers can be added to the pool. After adding the pool, you can

manage them.

10. Enter or select the field information in the Snat Details section of Form Input.

» Snat Details

Snat Choice @ AutoMap SNAT

11. The following table provides the field description for the Snat Details section of Form Input:

Field Description

Snat

Choice Select the SNAT choice for any connections using this pool. The options are:

» AutoMap -This option allows you to select a translation address from the available self
IP address.

* SNAT - This option allows you to select a floating self IP as a translation address.

12. Enter or select the field information in the Monitor Details section of Form Input.

. Monitor Details

Maonitor Type HTTP v

Send String

Receive String

13. The following table provides the field description for the Monitor Details section of Form Input:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 16



F5 BIG-IP LTM

Field Description

Monitor

Type Select the health monitors that are available to add for the pool:
*HTTP
* HTTPS
* TCP

* TCPHALFOPEN

» Gatewaylcmp

Send The text string that the monitor sends to the target object. You must include \r\n at the
String | end of a non-empty Send String. To retrieve a specific page from a website, specify a fully

qualified path name.

Receive | The regular expression representing the text string that the monitor looks for in the returned
String | resource. The most common receive expressions contain a text string that is included in
an HTML file on your site. The text string can be regular text, HTML tags, or image names,

and the associated operation is not case-sensitive.

14. Click the Submit button.

The Confirmation popup opens.

( Note:

« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >

My Request.

- If you want to cancel this form, click the Cancel button.
N /

15. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

( Note:

« If there is any failure at this stage, start a new request by providing the correct data.

« Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again. x
N J

16. Review the input data under the implementation, rollback, and postvalidation tabs:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 17



F5 BIG-IP LTM

Request
Request View.
Implementation Implementation
Rollback
BBl <device>gs-5-pe225. lab. appviewx.net</device>
P nsh
Postvalidation ©
Elll create cli transaction
El crcate Ltn ronitor http mon_abc.appviewx.con http interval 5 timeout 16
User Inputs A Bl crcate 1tn pool pool_abc.appviewx.com_80 load-balancing-mode round-robin members add { 16.16.100.111:86)|
Bl create ltn virtual vs_abc.appviewx.con 80 destination 10.10.100.111:80 pool pool_abc.appviewx.con 80 pr:
Payload Generator < 7 transaction
8
9
? Create LTM Master VIP b ©
T Review a

Comments

Q

17. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.

Request

Request View

Implementation

Implementation

Rollback

<device>gs-f5-pe225.lab. appviewx.net</device>
trsh

Postvalidation
create cli transaction

create Ltn monttor http mon_abc.appviewx.con http interval 5 timeout 16

User Inputs A 1tm pool pool_abc.appviewx.con_88 load-balancing-mode round-robin members add { 10.10.100.111:86|

—o—v)

tm virtual vs_abc. appviewx.con 86 destination 10.10.100.111:89 pool pool_abc.appviewx.com_80 pr
Payload Generator & s cli transaction

save sys config

=+ Add new config
2 Edt

& oo

Create LTM Master VIP <> quit

Bowwounaswn e

——0—0

Comments

Q

18. After the review, click the Submit button.

The Confirmation popup opens.

Note: Click Cancel to stop running the workflow creation.

19. Click Ok to continue the workflow creation.
It takes a while to complete the request.
20. The workflow is created and the email is triggered to the configured email IDs.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

18




F5 BIG-IP LTM

Request [+
Request View
C? User Inputs FS
? Payload Generator &
T Create LTM Master VIP <& Email
Success
? Review A
? CPU/TMM Check P
T Implementation
Logs - Email
Postvalidation
07/68/2021 16:15:26 - Inttiating Email
07/68/2021 16:1 Enatl triggered: Email
07/08/2021 16:1 Send Email fatled: Enail. Reason: Error while connecting to smtp server
07/08/2021 16:15:27 - Ematl Fatled

g Email =

(g
Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

N

Create F5 LTM VIP

This workflow creates App Owner Centric VIP.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, click More under the category F5 BiG-IP LTM > Create.

# EdtLayot &

Catalog Q

F5BIG-IPLTM Load Balancer Automation - NginxPlus Bluecat IPAM

Custom reports.

« Create F5 LTM VIP with Service Now Infoblox IPAM
infoblox

« Create F5 LTM VIP with Partition « Create Bluecat DNS records
« Create F5 LTM iRule

« Create F5 LTM Monitors * Modify Bluecat DNS records

+ Create Infoblox DNS records - Advanced

« Modify Infoblox DNS record - Advanced
AVI SLB Archive Requests

+ Delete Bluecat DNS records

« Delete Infoblox DNS records - Advanced

CMDB Sync DNS Automation F5 BIG-IP Reports
Load Balancer Automation - F5 Python Library Cloud Orchestration
Archival requests AVIGSLB F5 BIG-IP GTM Compliance
Restore requests
F5 BIG-IP System Openshift
Preference « Create F5 GTM WidelP with mutiple Pools
Manage Catalog « Create F5 GTM WidelP with Service Now -
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3. Hover over the Create F5 LTM VIP workflow.
The Run and Schedule buttons are shown.

Search

 Create F5 LTM VIP Advanced
* Create F5 LTM VIP Basic

* Create F5 LTM VIP with DNS

« Create F5LTM VIP > O

+ Create F5 LTM VIP with Partition Run |
 Create F5 LTMiRule o
* Create F5 LTM Monitors

* Create F5 LTM Monitors - Multiple Devices

« Create F5 LTM Multiple VIP

« Delete F5 LTM VIP Basic
« Delete F5 LTM VIP Advanced
« Disable and Delete F5 LTM VIP

* Get Unused LTM VIP and Delete

4. Click the Run button.

The Form Input page opens:

Request > Create F5 LTM VIP :: FormBuilder

A About this Workflow

Search * Info 2

«

Workflow for Application Teams to self-service F5 LTM Virtual Server with the following “
options.
1.Select Device based on Datacenter

-~ T — a 2.Create pool with pool members
I 3.Enter Inputs to provision Virtual Server with - Pool, Pool member, Monitor, and SNAT

A Device Details

* Datacenter None v

* Device Name Select v

A Virtual Details

Submit Cancel

5. Enter or select the field information in the Device Details section of Form Input.
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A Device Details

* Datacenter CBE v

* Device Name gs-f5-pe229.1ab.appviewx.net v

6. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are added without a datacenter in the

Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

7. Enter or select the field information in the Virtual Details section of Form Input.

A Virtual Details
* Application Name www.abc.com O)
* Do you need to No-InSecure Site v ®
Enable SSL
Certificates?
* Destination Address 59.6.22.33 ®
* Service Port 88 ®

8. The following table provides the field description for the Virtual Details section of Form Input:

Description

Application | Enter the FQDN of the virtual server.
Name
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Field Description

Do you
need to Select any of the following options to enable SSL certificates. The default option is No-InSecure Site.
Enable SSL | * No-InSecure Site
Certificates? | * Yes - Only the servers will have SSL certificates
* Enable HTTP to ® No Yes @®
HTTPs redirection?
* No — Only Client will have an SSL Certificate.
* Yes - Both Client and Servers will have SSL certificates.
Destination | Enter the destination IP address information for the virtual server.
Address
Service Port | Enter a service port.

Enter or select the field information in the Pool Details section of Form Input.

A Pool Details

Load balancing round-robin ~
method
* Address 59.6.22.33 @
* Service Port 88 ®
State ®) user-enabled user-disabled

El K2

Pool Members

0  Address Service Port State Ratio

No records found

10. The following table provides the field description for the Pool Details section of Form Input:
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Field Description

Load
The load balancing method used to select a pool in this WidelP. The default is round-robin.The methods are:
Balancing
« round-robin - the system selects the pools sequentially.
Method

« least-connection-node - The system passes a new connection to the node that has the least number of current connections
out of all pools of which a node is a member. This method works best in environments where the servers or other equipment
you are load balancing have similar capabilities. This is a dynamic load balancing method, distributing connections based on
various aspects of real-time server performance analysis, such as the number of current connections per node, or the fastest node
response time.

« least-connection-member - The system passes a new connection to the node that has the least number of current connections
in the pool. This method works best in environments where the servers or other equipment you are load balancing have similar
capabilities. This is a dynamic load balancing method, distributing connections based on various aspects of real-time server
performance analysis, such as the current number of connections per node or the fastest node response time.

« ratio-member - The number of connections that each machine receives over time is proportionate to a ratio weight you define for

each machine within the pool.

Address | Enter the IP address of the pool.

Service | Enter a service port.

Port
State
The current state of the pool members. The states are:
« user-enabled - when you select this option, the system sends traffic to this pool member regardless of the pool member's state.
« user-disabled - when this option is selected, the pool member can handle only persistent or active connections.
Pool

Members | Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool numbers can be added to the

pool. After adding the pool, you can manage them.

Pool Members ¢

00  Address Service Port State Ratio
O 596.22.33 88 user-enabled

11. Enter or select the field information in the Monitor Details section of Form Input.
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 Monitor Details

Monitor / Health ® HTTP TCP @®
Check Type

Request Method GET Ar\n @®
and URI

Expected Response 200 OK ®

12. The following table provides the field description for the Monitor Details section of Form Input:

Field Description

Monitor /

Health Select the health monitors that are available to add for the pool:

Check *HTTP

Type «TCP

Request [ The text string that the monitor sends to the target object. You must include \r\n at the

Method end of a non-empty Send String. The default setting is GET Ar\n, which retrieves a

and URI | default HTML file for a website. To retrieve a specific page from a website, specify a fully
qualified path name

Expected | The regular expression representing the text string that the monitor looks for in the

Response | returned resource. The most common receive expressions contain a text string that is

included in an HTML file on your site. The text string can be regular text, HTML tags, or
image names, and the associated operation is not case-sensitive.

13. Enter or select the field information in the Snat Pool Details section of Form Input.

# Snat Details

Snat Choice ® AutoMap SNAT

14. The following table provides the field description for the Snat Pool Details section of Form Input:
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Field Description

Snat Choice
Select the SNAT choice for any connections

using this pool. The options are:

» AutoMap -This option allows you to select a
translation address from the available self-IP
address.

* SNAT - This option allows you to select a
floating self IP as a translation address. When
this option is selected, the Snat Pool field
appears. Select the Snat pool from the drop-
down option:

* Snat Pool Select v

15. Enter or select the field information in the Persistence Details section of Form Input.

» Persistence Details

Persistence ® None Create New Existing

16. The following table provides the field description for the Persistence Details section of Form Input:

Field Description

Persistence
This option allows you to use a pre-configured object that automatically enables persistence when you assign the profile to a virtual server.

* None

« Create New - create a new persistence by providing persistence details:

* Persistence Type Select -

» Existing - select the existing persistence details:

* Persistence Type Select v

* Select Persistence Select v

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 25



F5 BIG-IP LTM

17. Click the Submit button.
18. The Confirmation popup opens.

(L M
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /

19. Click Ok to submit the form.
The pre-validation starts automatically and reaches the Review stage.
20. Review the input data under the implementation, rollback, and postvalidation tabs:

Request

Q

Implementation Implementation
Postvalidation
SOl <device>gs-f5-pe229_lab_appviewx_net</device>
Rollback 2
3
4
User Inputs A 5
6
Payload Generator <> 7
8
Create LTM Master VIP <P 9

|

Comments

s | e

21. (Optional) If you need to change any data at this stage, you can update by clicking the right-side of the
mouse on the data.
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Request

Request View

Implementation

Postvalidation

Rollback
User Inputs kS
Payload Generator <>
Create LTM Master VIP <
l
Comments

Q

Implementation

<device>gs-f5-pe229_lab_appviewx-net</device>

tnsh

create clt transaction

create tm pool pool_www_abc.con_88 load-balancing-mode round-robin members add { 59-6.22)
create tm virtual vs_www.abc_com 88 destination 59_6.22.33:88 pool pool www_abc._con 88 p)
submit cli transaction

save sys config

+ Add new config

quit

[CRC RV RN

2 Edit
[ Delete

oo ] o

22. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

23. Click Ok to continue the workflow creation.

It takes a while to complete the post-validation.

24. After the successful post-validation, the workflow is created and the email triggered to the configured

email IDs.

Request

Request View

User Inputs A
Payload Generator <&
Create LTM Master VIP <
Review A
CPU/TMM Check <>
Logs - Email
Implementation 09/02/2021 09-20-22

69/62/2621 69:20:22
09/62/2621 69:20-23
Postvalidation 09/62/2621 09:20-23

Q

Email

Success

- Initiating Email

- Ematl triggered: Email

- Send Email Successful: Ematl
- Ematl Completed

-

( ot
Note: The validation stages are shown in the left side of the screen. To view any validation
stage, click on the respective stage.
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This workflow creates App Owner Centric VIP and integrates with DNS - Infoblox/Bluecat for A record

creation.

To run this workflow,

1.Goto = Menu > Request > View/Run.

The Workflow Catalog page appears.

F5 BIG-IP LTM

# EditLayout &
Catalog Q S v 7| A
Overview
GEEmEEE Others F5 BIG-IP AS3 Bluecat IPAM
ly workflows
VA AVISLB Load Balancer Automation - A10 Ansible Orchestration
Scheduled jobs
ly requests
F5 BIG-IP LTM Infoblox IPAM Network Automation
All
Open
Openshift
« Disable F5LTM VIP « Create Infoblox DNS records - Advan..
* Enable and Disable F5 LTM Pool Me..
* Manage F5 LTM Data groups * Modify Infoblox DNS record - Advanced VM Instantiation
Assigned * Manage F5 LTM Pool members with ...
* Delete Infoblox DNS records - Advan..
F5 BIG-IP Reports
Audit logs Application Service Deployment (AS3) Load Balancer Automation - NginxPlus
2. In the Workflow Catalog page, click More under the category F5 BiG-IP LTM > Create.
# EditLayout &
Catalog Q S v 7| A
Overview
ErEEmEEE Others F5 BIG-IP AS3 Bluecat IPAM
ly workflows
B AVISLB Load Balancer Automation - A10 Ansible Orchestration
Scheduled jobs
ly requests
F5 BIG-IPLTM Infoblox IPAM Network Automation

Al

Open

Audit logs

* Create F5 LTM VIP Advanced

* Create F5 LTM VIP Basic

* Create F5 LTM VIP with DNS

¢ Create F5 LTM VIP with Service Now

More...

Application Service Deployment (AS3)

+ Create Infoblox DNS records - Advan...

* Modify Infoblox DNS record - Advanced

* Delete Infoblox DNS records - Advan...

Load Balancer Automation - NginxPlus

Openshift

VM Instantiation

F5 BIG-IP Reports

3. Hover over the Create F5 LTM VIP with DNS workflow.

The Run and Schedule buttons are shown.
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Modify F5 LTM VIP Advanced

Create F5 LTM VIP Advanced

Create F5 LTM VIP Basic

.

Create F5 LTM VIP with DNS

.

.

Create F5 LTM VIP with Service Now
Create F5 LTM VIP

Create F5 LTM VIP with Partition

Create F5 LTM iRule

Create F5 LTM Monitors

Create F5 LTM Monitors - Multiple Devices

Create F5 LTM Multiple VIP

Delete F5 LTM VIP with Service Now
Disable and Delete F5 LTM VIP

Get Unused LTM VIP and Delete

4. Click the Run button.
The Form Input page opens:

Request > Create F5 LTM VIP with DNS :: FormBuilder

A About this Workflow

Search * Info

1.Select Device based on Datacenter
2.Select the DNS Vendor to create an 'A' record

T e
I ser inputs o 4.Create pool with pool members

A Device Details

* Datacenter Select v

* Device Name Select v

A DNS Record Details

Submit Cancel

P
o

Workflow for create F5 LTM Virtual Server and DNS Record with the following options. “

«

5. Enter or select the field information in the Device Details section of Form Input.

A Device Details

* Datacenter CBE

* Device Name gs-fo-pe229.lab.appviewx.net
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6. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be added. For the devices which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.
Select the desired device from the drop-down option.

7. Enter or select the field information in the DNS Record Details section of Form Input.

- DNS Record Details

Do you want to create A No @ Yes

record ?

Vendor bluecat v

DNS Device gs-bluecat.avxlab.com v
* Configuration Production v
" Network View Internal v
* Subnet 192.168.89.0/24 v

8. The following table provides the field description for the DNS Record Details section of Form Input:

Description

Do you want to create A The default option is No.

record ?
To create A record in DNS select Yes and provide the Vendor, DNS Device, Network View, and Subnet details:
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Field Description

Do you want to No @ Yes

create A record ?

Vendor Infoblox v
DNS Device gs-infoblox-pe15.apvxlab.com v
Network View Select v
Subnet Select v

9. Enter or select the field information in the Virtual Details section of Form Input.

. Virtual Details

* FQDN/Application www.abcd.com 0)
Name

* Do you need to Enable No-InSecure Site v
SSL Certificates?
IP Choice ® Manual Next Available |P from DNS

* SLB VIP IP 192 168.89 53

* SLB VIP Port Number aq

10. The following table provides the field description for the Virtual Details section of Form Input:

Field Description

FQDN/ Enter the FQDN or application name of the virtual server.
Application
Name
Do you
Select any of the following options to enable SSL certificates. The default option is No-InSecure Site.
need to
« No-InSecure Site
Enable SSL
* Yes - Only the servers will have SSL certificates
Certificates?
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Field Description

* Enable HTTP to ® No () Yes ®
HTTPs redirection?

* No — The only Client will have an SSL Certificate

* Yes - Both Client and Servers will have SSL certificates

IP Choice
This option is applicable when a DNS record is to be created. Select any of the following IP choices:

* Manual - allows to give the IP manually.

« Next Available IP from IPAM - allows to fetch the next available IP from IPAM. To get the IP, click the Fetch Next Available IP and Reserve button.

IP Choice Manual @ Next Available IP from IPAM

Fetch Next Available IP and Reserve

Destination | Enter the destination IP address information for the virtual server.

Address

Service Port | Enter a service port.

11. Enter or select the field information in the Pool and Monitor Details section of Form Input.
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# Pool and Monitor Details

Load balancing method round-robin v
" Server IP Address 121211
" Server Port 80
Server State @ user-enabled user-disabled
Server Details Table e
J  server IP Address Server Port Server State Ratio

No records found

Monitor / Health Check ® Hitp TCP

Type

Request Method and GET/ ®
URI

Expected Response 200 OK ®

12. The following table provides the field description for the Pool and Monitor Details section of Form

Input:

Field Description

Load
The load balancing method is used to select a pool in this WidelP. The default is round-robin. The

Balancing

Method

methods are:

« round-robin - the system selects the pools sequentially.

« least-connection-node - The system passes a new connection to the node that has the least
number of current connections out of all pools of which a node is a member. This method works
best in environments where the servers or other equipment you are load balancing have similar
capabilities. This is a dynamic load balancing method, distributing connections based on various
aspects of real-time server performance analysis, such as the number of current connections per
node, or the fastest node response time.

« least-connection-member - The system passes a new connection to the node that has the least

number of current connections in the pool. This method works best in environments where the
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Field Description

servers or other equipment you are load balancing have similar capabilities. This is a dynamic
load balancing method, distributing connections based on various aspects of real-time server
performance analysis, such as the current number of connections per node or the fastest node
response time.
« ratio-member - The number of connections that each machine receives over time is proportionate
to a ratio weight you define for each machine within the pool.
Address | Enter the IP address of the pool.
Service Enter a service port.
Port
State
The current state of the pool members. The states are:
» user-enabled - when you select this option, the system sends traffic to this pool member
regardless of the pool member's state.
» user-disabled - when this option is selected, the pool member can handle only persistent or active
connections.
Pool
Members | Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool
numbers can be added to the pool. After adding the pool, you can manage them.
Server Details Table <
a Server IP Address Server Port Server State Ratio
O 121.214 80 user-enabled
Monitor /
Select the health monitors that are available to add for the pool:
Health
Check * HTTP
Type « TCP
Request | The text string that the monitor sends to the target object. You must include \r\n at the end of a non-
Method empty Send String. The default setting is GET /Ar\n, which retrieves a default HTML file for a website.
and URI | To retrieve a specific page from a website, specify a fully qualified path name.
Expected | The regular expression representing the text string that the monitor looks for in the returned
Response | resource. The most common receive expressions contain a text string that is included in an HTML
file on your site. The text string can be regular text, HTML tags, or image names, and the associated
operation is not case-sensitive.
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13. Enter or select the field information in the Snat Pool Details section of Form Input.

A Snat Pool Details

Snat Choice

® AutoMap SNAT

14. The following table provides the field description for the Snat Pool Details section of Form Input:

Field Description

Snat Choice

Select the SNAT choice for any connections
using this pool. The options are:

» AutoMap -This option allows you to select a
translation address from the available self-1P
address.

* SNAT - This option allows you to select a
floating self IP as a translation address. When
this option is selected, the Snat Pool field
appears. Select the Snat pool from the drop-
down option:

* Snat Pool Select

15. Enter or select the field information in the Persistence Details section of Form Input.

A Persistence Details

Persistence

® None

Create New Existing

16. The following table provides the field description for the Persistence Details section of Form Input:
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Field Description

Persistence
This option allows you to use a pre-configured object that automatically enables persistence when you assign the profile to a virtual server.

* None

» Create New - create a new persistence by providing persistence details:

[v]

* Persistence Type Select v

» Existing - select the existing persistence details:

* Persistence Type Select v

* Select Persistence Select v

17. For any reason, if you can cancel the request, make sure you unreserve the IP. To unreserve the IP,
click the UnReserve IP button.

A UnReserve IP

* Info »

1. In-case of cancelling the request, please click on 'Un-reserve IP’, only then IP which
are reserved will be freed.

18. Click the Submit button.
The Confirmation popup opens.

( Note:

« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.
N /

19. Click Ok to submit the form.

The pre-validation starts automatically and reaches the Review stage.
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20. Review the input data under the implementation, rollback, and postvalidation tabs:

Request

—o—v)

User Inputs A
? Payload Generator &
? Create LTM Master VIP b
T Create A Record &

o Review &

Implementation
Postvalidation

Rollback

Comments

| Implementation

<device>gs-f5-pe225. lab_appviewx.net</device>

tnsh

create cli transaction
create 1tm monitor http mon_www abcd_com_http interval 5 send 'GET /' recv ‘260 OK' timeout 16

abcd.con_86 load-balancing-node round-robin members add { 12.1.2.1.1:80 { sess
abcd.con_89 destination 192.168.89.53:80 pool pool_wwm.abcd.con 89 profiles a
subnit cli transact
save sys config
quit
<device>gs-bluecat. avxlab. con</device>
<rest><url>https: //192.168_42.240/Services/REST/v1/addGenericRecord2viewId=101925rdata=192. 168 89 .53at,

21. (Optional) If you need to change any data at this stage, you can update by clicking the right-side of the

mouse on the data.

Request

Request View

? User Inputs A

Payload Generator »

Create A Record <&

T Create LTM Master VIP *»

i

Implementation
Postvalidation

Rollback

Comments

Implementation

1

Q

<device>gs-f5-pe225. Lab. appviewx.net</device>

create ltn monttor ht abcd_con_http interval 5 send 'GET /' recv '200 OK' timeout 16
create Ltn pool pool_: m_80 load-balancing-mode round-robin members add { 12.1.2.1.1:80 { sess
create Ltn virtual vs_ww_abcd.con 80 destination 192.168.89.53:80 pool pool_w.abcd.con 80 profiles a
submit cli transaction

save sys config

quit

bluecat. avxlab_con</d
https://192.168.42.240/S, cRecord?viewId=1019258&rdata=192.168.89 53&t;

22. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

23. Click Ok to continue the workflow creation.

It takes a while to complete the post-validation.

24, After the successful post-validation, the workflow is created and the email triggered to the configured

email IDs.
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Request o
? User Inputs IS
T Payload Generator
Create LTM Master VIP < Email
Success
Review A
? CPUITMM Check
Implementation
Postvalidation e
06/16/2621 17:14:23 - Ini
06/18/2021 17:14:23 -
06/18/2021 17:14:25 -

®

(g
Note: The validation stages are shown in the left side of the screen. To view any validation
stage, click on the respective stage.

N

Create F5 LTM VIP with Service Now

By running this workflow, you can create App Owner Centric VIP and integrate with ITSM — Service Now,

where users can set Time Zone, Start time and End time for the ticket creation.

To run this workflow,

1.Goto — Menu > Request > View/Run.

The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 LTM VIP with Service Now workflow.

The Run and Schedule buttons are shown.
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# EditLayott &
Catalog Q s
Custom reports F5BIG-IP LTM Load Balancer Automation - NginxPlus Bluecat IPAM
Infoblox IPAM
+ Create F5 LTM VIP with Service Now (o) * Delete Bluecat DNS records
« Create F5 LTM VIP with Partition
* Modify Bluecat DNS records
» Create F5 LTM iRule
* Modify Infoblox DNS record - Advanced
+ Create PO LTM Menitors + Create Bluecat DNS records
+ Create Infoblox DNS records - Advanced
AVI SLB Archive Requests
+ Delete Infoblox DNS records - Advanced
CMDB Sync DNS Automation F5 BIG-IP Reports
Load Balancer Automation - F§ Python Library Cloud Orchestration
Archival requests AVIGSLB F5 BIG-IP GTM Compliance
Restore requests
- F5 BIG-IP System Openshift
Preference * Modify F5 GTM WidelP
Manage Cataloa -
3. Click the Run button.
The Form Input page opens:
A About this Workflow «
* Info e
Workflow for create F5 LTM Virtual Server, Service Now change ticket with the following options.
1.Select Device based on Datacenter
2.Create pool with pool members
A Device Details
* Datacenter Select v
* Device Name
A Virtual Details
* Application Name ®
* Do you need to Enable SSL No-InSecure Site v ®
Certificates?
* Destination Address
* Service Port O
Submit Cancel
4. Enter or select the field information in the Device Details section of Form Input.
# Device Details
*
Datacenter CBE w
- ' .
Device Name gs-f5-pe229 lab appviewx net w

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

39




F5BIG-IP LTM

5. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be added. For the devices which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.
Select the desired device from the drop-down option.

6. Enter or select the field information in the Virtual Details section of Form Input.

A Virtual Details

* Application Name www.abc.com O]

* Do you need to Enable SSL No-InSecure Site v ®
Certificates?

* Destination Address 59.6.33.33 O]

* Service Port 34 ®

7. The following table provides the field description for the Virtual Details section of Form Input:

Field Description

Application Name Enter the FQDN of the virtual server.

Do you need to Enable SSL Certificates?
Select any of the following options to enable SSL certificates. The default option is No-InSecure Site.

* No-InSecure Site

* Yes - Only the servers will have SSL certificates

* Enable HTTP to ® No Yes ®
HTTPs redirection?

» No — The only Client will have an SSL Certificate

* Yes - Both Client and Servers will have SSL certificates

Destination Address Enter the destination IP address information for the virtual server.
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Description

Service Port Enter a service port.

8. Enter or select the field information in the Pool Details section of Form Input.

# Pool Details
Load balancing method round-robin v
* Address 59.6.33.33 ®
* Service Port 2345 ®
State ®) user-enabled user-disabled
| c |
Pool Members "
[J  Address Service Port State Ratio
No records found

9. The following table provides the field description for the Pool Details section of Form Input:

Field Description

Load
The load balancing method used to select a pool in this WidelP. The default is round-robin.The methods are:
Balancing
« round-robin - the system selects the pools sequentially.
Method

« least-connection-node - The system passes a new connection to the node that has the least number of current connections
out of all pools of which a node is a member. This method works best in environments where the servers or other equipment
you are load balancing have similar capabilities. This is a dynamic load balancing method, distributing connections based on
various aspects of real-time server performance analysis, such as the number of current connections per node, or the fastest node
response time.

« least-connection-member - The system passes a new connection to the node that has the least number of current connections
in the pool. This method works best in environments where the servers or other equipment you are load balancing have similar
capabilities. This is a dynamic load balancing method, distributing connections based on various aspects of real-time server
performance analysis, such as the current number of connections per node or the fastest node response time.

« ratio-member - The number of connections that each machine receives over time is proportionate to a ratio weight you define for

each machine within the pool.

*Address | Enter the IP address of the pool.

*Service | Enter a service port.

Port
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Field Description

State
The current state of the pool members. The states are:
« user-enabled - when you select this option, the system sends traffic to this pool member regardless of the pool member's state.
« user-disabled - when this option is selected, the pool member can handle only persistent or active connections.
Pool

Members | Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool numbers can be added to the

pool. After adding the pool, you can manage them.

Pool Members

O Address Service Port State Ratio
O 596.33.33 2345 user-enabled

Enter or select the field information in the Monitor Details section of Form Input.

# Monitor Details

Monitor / Health Check Type ® HTTP TCP @
Request Method and URI GET /Arin 0
Expected Response 200 OK @

11. The following table provides the field description for the Monitor Details section of Form Input:

Field Description

Monitor /

Health Select the health monitors that are available to add for the pool:
Check *HTTP

Type * TCP

Request [ The text string that the monitor sends to the target object. You must include \r\n at the
Method end of a non-empty Send String. The default setting is GET /Ar\n, which retrieves a
and URI | default HTML file for a website. To retrieve a specific page from a website, specify a fully

qualified path name.

Expected | The regular expression representing the text string that the monitor looks for in the

Response | returned resource. The most common receive expressions contain a text string that is
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Description

included in an HTML file on your site. The text string can be regular text, HTML tags, or
image names, and the associated operation is not case-sensitive.

12. Enter or select the field information in the Snat Pool Details section of Form Input.

A Snat Pool Details

Snat Choice @ AutoMap SMNAT

13. The following table provides the field description for the Snat Pool Details section of Form Input:

Field Description

Snat Choice
Select the SNAT choice for any connections

using this pool. The options are:

» AutoMap -This option allows you to select a
translation address from the available self-IP
address.

* SNAT - This option allows you to select a
floating self IP as a translation address. When
this option is selected, the Snat Pool field
appears. Select the Snat pool from the drop-

down option:

* Snat Pool Select v

14. Enter or select the field information in the Persistence Details section of Form Input.

# Persistence Details

Persistence ® Mone Create New Existing
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15. The following table provides the field description for the Persistence Details section of Form Input:

Field Description

Persistence
This option allows you to use a pre-configured object that automatically enables persistence when you assign the profile to a virtual server.

* None

» Create New - create a new persistence by providing persistence details:

A Persistence Details

Persistence ® None Create New Existing

« Existing - select the existing persistence details:

* Persistence Type Select v

* Select Persistence Select v

16. Enter or select the field information in the Change Management section of Form Input.

A Change Management

* Do you want to integrate ® No Yes
ServiceNow Ticket?

17. The following table provides the field description for the Change Management section of Form Input:

Field Description

*Do you want
By default, the No option is selected. If you want to integrate with ServiceNow, select Yes and provide the following details:

to integrate

. Timezone Select v
ServiceNow?

* Start Time

* End Time

« Timezone — select the timezone from the drop-down list.
« *Start Time — select the start date and time from the calendar.

« *End Time — select the end date and time from the calendar.

18. Click the Submit button.
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The Confirmation popup opens.

4 ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
N J
19. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
- ™
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N J
20. Review the input data under the implementation, rollback, and postvalidation tabs:
Implementation ‘ Implementation
L :
T Ci LTM M: VIP
T " M M
] Review A
BN =N
21. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
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Implementation Implementation
Rollback Bl <device>gs-f5-pe229.lab.appviewx net</device>
Bl create 1tm monitor http mon_www.abc.com_http interval 5 send 'GET /\r\n' recv '200 OK' timeout 16
T User Inputs A > eate 1t pool pool_www.abc.con_34 load-balancing-mode round-robin members add { 59.6.33.33:2345 { session user-enabled }} monity
Bl create 1tn virtual vs www.abc_com 34 destination 59.6.33.33:34 pool pool_www.abc.com 34 profiles add { tcp } source-address-trans|
T Payload Generator » : :::‘:;‘L;:ssmm + Add new config
El it 2 Edit
T Create LTM Master VIP 10 =
y
Comments
[ simt [ carcol |
22. After the review, click the Submit button.
The Confirmation popup opens.
Note: To stop running the workflow creation, click Cancel.
23. Click Ok to continue the workflow creation.
It takes a while to complete the request.
24. The workflow is created and the email triggered to the configured email IDs.

Request View

User Inputs A

Payload Generator »

Create LTM Master VIP »

Review 2 Email
Success

CPU/TMM Check »

Implementation

Postvalidation

Logs - Email

(1)—0—0-—0-—0-—0-—0-—0—0_(v)

2 - Initiating Enatl
- Ematl t
Send Ena

67/ -
67/18/2621 12:53:16 -

Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.
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Create F5 LTM VIP Advanced

This workflow creates Extensive VIP with all basic objects in an F5 device and integrates with DNS -

Infoblox/Bluecat for A record creation.

To run this workflow,

1.Goto = Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Create F5 LTM VIP — Advanced workflow.

The Run and Schedule buttons are shown.

# EditLayout &

Overview AvVIsSLB Load Balancer Automation - A10 Ansible Orchestration
Custom reports
RS Infoblox IPAM Network Automation
. i | -
ViewRuh Modify AVI SLB service - Advanced
* Modify AVI SLB service
Scheduled jobs
Openshift
« Create AVI SLB service - Basic * Modify Infoblox DNS record - Advanced
Al
« Create Infoblox DNS records - Advanced -
Open ) VM Instantiation
— F5BIG-IPLTM
Closed
« Delete Infoblox DNS records - Advanced
Failed
F5 BIG-IP Reports
Load Balancer Automation - NginxPlus
« Create F5 LTM VIP Advanced » O

Assigned

+ Create F5 LTM VIP Basic

+ Create F5LTM VIP with DNS Security Automation

P + Create F5 LTM VIP with Service Now
chival & Restore
Certificate Automation (Internal)

Archival requests Application Service Deployment (AS3)

3. Click the Run button.
The Form Input page opens:
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Request > Create F5 LTM VIP Advanced :: FormBuilder

«
A About this Workflow

* Info

Workflow to Create F5 LTM Virtual Server with the following options.
1.Select Device based on Datacenter
2.Select the DNS Vendor to create an 'A' record

P ° 3.Select Subnet, Network View
I User Inputs A

4.Create pool with its pool members.

A Device Details
* Datacenter Select
* Device Name Select v

* Partition

A DNS Record Details

Submit Cancel

4. Enter or select the field information in the Device Details section of Form Input.

A Device Details

* Datacenter CBE v
* Device Name gs-fo-pe234.lab.appviewx.net v
* Partition NewPartition v

5. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the
Device Inventory, select the datacenter as None.
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Field Description

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.
Select the desired device from the drop-down option.

*Partition Partition in which objects will be created. If you want to create a new partition then click
Create New Partition from the dropdown list and then provide a partition name.

6. Enter or select the field information in the DNS Record Details section of Form Input.

A DNS Record Details

Do you want to ® No Yes
create Arecord ?

7. The following table provides the field description for the DNS Record Details section of Form Input:

Field Description

Do
The default option is No. To create A record in DNS select Yes and provide the Vendor, DNS Device, Network View, and Subnet details:

you
want Do you want to No (@ Yes

create A record ?
to

Vendor Infoblox ~
create
A DNS Device gs-infoblox-pe15.apvxlab.com v
record Network View Select v

Subnet Select v

8. Enter or select the field information in the Virtual Details section of Form Input.
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A Virtual Details
* FQDN www fdgnname com ®
Virtual Server Type Standard v
IP Choice ® Manual Next Available IP from IPAM
* Destination 13.232222
Address/Mask
* Service Port 839
Redirect VIP ® No () Yes @®

9. The following table provides the field description for the Virtual Details section of Form Input:

Field Description

FQDN/ Enter the FQDN or application name of the virtual server.
Application
Name

Virtual Select the virtual server type.

Server

Type

Redirect

VIp An IP forwarding virtual server accepts traffic that matches the virtual server address

and forwards it to the destination IP address that is specified in the request rather than
load balancing the traffic to a pool.

* No (default)
* Yes - select Yes to redirect VIP.

Destination | Enter the destination IP address information for the virtual server.
Address

Service Enter a service port.
Port
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10. Enter or select the field information in the Pool and Monitor Details section of Form Input.

 Pool and Monitor Details

Pool @ Create New Existing

Load Balancing Method round-robin v
* Pool Member IP 13.23.22.22
* Port 44

Pool Member status user-enabled v

Priority Group

Pool Members .{

[J  Pool Member... Port Pool Member stat... Ratio Priority Gro
No records found
4

Monitor ® No Create New Existing

11. The following table provides the field description for the Pool and Monitor Details section of Form

Input:
Pool
You can create a pool by providing the details for the pool or select an existing pool. Select the desired opti
« Create New - this is the default option. When you select this option, you need to provide a Load Balancin
« Existing - when you select this option, the Select Pool field appears to select the existing pool from the d
Pool Create New (@ Existing
Select Pool Select v
Load
Balancing The load balancing method is used to select a pool in this WidelP. The default is a round-robin. The methot
Method « round-robin - the system selects the pools sequentially.
- least-connection-node - The system passes a new connection to the node that has the least number of
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« least-connection-member - The system passes a new connection to the node that has the least numbel

* ratio-member - The number of connections that each machine receives over time is proportionate to a re
Address | Enter the IP address of the pool.
Service | Enter a service port.
Port
State

The current state of the pool members. The states are:

« user-enabled - when you select this option, the system sends traffic to this pool member regardless of the

- user-disabled - when this option is selected, the pool member can handle only persistent or active connec
Priority A number representing the priority group for the pool members. To specify a priority, you must activate prio
Group
Pool
Members | Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool number

Pool Members "
[J  Pool Member... Port Pool Member stat... Ratio Priority Gro
0O 13232222 44 user-enabled
»

Monitor

An association between a health monitor and an entire pool. Select the desired Monitor option:

* No - this option does not allow you to monitor the pool.

 Create New - select this option to create a monitor. Input the Type, Interval, Interval, Timeout, and Monitc

+ Existing - select this option to choose the existing monitor option.

12. Enter or select the field information in the Persistence Details section of Form Input.
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A Persistence Details

Persistence ® No Create New Existing

Fallback ® No

Yes
Persistence

13. The following table provides the field description for the Persistence Details section of Form Input:

Field Description
Persistence

This option allows you to use a pre-configured object that automatically enables persistence
when you assign the profile to a virtual server.

* None

» Create New - create a new persistence by providing persistence details:

* Persistence Type Select

 Existing - select the existing persistence details:

* Persistence Type S

@
[1]
Q

* Select Persistence S

@
oD
Q

Fallback Persistence
It is a secondary persistence record for each connection. Select the desired following option:
* No

*Yes

14. Enter or select the field information in the Snat Pool Details section of Form Input.
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A Snat Pool Details

Snat Pool ® No Auto-Map Existing

15. The following table provides the field description for the Snat Pool Details section of Form Input:

Field Description

Snat Pool
Select the SNAT pool for any connections using this pool. The options al

» Auto-Mapp -This option allows you to select a translation address fron
* SNAT - This option allows you to select a floating self IP as a translatic
selected, the Snat Pool field appears. Select the Snat pool from the dr

Select SNAT Pool Select

16. Enter or select the field information in the Client SSL Details section of Form Input.

A Client SSL Details

Client SSL No (@ Create New Existing
Client SSL Choice @ |Import Certificate Select Cert and Key
* Cert Type ® pfx/p12 pem/crt/cer

[+

* Upload Certificate

* Password

17. The following table provides the field description for the Client SSL Details section of Form Input:
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Field Description

Client

SsL Select the Client SSL options. The options are:

* No (default)
» Create New - This option allows you to upload a new Client SSL certificate.

# Client SSL Details

Client SSL No Create New (@ Existing

Select Client SSLs None Selected hd

Existing - This option allows you to select a Client SSL certificate from the drop-down option:

A Server SSL Details|

Server SSL ® No Create New Existing

18. Enter or select the field information in the Server SSL Details section of Form Input.

. Server S5L Details

Server SSL No @ Create New Existing

Server SSL Choice ® Import Certificate Select Cert and Key
* Cert Type ® pfx/p12 pem/crt/cer
* Upload Certificate u
* Password

19. The following table provides the field description for the Server SSL Details section of Form Input:

Description

Server SSL
Select the Client SSL options. The options are:
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« No (default)

« Create New -This option allows you to upload a new Server SSL certificate.

Server SSL
Server SSL Choice
* Cert Type

* Upload Certificate

* Password

# Server SSL Details

No @ Create New

® pfx/p12

® Import Certificate

Existing
Select Cert and Key

pem/crt/cer

=

« Existing- This option allows you to select a Server SSL certificate from the drop-down option:

# Server SSL Details

Server SSL

Select Server SSLs

No Create New (® Existing

None Selected

20. Enter or select the field information in the Irule Details section of Form Input.

F5BIG-IP LTM

» |rule Details

IRule

No

Create New

Existing

21. The following table provides the field description for the Irule Details section of Form Input:

Description

IRule
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Select the IRule options. The options are:

« No (default)

« Create New -This option allows you to upload a new IRule file.
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Field Description

A Irule Details

IRule No (@ Create New () Existing

Select IRue e to A 00

upload
Enter text

« Existing- This option allows you to select a IRule file from the drop-down option:

A [rule Details

IRule No Create New (@ Existing

Select Irule None Selected -

22. Enter or select the field information in the Other profile Details section of Form Input.

A Other profile Details

Protocol Select v
Protocol Profile(Client) Select v
Protocol Profile(Server) Select v
One Connect Profile Selec v =
Http Profile Select v =3
FTP Profile Select v =5}

23. Click the Submit button.

The Confirmation popup opens.
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-
Note:

- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.
N /

24. Click Ok to submit the form.
The pre-validation starts automatically and reaches the Review stage.
25. Review the input data under the implementation, rollback, and postvalidation tabs:

Request

Q

Implementation | Implementation

Postvalidation

Rollback
User Inputs A

Payload Generator <

<device>gs-f5-pe225. Lab_appviewx. net</device>

tmsh

create cli transaction

create 1tm pool pool_www. fdgnname.con 888 load-balancing-node round-robin members add { 13.23.22.22:44 {
create ltn virtual vs_w.fdqnnane.con 888 destination 13.23.22.22:888 pool pool_wwu.fdgnnane.con 888 pr
submit cli transaction

save sys config

quit

-

? Create LTM Master VIP P

Comments

26. (Optional) If you need to change any data at this stage, you can update by clicking the right side of the
mouse on the data.

Request

Request View.

Q

Implementation Implementation

Postvalidation

Rollback
User Inputs A

Payload Generator <P

<device>gs-f5-pe225. lab_appviewx.net</device>

tnsh

create cli transaction

create 1t pool pool_www. fdgnname.con 888 load-balancing-node round-robin members add { 13.23.22.22:44 {
_fdgnname_com_888 destination 13.23.22 22:888 pool pool_www.fdqnname_com 888 pr-

=+ Add new config

© o N s W R

2 Edit
[l Delete

? Create LTM Master VIP *»

Review

Je

Comments
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27. After the review, click the Submit button.
The Confirmation popup opens.

[ Note: To stop running the workflow creation, click Cancel. j

28. Click Ok to continue the workflow creation.
It takes a while to complete the post-validation.
29. After the successful post-validation, the workflow is created.

? User Inputs A
T Payload Generator
Create LTM Master VIP o> Email
; Review A Suceess
? CPU/TMM Check
Implementation
; Postvalidation LuEPES.
03/38/2621 155245
S G R— i
©3/38/2621 15:24:
- )
Note:
« If email IDs are configured for the workflow creation, the email triggers the email IDs.
« The validation stages are shown in the left side of the screen. To view any validation stage,
click on the respective stage.
o J

Create F5 LTM VIP with Partition

This workflow creates Extensive VIP with all basic objects in a F5 device on a selected Partition and
integrates with DNS - Infoblox/Bluecat for A record creation.

To run this workflow,

1.Goto = Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 LTM VIP with Partition workflow.
The Run and Schedule buttons are shown.
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* Info

7

Je

A Device Details

* Datacenter

* Device Name

* Partition

Workflow to create F5 LTM Virtual Server with partition support with the following
options:

1.Select Device based on Datacenter

1.Select partition on which Virtual Server has to be created

2.Create pool with pool members

Select v

Submi Cancel

# EdtLayot &
dashbo
Catalog - A
Overview
=TT F5BIG-PLTM Load Balancer Automation - NginxPlus Bluecat IPAM
Infoblox IPAM
« Create F5 LTM VIP with Service Now + Create Bluecat DNS records
« Create F5 LTM VIP with Partition >
+ Modify Bluecat DNS records
+ Create F5 LTM iRule
« Modify Infoblox DNS record - Advanced
+ Create F5 LTM Monitors + Delete Bluscat DNS records
« Create Infoblox DNS records - Advanced
AVISLB Archive Requests
« Delete Infoblox DNS records - Advanced
CMDB Sync DNS Automation F5 BIG-IP Reports
Load Balancer Automation - F5 Python Library Cloud Orchestration
Archival requests AVIGSLB F5BIG-IP GTM Compliance
Restore requests
F5 BIG-IP System Openshift
Preference « Create F5 GTM WidelP with mutiple Pools
Manage Catalog « Create F5 GTM WidelP with Service Now -
Request L B
Request View A About this Workflow «

4. Enter or select the field information in the Device Details section of Form Input.
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A Device Details

* Datacenter CBE v
* Device Name gs-f5-pe229.lab.appviewx.net v
* Partition Common v

5. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

*Partition Partition in which objects will be created. If you want to create a new partition then click

Create New Partition from the dropdown list and then provide a partition name.

6. Enter or select the field information in the Virtual Details section of Form Input.
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A Virtual Details

Application Name

Do you need to
Enable SSL
Certificates?

Destination Address

Service Port

www.abc.com

No-InSecure Site

59.6.33.33

123

7. The following table provides the field description for the Virtual Details section of Form Input;

Field Description

*Application Name

Enter the FQDN of the virtual server.

*Do you need to Enable SSL Certificates?

Select any of the following options to enable SSL certificates. The default option is No-InSecure Site.

» No-InSecure Site

* Yes - Only the servers will have SSL certificates

* Enable HTTP to ® No Yes
HTTPs redirection?

* No — The only Client will have an SSL Certificate

* Yes - Both Client and Servers will have SSL certificates

*Destination Address

Enter the destination IP address information for the virtual server.

*Service Port

Enter a service port.

8. Enter or select the field information in the Pool Details section of Form Input.
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A Pool Details
Load balancing round-robin v
method
* Address 59.6.33.33 ®
* Service Port 123 @
State ® user-enabled user-disabled
+
Pool Members e
(J  Address Service Port State Ratio
No records found

9. The following table provides the field description for the Pool Details section of Form Input:

Field Description

Load
The load balancing method is used to select a pool in this WidelP. The default is a round-robin. The methods are:
Balancing
« round-robin - the system selects the pools sequentially.
Method

« least-connection-node - The system passes a new connection to the node that has the least number of current connections
out of all pools of which a node is a member. This method works best in environments where the servers or other equipment
you are load balancing have similar capabilities. This is a dynamic load balancing method, distributing connections based on
various aspects of real-time server performance analysis, such as the number of current connections per node, or the fastest node
response time.

« least-connection-member - The system passes a new connection to the node that has the least number of current connections
in the pool. This method works best in environments where the servers or other equipment you are load balancing have similar
capabilities. This is a dynamic load balancing method, distributing connections based on various aspects of real-time server
performance analysis, such as the current number of connections per node or the fastest node response time.

« ratio-member - The number of connections that each machine receives over time is proportionate to a ratio weight you define for

each machine within the pool.

*Address | Enter the IP address of the pool.

*Service | Enter a service port.

Port
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Field Description

State
The current state of the pool members. The states are:
« user-enabled - when you select this option, the system sends traffic to this pool member regardless of the pool member's state.
« user-disabled - when this option is selected, the pool member can handle only persistent or active connections.
Pool

Members | Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool numbers can be added to the

pool. After adding the pool, you can manage them.

Pool Members

O Address Service Port State Ratio
O 596.33.33 2345 user-enabled

10. Enter or select the field information in the Monitor Details section of Form Input.

A Monitor Details

Monitor / Health ® HTTP () TCP ®
Check Type

Request Method GET Arn ®
and URI

Expected Response 200 OK @

11. The following table provides the field description for the Monitor Details section of Form Input:

Field Description

Monitor /

Health Select the health monitors that are available to add for the pool:
Check * HTTP

Type *TCP

Request [ The text string that the monitor sends to the target object. You must include \r\n at the
Method end of a non-empty Send String. The default setting is GET /Ar\n, which retrieves a
and URI | default HTML file for a website. To retrieve a specific page from a website, specify a fully

qualified path name

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 64



F5BIG-IP LTM

Field Description

Expected | The regular expression representing the text string that the monitor looks for in the
Response | returned resource. The most common receive expressions contain a text string that is
included in an HTML file on your site. The text string can be regular text, HTML tags, or
image names, and the associated operation is not case-sensitive.

12. Enter or select the field information in the Snat Pool Details section of Form Input.

A Monitor Details

Monitor / Health ® HTTP TCP ®
Check Type

Request Method GET Arin ®
and URI

Expected Response 200 OK ®

13. The following table provides the field description for the Snat Pool Details section of Form Input:

Field Description

Snat

Choice Select the SNAT choice for any connections using this pool. The options are:

« AutoMap -This option allows you to select a translation address from the available self-IP address.
* SNAT - This option allows you to select a floating self IP as a translation address. When this option is select

* Snat Pool Select v

14. Enter or select the field information in the Persistence Details section of Form Input.

A Persistence Details

Persistence ® None Create New Existing
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15. The following table provides the field description for the Persistence Details section of Form Input:

Field Description

Persistence
This option allows you to use a pre-configured object that automatically enables persistence when you as

* None

 Create New - create a new persistence by providing persistence details:

* Persistence Type Se

[v]

Cl v

Existing - select the existing persistence detalils:

* Persistence Type Se

@

Cl v

* Select Persistence Select

16. Click the Submit button.

The Confirmation popup opens.

[ Note: )

« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.

N

17. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.

18. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request

Q

Implementation Implementation

Postvalidation

Rollback
User Inputs A

Payload Generator <

<device>gs-f5-pe229. lab_appviewx.net</device>
tnsh
create cli transaction

create Ltm pool /Common/pool_ww_abc.con_123 load-balancing-mode round-robin members add { 59.6.33.34:12

create 1t virtual /Common/vs_www_abc.com_123 destination 59.6.33.33:123 pool /Common/pool_www.abc_com_1

subnit cli transaction
save sys config

quit

L W

? Create LTM Master VIP P

Review &

Comments

19. (Optional) If you need to change any data at this stage, you can update by clicking the right-side of the
mouse on the data.

Request

Request View

Q

Implementation Implementation

Postvalidation

Rollback
User Inputs A

Payload Generator »

<device>gs-f5-pe229. Lab. appviewx.net</device>
tnsh
create cli transaction

create 1tn pool /Connon/pool_ww.abc_con_123 load-balancing-node round-robin menbers add { 59.6.33.34:12

create ltm virtual /Common/vs_www_abc_con_123 destination 59.6.33.33:123 pool /Common/pool_www_abc_con 1

submit cli transaction
save sys config
quit + Add new config

T Create LTM Master VIP «» 2 Edt

[ Delete

Review A

Comments

N k=N

20. After the review, click the Submit button.
The Confirmation popup opens.

Note: Click Cancel to stop running the workflow creation.

21. Click Ok to continue the workflow creation.
It takes a while to complete the post-validation.

22. The workflow is created and the email triggered to the configured email IDs.
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Request View

User Inputs Fy
Payload Generator

Create LTM Master VIP

uccess

CPU/TMM Check

Implementation

Postvalidation

Email =]

Y

1

1

T Email
T Revi A .

1

1

1

i

®

(g
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N

Delete F5 LTM VIP - Basic

This workflow deletes VIP along with its associated objects (Pool, Monitor, IRule, Profiles, Persistence,
Snatpool, Policy) by searching the VIP using the Destination IP and Port across Managed Devices in
AppViewX.

To run this workflow,

1.Goto — Menu > Request > View/Run.

The Workflow Catalog page appears.
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Overview
Custom reports
kflows

View/Run

Scheduled jobs

All

Open

Closed

Failed

Assigned

Audit logs

al

Archival requests

2. In the Workflow Catalog page, hover over the
The Run and Schedule buttons are shown.

Catalog

F5BIG-IPLTM

« Delete F5 LTM VIP - Basic
* Delete F5 LTM VIP - Advanced
« Delete F5 LTM VIP with Service Now

+ Disable and Delete F5 LTM VIP

F5 BIG-IP System

« F5 BIG-IP Config Compliance

* Software upgrade on HA BIG-IP devices

* Software upgrade on Standalone F5 devices

F5 BIG-IP GTM

* Modify F5 GTM WidelP

* Delete F5 GTM WidelP

* Create F5 GTM WidelP with mutiple Pools

Security Automation

« Delete_Firewall_policy

« Create_Static_Route_Rule
« Delete_Static_Route_Rule
+ Create_NAT_Rule

More...

# EditLayout &

F5 BIG-IP Reports

« Get Unused LTM VIP and Notify
F5LTM and GTM node Report

+ F5SSL Certificate expiry Report

VM Instantiation

* Instantiate a new VM on vSphere with Ser...

Delete F5 LTM VIP -

Basic workflow.

Overview

Custom reports
vorkflows

View/Run

Scheduled jobs

Al
Open
Closed

Failed

Assigned

Audit logs
al

Archival requests

3. Click the Run

Catalog

F5BIG-IP LTM

« Delete F5 LTM VIP - Basic

+ Delete F5 LTM VIP - Advanced
« Delete F5 LTM VIP with Service Now

« Disable and Delete F5 LTM VIP

F5 BIG-IP System

« F5 BIG-IP Config Compliance

* Software upgrade on HA BIG-IP devices

* Software upgrade on Standalone F5 devices

F5 BIG-IP GTM

* Modify F5 GTM WidelP

« Delete F5 GTM WidelP

* Create F5 GTM WidelP with mutiple Pools

Security Automation

« Delete_Firewall_policy

« Create_Static_Route_Rule
« Delete_Static_Route_Rule
« Create_NAT_Rule

More...

# EditLayout &

F5 BIG-IP Reports

« Get Unused LTM VIP and Notify
F5LTM and GTM node Report

« F5 SSL Certificate expiry Report

VM Instantiation

* Instantiate a new VM on vSphere with Ser.

button.

The Form Input page opens:
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Request > Delete F5

* Virtual Destination IP

* Virtual Destination Port

i P e e

* Select Virtual Server Select v
Datacenter

* Device Name
Partition

Status

Submit Save Draft Cancel

4. Enter the Virtual Destination IP and Virtual Destination Port, and then click the Fetch Virtual
Servers button.

The Virtual Server details are fetched for the given Virtual Destination IP and Virtual Destination Port.

Request > Delete F5 LTM VIP - Basic :: FormBuilde
A VIP Details «
* Virtual Destination IP 10.11.22.22
* Virtual Destination Port 8080
l
* Select Virtual Server gs-f5-pe225.1ab.appviewx.net|vs_test123.ap v
Datacenter CBE
* Device Name 9s-f5-pe225 lab.appviewx.net
Partition Common
Status ENABLED
®
Submit Save Draft Cancel

5. Click the Submit button.
The Confirmation popup opens.

(L N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
N /
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6. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.

( Note:

« If there is any failure at this stage, start a new request by providing the correct data.

input, and submit the workflow again.

N

+ Alternatively, select the failed request and clone it. Update the correct input data in the form

7. Review the input data under the implementation, rollback, and postvalidation tabs:

Request =
Implementation ‘ Implementation
Rollback
ERll <device>gs-f5-pe225. lab.appviewx. net</device>
Postualdation e s e
4 del&t; 1tm virtual /Common/vs_test123.appviewx.com_8680
User Inputs A Bl delete 1tn pool /Common/pool_test123.appviewx.con 8080
[l submit cli transaction
Delete VIP <& 7 sa\rle sys config
¥ ’
I
Comments
8. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
Request [s7

Request View

Implementation Implementation

Rollback
<device>gs-f5-pe225. Lab_appviewx. net</device>
tnsh
Postvalidation *

create cli transaction
delete ltm virtual /Common/vs_test123_appviewx.com 8680
User Inputs A delete 1tn pool /Common/pool_test123_appviewx.con_8080
submit cli transaction

Delete VIP &> save sys config

I Review &

© o N s W e

quit

Comments

9. After the review, click the Submit button.
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The Confirmation popup opens.

[ Note: To stop running the workflow creation, click Cancel. j

10. Click Ok to continue the workflow creation.
It takes a while to complete the request.
11. The workflow is created and the email triggered to the configured email IDs.

Request = <

% User Inputs A
&

Delete VIP

Review & Email Notification

Success

Prevalidation

Postvalidation

Logs - Email Notification

Email Notification
09/62/2021 12

09/62/2021 12

? Implementation
? 09/62/2621 12:
@ 09/62/2621 12:

(ke
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N

Delete F5 LTM VIP - Advanced

This workflow deletes VIP along with its associated objects (Pool, Monitor, IRule, Profiles, Persistence,

Snatpool, Policy) and multi-select the associated object types to consider for deletion.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
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Catalog
Overview

Custom reports F5 BIG-IP LTM

vorkflows

View/Run

Scheduled jobs « Delete F5 LTM VIP - Basic

+ Delete F5 LTM VIP - Advanced
« Delete F5 LTM VIP with Service Now

Al
+ Disable and Delete F5 LTM VIP

Open

Closed
F5 BIG-IP System

Failed

Assigned * F5BIG-IP Config Compliance

Audit logs * Software upgrade on HA BIG-IP devices

J * Software upgrade on Standalone F5 devices

Archival requests

F5 BIG-IP GTM

* Modify F5 GTM WidelP

« Delete F5 GTM WidelP

* Create F5 GTM WidelP with mutiple Pools

Security Automation

« Delete_Firewall_policy

« Create_Static_Route_Rule
« Delete_Static_Route_Rule
« Create_NAT_Rule

More..

# EditLayout &

F5 BIG-IP Reports

« Get Unused LTM VIP and Notify
F5LTM and GTM node Report

+ F5SSL Certificate expiry Report

VM Instantiation

* Instantiate a new VM on vSphere with Ser...

2. In the Workflow Catalog page, hover over the
The Run and Schedule buttons areshown.

Delete F5 LTM VIP -

Advanced workflow.

Catalog
Overview

Custom reports F5 BIG-IP LTM
vorkflows
View/Run

Scheduled jobs « Delete F5 LTM VIP - Basic

« Delete F5 LTM VIP - Advanced » O

Al « Delete F5 LTM VIP with Service Now

« Disable and Delete F5 LTM VIP
Open

Closed

F5 BIG-IP System

Failed

Assigned

* F5 BIG-IP Config Compliance

Audit logs * Software upgrade on HA BIG-IP devices

* Software upgrade on Standalone F5 devices

Archival requests

F5 BIG-IP GTM

* Modify F5 GTM WidelP

* Delete F5 GTM WidelP

* Create F5 GTM WidelP with mutiple Pools

Security Automation

« Delete_Firewall_policy

« Create_Static_Route_Rule
+ Delete_Static_Route_Rule
« Create_NAT_Rule

More...

# EditLayout &

F5 BIG-IP Reports

« Get Unused LTM VIP and Notify
F5LTM and GTM node Report

« F5 SSL Certificate expiry Report

VM Instantiation

* Instantiate a new VM on vSphere with Ser.

3. Click the Run

The Form Input page opens:

button.
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Request > Delete F5 LTM VIP Advanced

L
Request View

FormBuilder

A About this Workflow

* Info

{IZ- User Inputs A

A VIP Details

* Datacenter
* Device Name
* Partition

* Select Virtual
Server

Destination Address

s

This is an advanced Workflow to Delete F5 LTM Virtual Server(s) and its associated &
services with the following options:

1.Fetch Virtual Servers based on Datacenter and Device from the Selected Partition.
2.Select one or more associated application services to be deleted

3.Optionally, select if the DNS records need to be deleted -
Select v
Select v
Select v
Select v
Submit Save Draft Cancel

4. Select Datacenter, Device Name, Partition, and then select Virtual Server from the drop-down list.

The services that are associated with the selected device are displayed.

Request > Delete F5 LTM VIP Advanced :: FormBuilder

«
Request View

* Partition

* Select Virtual
Server

Destination Address
Service Port
T User Inputs A

Status

* Services to be
Deleted

A DNS Details

* Do you want to
delete the DNS
record?

Common v

10.12.0.20 v

10.12.0.20

53

ENABLED

7 selected -

O selectall

Submit Save Draft Cancel

5. Select all the services of the device or select/clear only the services of the devices that are to be

deleted.

6. (Optional) Select the DNS details of the device, if DNS details of the device are required to be

deleted.
7. Click the Submit button.

( Note:
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« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.

8. Click Ok to submit the form.
The validation starts automatically and reaches the Disable Review stage.

- ™
Note:
- If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N J
9. Review the input data under the implementation, rollback, and postvalidation tabs:
| _ | .
implementation Implementation
R % >gs-f5-pe225. lab. appviewx.net</device>
User Inputs A ;
Disable VIP < j
¥
I
Comments
RN
10. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
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Request fe)
Implementation Implementation
Rollback
Fll <device>gs-f5-pe225.lab_appviewx.net</device>
Ell rodify Ltm virtual vs_tre_bvc.v_8 disabled
User Inputs A Elll subnit cli transaction
[l save sys config
Disable VIP <& ; quit T |
I [ Delete
Comments
11. After the review, click the Submit button.
The Confirmation popup opens.
Note: To stop running the workflow creation, click Cancel.
12. Click Ok to continue the workflow creation.
It takes a while to complete the request.
13. The workflow is created and the email is triggered to the configured email IDs.
Request [+

User Inputs Yy
Disable VIP
Disable Review A

Email Notification
Implementation
Jsuccess
Delete VIP

Review A

Prevalidation

Implementation Logs - Email Notification

86/

tating Email on
86/ 19:58:36 - Email triggered: Email Notification
86/25/2621 19:58:37 - Send Email Successful: Enail Notification
86/25/2021 19:58:37 - Email Notification Completed

Postvalidation

Email Notification (=]

()—0—0—0—0—0—0—0—0—0—0(v

P4l Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

4 )
N
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This workflow disables VIPs that are unused for ‘n’ number of days.

To run this workflow,

1.Goto = Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Disable F5 LTM VIP workflow.

The Run and Schedule buttons are shown.

F5 BIG-IP LTM

# Editlayost &
Catalog Q
T F5BIG-P LTM Load Balancer Automation - NginxPlus. Bluecat IPAM
.
Infoblox IPAM
. Disable F5LTM VIP » O « Delete Bluecat DNS records
« Enable and Disable F5 LTM Pool Members
« Modify Bluecat DNS records
« Manage F5 LTM D:
anace a1a aroups + Delete Infoblox DNS records - Advanced
« Manage F5 LTM Pool members + Detete Infoblox DNS reconds « Create Bluecat DNS records
AVISLB Archive Requests
+ Create Infoblox DNS records - Advanced
CMDB Sync DNS Automation F5 BIG-IP Reports
Load Balancer Automation - F5 Python Library Cloud Orchestration
Archival requests AVIGSLB F5 BIG-IP GTM Compliance
Restore requests
F5 BIG-IP System Openshift
Preference * Delete F5 GTM WidelP
Manage Catalog -
Request
(REqre=iieD A About this Workflow «
* Info &
Workflow to fetch Unused F5 LTM Virtual servers and disable
@ 1. Select device(s) and enter the number of days for which the virtual server is
'Unused'

.
User Inputs sl 2. Fetch unused Virtual severs for the duration

A Device Details

* Datacenter Select v

* Device Name None Selected -

* No of Days [6)
Submit Save Draft
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Cancel

77




F5 BIG-IP LTM

4. Enter or select the field information in the Form Input.

Request > Disable F5 LTM VIP :: FormBuilde:
A About this Workflow «
* Info
Workflow to fetch Unused F5 LTM Virtual servers and disable
1. Select device(s) and enter the number of days for which the virtual server is
B o inout: o "Unused’
| 2. Fetch unused Virtual severs for the duration -
A Device Details
* Datacenter CBE v
* Device Name gs-f5-pe229.lab.appviewx.net -
* No of Days 160 ®
»
Submit Save Draft Cancel

5. The following table provides the field description for the Form Input:

*Datacenter

Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.
Select the desired devices from the drop-down option.
[ Note: Selecting multiple devices is possible. j
No of Days | Enter the no. of days to disable the virtual server.

6. Click the Submit button.
The Confirmation popup opens.

o ™
Note:
- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
J
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7. The workflow is successfully completed.

Request View

User Inputs A

Fetch Unused VIP »

@—e—ely

Fetch Unused VIP

Logs - Fetch Unused VIP

( ok
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N

Disable and Delete Unused F5 LTM VIP

This workflow disables and deletes the VIPs that are unused for ‘n’ number of days.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Disable and Delete F5 LTM VIP workflow.
The Run and Schedule buttons are shown.
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# EdtLayot &

Catalog a - e
Overview
Custom reports F5 BIG-IP LTM Load Balancer Automation - NginxPlus Bluecat IPAM
+ Enable and Disable F5 LTM Pool Members Infoblox IPAM
« Manage F5 LTM Data groups « Delete Bluecat DNS records

« Manage F5 LTM Pool members

« Create Bluecat DNS records

+ Create Infoblox DNS records - Advanced

- Disable and Delete F5 LTM VIP > O
« Modify Bluecat DNS records
« Modify Infoblox DNS record - Advanced
AVISLB Archive Requests
+ Delete Infoblox DNS records - Advanced
CMDB Sync DNS Automation

F5 BIG-IP Reports

Load Balancer Automation - F5 Python Library Cloud Orchestration

Archival requests AVIGSLB F5 BIG-IP GTM Compliance

Restore requests

F5 BIG-P System Openshift
Preference * Delete F5 GTM WidelP

Manage Catalog

3. Click the Run button.

The Form Input page opens:

Request

Request View A Info

* Info
% Workflow to fetch Unused F5 LTM Virtual servers and decommision

1. Select device(s) and enter the number of days for which the virtual server is
‘Unused'
2. Fetch unused Virtual severs for the duration

Je

A Device Details

* Datacenter Select v
* Device Name None Selected -
* No of Days ®

Cancel

4. Enter or select the field information in the Form Input.
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Request View A Info «
Info »
Workflow to fetch Unused F5 LTM Virtual servers and decommision
1. Select device(s) and enter the number of days for which the virtual server is 'Unused
2. Fetch unused Virtual severs for the duration

] User Inputs fa) 3. Disable Virtual servers v

Submit Save Draft Cancel

5. The following table provides the field description for the Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device

Name Displays the list of devices associated with the selected datacenter. If the datacenter

is selected as None, the devices that are created without datacenter details are listed.

Select the desired devices from the drop-down option.

[ Note: Selecting multiple devices is possible. j

No of Days | Enter the no. of days for which the virtual server is not used.

6. Click the Submit button.
The Confirmation popup opens.

o ™
Note:
- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 81



F5 BIG-IP LTM

7. Click Ok to submit the form.
The fetching unused VIPs starts automatically and reaches the Unused Objects Grid Data stage.

Status Unused VirtualServers State Device Name
OFFLINE vs-vsa ENABLED gs-f5-pe229 lab.appviewx net

User Inputs -

Fetch Unused VIP

Unused Objects Grid Data L

Note:

« If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.

[

» To download the Unused Objects Grid Data report, click the Download ( button.

N

8. Click the Submit button.
The Confirmation popup opens.
9. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.

10. Review the input data under the implementation, rollback, and postvalidation tabs:

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

82



F5 BIG-IP LTM

Implementation Implementation
Disable_Rollback
ROl <devicegs-f5-pe229.1ab.appviewx.net</device>
@ Postvalidation [l trsh modify Ltn virtual vs-vsa disabled
3
T User Inputs. 2
T Fetch Unused VIP &>
T Unused Objects Grid Data H
T Loop
T Disable VIP @
P Comments
] Review A

11. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.

Request

Request View

Implementation ‘ Implementation

Disable_Rollback

Bl <device>gs-f5-pe229_Lab_appviewx.net</device>

[l trsh modify ltm virtual vs-vsa disable
Postvalidation 2 Y ARG v oy
L 2. Edit
User Inputs Fy
@ Delete
Fetch Unused VIP »

Unused Objects Grid Data

Loop °
Disable VIP &

——0—0—0—0—0_(v)

12. After the review, click the Submit button.
The implementation process starts and reaches the Review stage.

13. Review the data, and then click the Submit button to implement the changes.
The implementation starts.
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Request View

User Inputs A
Fetch Unused VIP

Unused Objects Grid Data

Loop

Disable VIP &
Review A
Implementation

Loop

Delete VIP

——0—0—0—0-0-0-0-00)

Implementation
Rollback

Postvalidation

Implementation

<device>gs-f5-pe229. Lab_appviewx.net</device>
tnsh delete 1tn virtual /Comon/vs-vsa
tnsh delete 1tn pool /Comon/pool-vsatesting

Comments

14. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.

Reque

Request View

User Inputs A
Fetch Unused VIP

Unused Objects Grid Data

Loop
Disable VIP »
Review A

Implementation
Loop

Delete VIP P

—'—0—0-—0—0-—0-—0-—0—0—0_(v)

Implementation

Rollback

Postvalidation

Comments

‘ Implementation

Rl <device>gs-f5-pe229.1ab.appviewx.
El trsh delete 1tm virtual /Common/v:
EJll tnsh delete 1tm pool /Common/s
4 + Add new config
2 Edt

[ Delete

15. The workflow is created and the email is triggered to the configured email IDs.
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N

€ Request ID - 485
User Inputs A
? Fetch Unused VIP o
T Loop @
? Disable VIP o
Email
T Review A Success
? mplementation
T Loop
T Delete VIP <
? Review A
Logs - Email
? Implementation 06/21/2021 16:38:37 - Initiating Email
©6/21/2021 16:38:37 - Email triggered: Email
T Postvalidation 06/21/2¢ 16:38:38 - Send Email Successful: Email
06/21/2021 16:38:38 - Email Completed
T Email =
®
(o
Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

Get Unused LTM VIP and Delete

By running this workflow, you can delete VIPs that are unused for ‘n’

To run this workflow,

1.Goto — Menu > Request > View/Run.

The Workflow Catalog page appears.

number of days.

[

Custom reports

Kflows

View/Run

Scheduled jobs

Closed

Failed

Assigned

Audit logs

al & Restore

Archival requests

Reslore requests

catalog

F5 BIG-IPLTM

* Delete F5 LTM VIP - Basic
* Delete F5 LTM VIP - Advanced
« Delete F5 LTM VIP with Service Now

« Disable and Delete F5 LTM VIP

F5 BIG-IP System

« Software upgrade on HA BIG-IP devices

« Software upgrade on Standalone F5 devices

+ F5BIG-IP Config Compliance

F5AS3

F5BIG-IPGTM

« Create F5 GTM WidelP with mutiple Pools
+ Create F5 GTM WidelP with Service Now
« Create F5 GTM WidelP with Topology

« Create F5 GTM WidelP

Security Automation

+ Delete_Firewall_policy
« Create_Static_Route_Rule
« Delete_Static_Route_Rule
« Create_NAT_Rule

More

AVI SLB

# EditLayout &

F5 BIG-IP Reports

* Get Unused LTM VIP and Notify
+ F5LTMand GTM node Report

« F5 SSL Certificate expiry Report

VM Instantiation

« Instantiate a new VM on vSphere with Servicen.

Network Automation
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2. In the Workflow Catalog page, click More under the category F5 BiG-IP LTM > Delete.

Request : View/Run

Overview

Custom reports

View/Run

Scheduled jobs

Al

Open

Closed

Failed

Audit logs

Archival requests

Restore requests.

Catalog

F5BIG-IPLTM
17

 Uelete ko LIM VIF - Basic

Delete F5 LTM VIP - Advanced

* Delete F5 LTM VIP with Service Now

Disable and Delete F5 LTM VIP
Mofe

F5 BIG-IP System
3

+ Software upgrade on HA BIG-IP devices

+ Software upgrade on Standalone F5 devices

« F5BIG-IP Config Compliance

F§BIG-IP GTM
6

« Create F5 GTM WidelP with mutiple Pools
« Create F5 GTM WidelP with Service Now
« Create F5 GTM WidelP with Topology

+ Create F5 GTM WidelP

Security Automation

12

« Delete_Firewall_policy
« Create_Static_Route_Rule
« Delete_Static_Route_Rule
« Create_NAT_Rule

More.

AvisLB
4

# Edit Layout

Q Sotby v Al

F5 BIG-IP Reports
3

* Get Unused LTM VIP and Notify
* F5LTM and GTM node Report

+ F5 SSL Certificate expiry Report

VM Instantiation
1

« Instantiate a new VM on vSphere with Servicen.

Network Automation
? @

~

3. In the Workflow Catalog page, hover over the Get Unused LTM VIP and Delete workflow.

The Run and Schedule buttons are shown.

4. Click the Run

button.

The Form Input page opens:
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F5 BIG-IP LTM (17)

« Delete F5 LTM VIP - Basic

Delete F5 LTM VIP - Advanced
* Delete F5 LTM VIP with Service Now

+ Disable and Delete F5 LTM VIP

* Get Unused LTM VIP and Delete >

* Disable F5 LTM VIP
« Enable and Disable F5 LTM Pool Members

+ Manage F5 LTM Data groups

Manage F5 LTM Pool members

« Modify F5 LTM VIP Advanced

« Create F5 LTM VIP Advanced

+ Create F5 LTM VIP Basic @
+ Create F5 LTM VIP with DNS
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A Device Details «
* Device Name None Selected
* No of Days ®

] User Inputs A

Submit Save Draft Cancel

5. Select the Device Name field, and then enter No of Days field.

Request

A Device Details «
* Device Name gs-15-pe225 Iab appviewx.net
* Noof Days %0 ®

I User Inputs A

Submit Save Draft Cancel

6. Click the Submit button.

The Confirmation popup opens.

(g N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /

7. Click Ok to submit the form.
The fetching process is automatically.
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User Inputs &

Fetch Disabled VIP P

@—e—o )

Logs - Fetch Disabled VIP

89/02/2021 12:49:46 - Initiating Fetch Disabled VIP
89/02/2021 12:40:47 - No_di: objects foun
89/02/2021 12:40:48 - Fetch Disabled VIP Completed

8. The unused LTM VIP for the given days is deleted.

Get Unused LTM VIP and Notify

Fetch Disabled VIP

Success

This workflow fetches the report of VIPs that are unused for ‘n’ number of days.

To run this workflow,

1.Goto =— Menu > Request > View/Run.

The Workflow Catalog page appears.

# Editlayout &
Catalog Q - ” | &
Overview
TS F5 BIG-IP LTM F5BIG-IP GTM F5 BIG-IP Reports
idlows
View/Run « Get Unused LTM VIP and Notify
« Dl - . i y
S — Delete F5 LTM VIP - Basic Create F5 GTM WidelP with mutiple Pools + F5LTMand GTM node Report
Dl - . 5 GTM Wi v ,
Delete F5 LTM VIP - Advanced Create F5 GTM WidelP with Service Now + F5SSL Certficate expiry Report
« Delete F5 LTM VIP with Service Now « Create F5 GTM WidelP with Topology
« Disable and Delete F5 LTM VIP « Create F5 GTM WidelP
F5 BIG-IP System Security Automation VM Instantiation
« Delete_Firewall_policy
Assigned ) . rade or Y . "
Software upgrade on HA BIG-IP devices + Create_Static_Route_Rule Instantiate a new VM on vSphere with Servicen
. S r S 5
Software upgrade on Standalone F5 devices + Delete_Static_Route_Rule
AT « Create_NAT_Rule
« F5BIG-IP Config Compliance
| &Re More.
Archival requests
F5AS3 AVISLB Network Automation
Restore requesls @
_GitOps - Create Virtual Server using AS wieoin M

2. In the Workflow Catalog page, hover over the Get Unused LTM VIP and Notify workflow.

The Run and Schedule buttons showed.
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# Edit Layout <

Catalog Q Sort by v Ol A
Overview
IS F5 BIG-IP LTM F5BIG-P GTM F5 BIG-IP Reports
flo
View/Run « Get Unused LTM VIP and Notify > O
« Delete F5 LTM VIP - Basic « Modify F5 GTM WidelP

Scheduled jobs

* F5LTMand GTM node Report
* Delete F5 LTM VIP - Advanced

. ; « F5SSL Certificate expiry Report
+ Deloto F5 LTM VIP with Service Now « Create F5 GTM WidelP with mutiple Pools
. Disable and Delste F5 LTM VIP « Create F5 GTM WidelP with Service Now

= Cenatn TR ATM WIARID with Tanainm

Closedl F5 BIG-IP System Security Automation VM Instantiation

Failed

« Delete_Firewall_policy

Assigned « Software upgrade on HA BIG-IP devices + Creato_ Static Route_Rule « Instantiate a new VM on vSphere with Serviceno.

« Software upgrade on Standalone F5 devices .+ Delete,_Static_Route_Rule

Audit logs + Create_NAT_Rule
« F5BIG-IP Config Compliance
More.

Archival requests

F5AS3 AVI SLB Network Automation
Restore requests @

3. Click the Run button.
The Form Input page opens:

A Device Details «

* Device Name None Selected -

Q * No of Days ®

User Inputs A

Submit Cancel

4. Select the Device Name field, and then enter the No of Days field.
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Request >

-

* Device Name

s-15-pe225.lab appuiewx net

* No of Days 90 @
|
Submit Save Draft Cancel
5. Click the Submit button.
6. The fetching process is automatically.
Request
A Device Details «
* Device Name gs-15-pe225 Iab appviewx.net -
* No of Days 30 ®
|
Submit Save Draft Cancel
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7. The unused LTM VIP for the given days is fetched and sent reports via configured email addresses.

Reques

Fetch Unused VIP
Unused Obijects Grid Data

? User Inputs :!:
! ..
?
?
®

69/62/2021 13:09:14 -
69/62/2021 13:09:14 -
09/62/2021 13:09:14 - Sel
69/62/2021 13:09:14 -

Enail
uccessful: Enatl
ted

Delete F5 LTM VIP with Service Now

Success

This workflow deletes VIP along with its associated objects(Pool, Monitor, IRule, Profiles, Persistence,
Snatpool, Policy) and multi-select the associated object types to consider for deletion.

To run this workflow,

1.Goto — Menu > Request > View/Run.

The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Delete F5 LTM VIP with Service Now workflow.

The Run and Schedule buttons are shown.

# EditLayout &

Q

Hybrid Multi Cloud Orchestation

Certificate Automation

F5 BIG-IP Reports

Catalog
Overview
Custom reports Compliance Cloud Orchestration
N
View/Run Load Balancer Automation - F5 F5 BIGHP LTM
Scheduled jobs
Bluecat IPAM + Delete F5 LTM VIP Advanced
All
« Delete F5 LTM VIP with Service Now o
Open
« Disable and Delete Unused F5 LTM VIP
Closed )
« Create Bluecat DNS records More...

Failed

Reale=ts « Delete Bluecat DNS records
e \ DNS Automation

dits * Modify Bluecat DNS records
Aitiors Infoblox IPAM

* Manage DNS Record
& Restore

Archive Requests

« Create AAAA Record

+ F5LTM and GTM node Report

« F5 SSL Certificate expiry Report

F5 BIG-IP System
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3. Click the Run button.

The Form Input page opens:

F5BIG-IP LTM

Request > Delete F5 LTM VIP with Now :: FormBuilder

Request View

A VIP Details
I * Datacenter
* Device Name
* Select Virtual Server
Partition
Destination Address
Service Port
State

* Services to be Deleted

Service Now change ticket with the following options
1.Fetch Virtual Servers based on Datacenter and Device from Common partition

2.Select one or more associated application services to be deleted

3.0ptionally, select if the DNS records need to be deleted -

«

Select v

None Selected A

Submit Save Draft Cancel

4. Select Datacenter, Device Name, and then select Virtual Server from the drop-down list.

The services that are associated with the selected device are displayed.

Request > Delete F5 LTM VIP with Service Now :: FormBuilder

Request View

* Datacenter

* Device Name

* Select Virtual Server

Partition

T Destination Address
Service Port
State

* Services to be Deleted

A DNS Details

* Do you want to delete
the DNS record?

A Change Management

| v profile

CBE Xv -
«

V11 Xv

vs_www.abc.appviewx.com_80 Xv

Common

10.1023.45

80

ENABLED

7 selected X v

v Selectall
v pool

¥ monitor

v snat

v persist

v irule

' policy

Submit Save Draft Cancel

5. Select all the services of the device or select/clear only the services of the devices that are to be

deleted.

6. Select the DNS Details and Change Management details of the device, if DNS details and change

management details of the device are required to be deleted.

7. Click the Submit button.
The Confirmation popup opens.
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. M
Note:
- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /
8. Click Ok to submit the form.
The validation starts automatically and reaches the Disable Review stage.
. M
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N /

9. Review the input data under the implementation, rollback, and postvalidation tabs:

Request

Q

Implementation ‘ Implementation
Rollback
1
- 2
Postvalidation 3
4
User Inputs A 5
6
Delete VIP <> 7
8

Comments

10. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
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Request o
Implementation Implementation
Rollback 7
Fl <device>Vii</device>
Postvalidation "
EJll create cli transaction
4 n/vs_www.abc. appviewx.con_80
User Inputs A 5
° =+ Add new config
Delete VIP <& 7
8 2 Edt
& {3 Dete
I
Comments
11. After the review, click the Submit button.
The Confirmation popup opens.
Note: To stop running the workflow creation, Click Cancel.
12. Click Ok to continue the workflow creation.
It takes a while to complete the request.
13. The workflow is created and the email is triggered to the configured email IDs.
Request =

% User Inputs A

Delete VIP <&
Review &

Prevalidation <>

Postvalidation

Email Notification =4

?

?

T Implementation
? p

?

?

Logs - Email Notification

09/62/2021 14,
09/62/2021 14
09/62/2021 14
€9/62/2021 14
€9/62/2021 14

Email Notification

Success

- Initiating Email Notification
- En:

- Enail Notification
ent mail. Mail To address is empty or invalid format
ailed: Email Notification

- Enail Notification Completed

N

stage of the request, click the respective stage.

(o
Note: The stages of the request are shown in the left side of the screen. To view a particular
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Manage F5 LTM Pool Members

This workflow selects VIP in a device and modifies (add/delete) associated pool members.

To run this workflow,

1.Goto = Menu > Request > View/Run.

The Workflow Catalog page appears.

2. In the Workflow Catalog page, you hover over the Manage F5 LTM Pool members workflow.

The Run and Schedule buttons are shown.

F5 BIG-IP LTM

Catalog
Overview

Custom reports F5BIG-IP LTM Load Balancer Automation - NginxPlus

Infoblox IPAM
« Disable F5 LTM VIP

« Enable and Disable F5 LTM Pool Members

« Manage F5 LTM Data groups

« Modify Infoblox DNS record - Advanced

« Manage F5 LTM Pool members » O

« Delete Infoblox DNS records - Advanced

AVISLB
« Delete Infoblox DNS records

CMDB Sync DNS Automation

Load Balancer Automation - F5 Python Library

Ar
e AVIGSLB F5BIG-IP GTM

Restore requests

F5 BIG-IP System

Preference « Modify F5 GTM WidelP

Manage Catalog

Bluecat IPAM

+ Delete Bluecat DNS records

+ Create Bluecat DNS records

+ Modify Bluecat DNS records

Archive Requests

F5 BIG-IP Reports

Cloud Orchestration

Compliance

Openshift

# EditLayott &

3. Click the Run button.

The Form Input page opens:

3.Fetch Pool Members based on Pool

User Inputs 4.Perform Add/Delete actions on Pool Member grid

Je

A Virtual Server Details

* Destination Address [6)

* Service Port [6)

Get Virtual Server Details

* Device Name

Submit Save draft Cancel
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Request
A About this Workflow «
* Info &
Workflow to Manage F5 LTM Pool Members with the following options.
1.Fetch Device based on Destination address and port
2.Select Virtual Server based on Device
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4. Enter the valid IP address and port number in the Destination Address and Service Port field in the

Virtual Server Details section of Form Input.

A Virtual Server Details

* Destination Address 2345

* Service Port 4040

* Device Name 192.168.144.206

* Virtual Server Name testcreatecert.appviewx.com
Datacenter
Partition Common
State ENABLED

* Pool Name /Common/testcreatecert.appviewx.com_LTMP

* Load Balancing dynamic-ratio-member
Mode

5. Click the Get Virtual Server Details button.
The devices are loaded.

6. Select the device name from the Device Name drop-down option. The other details of the device are

retrieved automatically.

7. Click the Fetch Pool Members button to get the pool member of the selected device or manually enter

the pool member details.
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A Pool Member Details

Fetch Pool Members
* Address x @
* Service Port ©)
* Pool Members e ®
O Address Service Port
O 26.3.3.33 33
O wsd.wed.wed 59

8. Click the Submit button.
The Confirmation popup opens.

( Note:

+ If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

~

the Confirmation popup window. The form will be saved as Open request under Request >

My Request.

« If you want to cancel this form, click the Cancel button.
N /

9. Click Ok to submit the form.
The pre-validation starts automatically and reaches the Review stage.
10. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request

Request View

User Inputs A
Payload Generator <>
Modify LTM Virtual <>

|

Implementation Implementation

Rollback

Postvalidation

® N s w N e

Comments

<device>192_168.144_266</device>
tmsh

create cli transaction

modify ltm pool /Common/testcreatecert.appviewx.com LTHPool members delete { 26.3.3.33:33

submit cli transaction
save sys config

quit

Q

11. (Optional) If you need to change any data at this stage, you can update by clicking the right-side of the

mouse on the data.

Request

Request View

User Inputs A
Payload Generator <>
Modify LTM Virtual <&
Review A

Implementation Implementation

Rollback

Postvalidation

©® N s w N e

Comments

<device>192_168.144.206</device>

tnsh

create cli transaction

modify ltm pool /Common/testcreatecert.appviewx.con_LTHPool members delete { 26.3.3.33:33
submit cli transaction

save sys config

J— =+ Add new config

2 Edit
[l Delete

Q

12. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

13. Click Ok to continue the workflow creation.

It takes a while to complete the post-validation.

14. After the successful post-validation, the workflow is created and the email triggered to the configured

email IDs.
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Request

Request View

User Inputs A
Payload Generator <S>
Email
Create LTM Master VIP <&
Success
Review A
CPU/TMM Check <S>
Logs - Email

Implementation 06/10/2621 15-37-53 - Initiating Email

06/10/2021 15:37 - Emall triggered: Email

06/10/2621 15:38-:68 - Send Email Successful: Email
Postvalidation 06/10/2621 15:38-:68 - Email Completed

Q

stage, click on the respective stage.

N

(ke
Note: The validation stages are shown in the left side of the screen. To view any validation

Manage F5 LTM Pool members with Service Now
This workflow selects VIP in a device and modifies (add/delete) associated pool members.
To run this workflow,

1.Goto = Menu > Request > View/Run.
The Workflow Catalog page appears.

Catalog Q

Overview
Cusiom reports Others F5BIGIPAS3 Bluecat IPAM
ViewRun AVISLB Load Balancer Automation - A10 Ansible Orchestration
Scheduled jobs

F5BIGIP LTM Infoblox IPAM Network Automation

Openshift
* Delete F5 LTM VIP with Service Now * Modify Infoblox DNS record - Advanced

« Disable and Delete F5 LTM VIP
* GetUnused LTM VIP and Delete * Defete Infoblox DS records - Advanced VM Instantiation
Assigned ( « Delete Infoblox DNS records
F5 BIG.IP Reports
Ao Application Service Deployment (AS3) Load Balancer Automation - NginxPlus

Archival requests CMDB Sync Security Automation

Restore requests

ITSM Automation Certificate Automation (Internal)
Preference

Manage Catalog

Load Balancer Automation - F5 DNS Automation

¢ Edtlayost | ©
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2. In the Workflow Catalog page, hover over the Manage F5 LTM Pool members with Service Now

workflow.

The Run and Schedule buttons are shown.

F5 BIG-IP LTM

# EditLayott &
Catalog
TS AVISLB F5BIG-IPAS3 Bluecat IPAM
Application Service Deployment (AS3) Ansible Orchestration
« Modify GTM Application Services
« Create GTM Application Services
F5BIG-PLTM Network Automation
+ Create LTM Application Services
+ Disable F5 LTM VIP. Openshift
_ Infoblox IPAM
+ Enable and Disable F5 LTM Pool Members
« Manage F5 LTM Data groups
VM Instantiation
« Manage F5 LTM Pool members with Service Now > Load Balancer Automation - A10
More
F5 BIG-IP Reports
CMDB Sync Load Balancer Automation - NginxPlus
Compliance
Archival requests ITSM Automation Security Automation
Restore requests
Rules Certificate Automation (Internal)
Preference

Manage Catalog

3. Click the Run button.
The Form Input page opens:

Reque

A About this Workflow

* Info

] User Inputs. A

A Virtual Server Details

* Destination Address

* Service Port

* Device Name
* Virtual Server Name
Partition
Datacenter
State

* Pool Name

Workflow to Manage F5 LTM Pool Members .Service Now change ticket with the following options.
1.Fetch Device based on Destination address and port

2 Select Virtual Server based on Device
3 Fetch Pool Members based on Pool
4.Perform Add/Delete actions on Pool Member grid

Get Virtual Server Details

4. Enter the valid IP address and port number in the Destination Address and Service Port field in the

Virtual Server Details section of Form Input.
5. Click the Get Virtual Server Details button.

6. The devices are loaded.

The devices are fetched for the given destination address:
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Request

A About this Workflow

* Info
Workfiow to Manage F5 LTM Pool Members Service Now change ticket with the following options.

) 1Fetch Device based on Destination address and port
2 Select Virual Server based on Device

3 Fetch Pool Members based on Pool
] [ A 4 Perform Add/Delete actions on Pool Member grid v

A Virtual Server Details

* Destination Address 22335
* Service Port £ @
* Device Name Select M

* Virtual Server Name
Partiion
Datacenter
State
Pool Name

* Load Balancing Mode

Submit Save draft Cancel

7. Select the device from the Device Name drop-down list.

8. The virtual server details and pool details are fetched for the selected device.

Request

A Virtual Server Details

Destination Address 22335
User Inputs - * Senvice Port B ®

* Device Name gs-5-pe225 lab.appviewx.net v
* Virtual Server Name Vs_testvip23.appviewx.com_33
Partition Common
Datacenter
State ENABLED
* Pool Name (Common/pool_testvip23 appviewx.com_33
* Load Balancing Mode found-obin

A Pool Member Details.

* Do you wantto modify pool @No O Yes
Configuration?

A Change Management

9. Update the Pool Member Details as required.
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# Pool Member Details

* Do you want to modify pool No @ Yes
Configuration?

Address 8.96.44 22

Service Port 88 @

Pool Members s i
Address Service Port
8.96.44.22 90

10. Update the Change Management details as required.

# Change Management

* Do you want to integrate No ® Yes
ServiceNow?

* Timezone Select -
* Start Time
* End Time

11. Click the Submit button.
The Confirmation popup opens.

(g N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /

12. Click Ok to submit the form.
The pre-validation starts automatically and reaches the Review stage.
13. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request View
|mplementation Implementation

D
)

User Inputs

Payload Generator

Modify LTM Virtual

— 0 —0—0

14. (Optional) If you need to change any data at this stage, you can update by clicking the right side of the

mouse on the data.

Reques

Request View
Implementation Implementation

Rollback

D

» posatdaion
T User Inputs -
Payload Generator »

? Mocify LTM Virtual

{ Review )
|

(=] =]

15. After the review, click the Submit button.

The Confirmation popup opens.

[ Note: To stop running the workflow creation, click Cancel.

16. Click Ok to continue the workflow creation.
It takes a while to complete the post-validation.

17. After the successful post-validation, the workflow is created and the email triggered to the configured

email IDs.
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Request View

User Inputs -
Payload Generator
Modify LTM Virtual

Review -
Email Notification

Prevalidation Success

Implementation

Postvalidation

Email Notification )

H)—0-—0-—0-—0-—0-—0—0-—0_(v)

Logs - Email Notification

Note: The validation stages are shown in the left side of the screen. To view any validation

stage, click on the respective stage.

Modify F5 LTM VIP Advanced

This workflow modifies VIP along with its associated objects(Pool, Monitor, IRule, Profiles, Persistence,

Snatpool)
To run this workflow,

1.Goto = Menu > Request > View/Run.

The Workflow Catalog page appears.

eEdtlayon | ©

Catalog Q
Overview
D Others F5BIGIPAS3 Bluecat IPAM
Vit AVI SLB Load Balancer Automation - A10 Ansible Orchestration
‘Scheduled jobs
Infoblox IPAM Network Automation

* Delete AVI SLB service

* Create AVI SLB service - Basic Openshift
« Delete Infoblox DNS records - Advanced
« Modify AVI SLB service - Advanced « Delete Infoblox DNS records
VM Instantiation
F5BIGP LTM

« Create Infoblox DNS records - Advanced

F5 BIGIP Reports
Auditlogs Load Balancer Automation - NginxPlus
* Create F5 LTM VIP Advanced
% Restore
* Create F5 LTM VIP Basic

Archival requests « Create F5 LTM VIP with DNS Security Automation

Restore requests * Create F5 LTM VIP with Service Now

Certificate Automation (Internal)

e Application Service Deployment (AS3)

Manage Catalog

DNS Automation
CMDB Sync
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2. In the Workflow Catalog page, click More under the category F5 BiG-IP LTM > Modify.

F5BIG-IP LTM

Catalog n ca

Overview

Custom reports Others
1

ViewRun AVISLB

Scheduled jobs 4

Al * Delete AVI SLB service

Open

* Create AVI SLB service - Basic
Closed

Failed
© * Modify AVI SLB sevice - Advanced

F5BIGIP LTM

Assigned

18

Pt * Enable and Disable F5 LTM Pool Members
udit logs
* Manage F5 LTM Data groups

« Manage F5 LTM Pool members with Service Now
Archival requests

Application Service Deployment (AS3)

CMDB Sync
2

F5BIGIPAS3
7

Load Balancer Automation - A10

2

Infoblox IPAM
4

* Delete Infoblox DNS records - Advanced

* Delete Infoblox DNS records

* Create Infoblox DNS records - Advanced

Load Balancer Automation - NginxPlus

Security Automation

12

Certificate Automation (Internal)

2

DNS Automation
8

Bluecat IPAM
3

Ansible Orchestration
Network Automation

4

Openshift
1

VM Instantiation

i

F5 BIGP Reports
2

# Edtlayout &

Sortby v 2|

3. Hover over the Manage F5 LTM VIP Advanced workflow.

The Run and Schedule buttons are shown.

4. Click the Run button.
The Form Input page opens:
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« Create F5LTM VIP

« Create F5 LTM VIP with Partition

« Create F5 LTM iRule

Create F5 LTM Monitors

« Create F5 LTM Monitors - Muliple Devices

« Create F5 LTM Multiple VIP

« Disable F5 LTM VIP
« Enable and Disable F5 LTM Pool Members
« Manage F5 LTM Data groups

«Manage F5 LTM Pool members with Service

= Modify F5 LTM VIP Advanced > 0O

« Delete F5 LTM VIP with Service Now
« Disable and Delete F5 LTM VIP

« GetUnused LTM VIP and Delete
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= /vxappviewx Mon Jun 13 2022 05:02:07 GMT+0530 (IST) 2 b
Request > Modify F5 LTM VIP Advanced :: FormBuilder
« -
A About this Workflow «
* Info

This is an advanced Workflow to Modify F5 LTM VIP Configurations with the following options. =
1.Select Device based on Datacenter
2 Select Virtual Server

- e > 3 Modify Client SSL,Server SSL Profiles
i 4 Modiy Prsistoncoand Flback Partence

A Select Virtual Server

* Datacenter Selec v
* Device Name Select v
* Partition Select v
* Select Virtual Server Select v

A 881 and Parcictanca

Submit Save draft Cancel

5. Select the Datacenter, Device Name, and Virtual Server from the drop-down list, and then click the
Get Virtual Server config button.

» Select Virtual Server

* Datacenter CBE v
* Device Name gs-f5-pe229 lab appviewx net v
* Partition vs_www.abc.com_34 v
* Select Virtual Server Select v

Get Virtual Server config @®

The device details, such as SSL and Persistence, Rule, etc. are loaded in the form input page.

6. Update the SSL and Persistence, Rule, Protocol, Snat Pool, Mirror and Source-Port, Pool and
Monitor, and/or Pool Members sections as required.

7. Click the Submit button.
The Confirmation popup opens.
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-
Note:

- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.
N /

. Click Ok to submit the form.
The pre-validation starts automatically and reaches the Review stage.
. Review the input data under the implementation, rollback, and postvalidation tabs:

Request I+
Request View
Implementation ‘ Implementation
Rollback
Bl <device>gs-f5-pe229. lab_appviewx.net</device>
. El tnsh
Postvalidation "
ERll create cli transaction
ERll rodify Ltn virtual vs_wabc.con 34 source-address-translation { type automap }
User Inputs la) Bl subnit cli transaction
[l save sys config
Payload Generator <> 7 KEd
8

Retry

¢ Review

e

? Modify LTM Virtual &

Comments

10. (Optional) If you need to change any data at this stage, you can update by clicking the right side of the

mouse on the data.

Q

Request

Request View

Implementation Implementation
Rollback
EBll <device>gs-f5-pe229_lab_appviewx.net</device>
" . Pl trsh
Postvalidation e
Elll create cli transaction
Pl rodify Ltn virtual vs_www_abc_com_34 source-address-translation { type automap }
User Inputs A BBl <ubnit cli transaction
[l save sys config
Payload Generator @» L auie
8 + Add new config
Modify LTM Virtual @ 2 Edit
W Delete
? Retry

i R ry

Comments
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11. After the review, click the Submit button.

[ Note: To stop running the workflow creation, click Cancel. j

12. Click Ok to continue the workflow creation.
It takes a while to complete the post-validation.

13. After the successful post-validation, the workflow is created and the email triggered to the configured
email IDs.

Request

% User Inputs I
»

Payload Generator

Q

Modify LTM Virtual <> Email Notification

Success
Retry

Review A

Logs - Email Notification

Implementation

09/62/2021 18:23:06
09/62/2021 18:23:06
©9/62/2021 18:23:07

Postvalidation 09/62/2021 18:23:07

Email Notification

?
!
?
? CPU/TMM Check
!
?
s

®

(ke
Note: The validation stages are shown in the left side of the screen. To view any validation

stage, click on the respective stage.

N

Create F5 LTM Multiple VIP

This workflow creates VIP with Single Pool and Single Monitor on Multiple Devices and also creates
Multiple VIPs on the same Device.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 LTM Multiple VIP workflow.
The Run and Schedule buttons are shown.
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F5 BIG-IP LTM (11)

+ Create F5 LTM VIP with Service Now
* Create F5 LTM VIP with Partition

+ Create F5 LTM iRule

« Create F5 LTM Monitors

« Create F5 LTM Monitors - Multiple Devices

Create F5 LTM Multiple VIP > O

+ Disable F5 LTM VIP
+ Enable and Disable F5 LTM Pool Members
+ Manage F5 LTM Data groups

+ Manage F5 LTM Pool members

Disable and Delete F5 LTM VIP

3. Click the Run button.
The Form Input page opens:

Request > Create F5 LTM Mutiple VIP - FormBilder
* Request scenario scenario -
«
A About this Workflow
* Info -
This is basic Workflow to Create Multiple F5 LTM Virtual Server with the following options. -
1.Select Device based on Datacenter
2.Enter Inputs to provision one or more Virtual Server with - Pool, Pool member, Monitor, and SNAT Pool.
Note:
Scenario is a mechanism) more virtual servers in one go v
A Device Details
* Datacenter Select M
* Device Name Select v
A Virtual Details.
* Application Name ®
* Virtual Server Type ® Standard () Performance (Layer 4)
* Destination Address ®
* Service Port @

4. Enter or select the field information in the Device Details section of Form Input.
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. Device Details

Datacenter CBE ~

* Device name gs-f5-pe225.1ab.appviewx.net v

5. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the
Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

6. Enter or select the field information in the Virtual Details section of Form Input.

s Virtual Details

* Application Name www.abc.appviewx.com @
* Virtual Server Type ® Standard Performance (Layer 4)

* Destination Address 10.10.23.45 ®
* Service Port ad ®

7. The following table provides the field description for the Virtual Details section of Form Input;

Description

*Application | Enter the application name of the virtual server.

Name
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Field Description

*Virtual
The attributes of this virtual server. The default is a Standard.
Server
Type « Standard - A virtual server that directs client traffic to a load balancing pool and is

the most basic type of virtual server. When you first create the virtual server, you
assign an existing default pool to it. From then on, the virtual server automatically
directs traffic to that default pool.

» Performance (Layer 4) - A virtual server that shares the same IP address as a hode
in an associated VLAN.

*Destination | Enter the destination IP address information for the virtual server.
Address

*Service Enter a service port.
Port

8. Enter or select the field information in the Pool Details section of Form Input.

A Pool Details

Load Balancing Method round-robin v
* Address 10.10.23.54 ®
* Service Port 129 ®
State ®) user-enabled user-disabled
Pool Members v
L) Address Service Port State Ratio

Mo records found

9. The following table provides the field description for the Pool Details section of Form Input:

Description
Load
Balancing The load balancing method is used to select a pool in this WidelP. The default is a round-
in. Th h :
Method robin. The methods are
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Field Description

» round-robin - the system selects the pools sequentially.

« least-connection-node - The system passes a hew connection to the node that has
the least number of current connections out of all pools of which a node is a member.
This method works best in environments where the servers or other equipment you
are load balancing have similar capabilities. This is a dynamic load balancing method,
distributing connections based on various aspects of real-time server performance
analysis, such as the number of current connections per node, or the fastest node
response time.

« least-connection-member - The system passes a new connection to the node that
has the least number of current connections in the pool. This method works best in
environments where the servers or other equipment you are load balancing have
similar capabilities. This is a dynamic load balancing method, distributing connections
based on various aspects of real-time server performance analysis, such as the current
number of connections per node or the fastest node response time.

« ratio-member - The number of connections that each machine receives over time is
proportionate to a ratio weight you define for each machine within the pool.

Address | Enter the IP address of the pool.

Service | Enter a service port.

Port
Pool
The current state of the pool members. The statuses are:
Member
Status » user-enabled - when you select this option, the system sends traffic to this pool

member regardless of the pool member's state.
« user-disabled - when this option is selected, the pool member can handle only

persistent or active connections.

Priority A number representing the priority group for the pool members. To specify a priority,
Group you must activate priority group usage when you create a new pool or when adding or
removing pool members. When activated, the system load balances traffic according to
the priority group number assigned to the pool member.

Pool Enter the IP address of the pool member. And then click the Add IEI button. Any

Members number of pool numbers can be added to the pool. After adding the pool, you can

manage them.

10. Enter or select the field information in the Snat Details section of Form Input.
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# Snat Details

Snat Choice ® AutoMap SNAT

11. The following table provides the field description for the Snat Details section of Form Input:

Field Description

Snat Choice

Select the SNAT choice for any connections using this pool. The options are:

« AutoMap -This option allows you to select a translation address from the available self-IP address.

* SNAT - This option allows you to select a floating self IP as a translation address.

* Snat Pool Select

12.

Enter or select the field information in the Monitor Details section of Form Input.

# Monitor Details

Monitor Type HTTP
Send String

Receive String

13. The following table provides the field description for the Monitor Details section of Form Input:

Field Description

Monitor

Type

Select the health monitors that are available to add for the pool:
* HTTP

* HTTPS

*TCP
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Field Description

* TCPHALFOPEN

» Gatewaylcmp

Send The text string that the monitor sends to the target object. You must include \r\n at the
String | end of a non-empty Send String. To retrieve a specific page from a website, specify a fully

qualified path name.

Receive | The regular expression representing the text string that the monitor looks for in the returned
String | resource. The most common receive expressions contain a text string that is included in
an HTML file on your site. The text string can be regular text, HTML tags, or image names,

and the associated operation is not case-sensitive.

14. Click the Add ( @)button to add the provided VIP details for a device.
These details are created as scenario_1. You can add VIP details for another device by repeating the
above procedure.

15. Once the VIP details are created for the desired devices, click the Submit button.

The Confirmation popup opens.

- ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
N /
16. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
~

(g
Note:
- If there is any failure at this stage, start a new request by providing the correct data.

- Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
N /

17. Review the input data under the implementation, rollback, and postvalidation tabs:
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LT™

Implementation Implementation
Rollback
Ol <device-gs-f5-pe229_lab_appviewx net</device>
Q Postvalidation sl
Bl create Ltn monitor http mon_www.abc.appviewx.com http interval 5 timeout 16
User Inputs A Bl create 1tn pool pool_www.abc_appviewx.com_80 load-balancing-mode round-robin members add { 10.16.23.54:123 { session user-enabled
Bl create 1tm virtual vs_www.abc. appviewx.com 86 destination 16.16.23.45:86 pool pool_www.abc.appviewx.com_86 profiles add { http tqf
o : P
T save sys config
? Payload Generator
T Create LTM Master VIP
q
Comments
18. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.

Request View

Implementation
Rollback
Postvalidation

User Inputs A

Loop

Payload Generator

Create LTM Master VIP @

—r—0—0—0—0_(v)

Comments

‘ Implementation

<device>gs-f5-pe229.lab_appviews_net</device>
tnsh
Ell create cli transaction
create Ltn monitor http non_waw.abc.appviewx.con_http interval 5 tineout 16
Bl create 1tn pool pool ww_abc.appviewx.con 88 load-balancing-mode round-robin members add { 1.10.23.54:123 { session user-enabled
create Utn virtual vs_wiw.abc.appviewx.con 89 destination 16.10.23.45:80 pool pool_www_abc.appviews.con 80 profiles add { http tcf
[l sutrit cli transaction
save sys config
quit

+ Add new config
2 Edt
& Delete

19. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

20. Click Ok to continue the workflow creation.
It takes a while to complete the request.

21. The workflow is created and the email is triggered to the configured email IDs.
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Request View

User Inputs 2
Loop
Payload Generator

Create LTM Master VIP » Email
Success

o
By
2

B!

Implementation

Postvalidation

Email =

Logs - Email

67/18/2621 17:31:31
7) 31:31

(m)—0—0-—0—0-—0-—0-—0-—0_(v)

67/10/2021 17
67/10/2621 17:31
67/18/2621 17:31:34

(o
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N

Create F5 LTM Monitors - Multiple Devices

This workflow creates a Single Monitor of Type (HTTP, HTTPS, GatewaylCMP) with the same
configuration on multiple devices.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 LTM Monitors - Multiple Devices workflow.
The Run and Schedule buttons are shown.
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F5 BIG-IP LTM (11)

+ Create F5 LTM VIP with Service Now
* Create F5 LTM VIP with Partition
« Create F5 LTM iRule

*_Create F5 LTM Monitors

= Create F5 LTM Monitors - Multiple Devices » O

+ Create F5 LTM Multiple VIP
* Disable F5 LTM VIP
+ Enable and Disable F5 LTM Pool Members
+ Manage F5 LTM Data groups
* Manage F5 LTM Pool members
* Disable and Delete F5 LTM VIP

3. Click the Run button.

The Form Input page opens:
Request > Create F5 LTM Monitors - Multiple Devices :: FormBuilder
A About this Workflow «

* Info

Workflow to Create F5 LTM Monitors in Multiple Devices with the following options.
1.Select Device(s) based on Datacenter
2.Select Monitor Types(HTTP, HTTPS, TCP) and Enter Monitor Information

| CI——

A Device Details
* Datacenter Select v

* Select Device(s) None Selected -

A Monitor Details

* Monitor Type hitp. .
* Name
Description
Enter text
Submit Save draft Cancel

4. Enter or select the field information in the Device Details section of Form Input.

# Device Details

* Datacenter CBE

* Select Device(s) gs-f5-pe229.lab.appviewx.net
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5. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter

Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this

request is to be created. For the devices which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device

Name

Displays the list of devices associated with the selected datacenter. If the datacenter

is selected as None, the devices that are created without datacenter details are listed.

Select the desired devices from the drop-down option.

6. Enter or select the field information in the Monitor Details section of Form Input.
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A Monitor Details
* Monitor Type http -
* Name abc
Description o
Enter text..
Interval
Timeout
Send String -
Enter text..
Receive String P
Enter text..
Reverse @ disabled enabled
Receive Disable String P
Enter text..
Username
Password
Transparent @ disabled enabled
Alias Address
Alias Service Port

7. The following table provides the field description for the Monitor Details section of Form Input:

Field Description

*Monitor Select the monitor type from the drop-down option.
Type

*Name Enter the name of the monitor.

Description | Enter the description for the monitor.
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Field Description

Interval

The frequency at which the system issues the monitor check when either the resource
is down or the status of the resource is unknown. Enter the value for the interval in
seconds.

Timeout

The number of seconds the target has in which to respond to the monitor request.

Enter the timeout value in seconds.

Send String

The text string that the monitor sends to the target object. You must include \r\n at the
end of a non-empty Send String. The default setting is GET /Ar\n, which retrieves a
default HTML file for a website. To retrieve a specific page from a website, specify a
fully qualified path name

Receive
String

The regular expression representing the text string that the monitor looks for in the
returned resource. The most common receive expressions contain a text string that is
included in an HTML file on your site. The text string can be regular text, HTML tags, or
image names, and the associated operation is not case-sensitive.

Reverse

Instructs the system to mark the target resource down when the test is successful. This
setting is useful. For example, if the content on your website's home page is dynamic
and changes frequently, you may want to set up a reverse ECV service check that
looks for the string errors. A match for this string meant that the webserver was down.
To use this option, you must specify values for Send String and Receive String.

- disabled - Specifies that the monitor does not operate in reverse mode.

- enabled - Specifies that the monitor operates in reverse mode.

Receive
Disable
String

This setting works like a Receive String, except that the system marks the node or pool
member disabled when its response matches Receive Disable String but not Receive
String. To use this setting, you must specify both Receive Disable String and Receive
String.

Username

Enter the user name, if the monitored target requires authentication.

Password

Enter the password, if the monitored target requires authentication.

Transparent

The transparent mode of the monitor. A monitor in transparent mode directs traffic
through the associated pool members or nodes (usually a router or firewall) to the
aliased destination (that is, it probes the Alias Address-Alias Service Port combination

specified in the monitor). If the monitor cannot successfully reach the aliased
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Field Description

destination, the pool member or node through which the monitor traffic was sent is
marked down.

« disabled - Specifies that the monitor does not operate in transparent mode.

» enabled - Specifies that the monitor operates in transparent mode.

Alias Enter an alias IP address for the monitor to check on behalf of the pools or pool
Address members with which the monitor is associated.

Alias Enter an alias port or service for the monitor to check, on behalf of the pools or pool
Service members with which the monitor is associated.

Port

8. Click the Submit button.

The Confirmation popup opens.

o ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /
9. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
~

(o
Note:
« If there is any failure at this stage, start a new request by providing the correct data.

« Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
N /

10. Review the input data under the implementation, rollback, and postvalidation tabs:
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Implementation Implementation
Rollback

C%P User Inputs &

? Loop o

T Script

? Create LTM Monitor Hitp &

I

Comments
[ sumit J oo ]
11. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
Implementation | Implementation
Rollback
£5-pe229.1ab_appviewx.net</device>
GP Postvalidation | tm monitor http i i pe——— jeverse disabled transparent disabled
T User Inputs - 2. Edt
@ Delete

T Loop o
T Script
? Create LTM Monitor Hitp s

I

Comments

12. After the review, click the Submit button.

The Confirmation popup opens.

Note: Click Cancel to stop running the workflow creation.

13. Click Ok to continue the workflow creation.
It takes a while to complete the request.

14. The workflow is created and the email is triggered to the configured email IDs.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 122



F5 BIG-IP LTM

Request View

User Inputs 2

Loop o

Script »

Create LTM Monitor Hitp Email
Success

Review -

Implementation

Postvalidation

Logs - Email

67/18/2621 16:44:01
67/10/2621 16:44:01
67/10/2021 16:44:05
67/16/2621 16:44:05

(m)—0—0—0-—0-—0-—0-—0—0_(v)

- Initiating Enail
- Enail triggered

Enail
Send Enail Successful: Email
Enatl Completed

Note: The stages of the request are shown in the left side of the screen
stage of the request, click the respective stage.

. To view a particular
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Chapter 4: F5 BIG-IP GTM

« Create F5 GTM WidelP
« Create F5 GTM WidelP with Multiple Pools

« Create F5 GTM WidelP with Topology

« Create F5 GTM WidelP with Service Now
« Modify F5 GTM WidelP
« Delete F5 GTM WidelP

Create F5 GTM WidelP

This workflow creates a GTM WidelP with a single pool for a device.

To run this workflow,

1.Goto = Menu > Request > View/Run.

The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 GTM WidelP workflow.

The Run and Schedule buttons were shown.

# EditLayott &
CMDB Sync Infoblox IPAM Bluecat IPAM
F5BIG-IP LTM DNS Automation F5 BIG-IP Reports
F5 BIG-IP GTM Cloud Orchestration
+ Disable F5 LTM VIP
« Enable and Disable F5 LTM Pool Members
« Manage F5 LTM Data groups Openshift
+ Create F5 GTM WidelP with mutiple Pools
* Manage F5 LTM Pool members
* Create F5 GTM WidelP with Service Now
«_Create F5 GTM WidelP with Topology Certificate Automation
Load Balancer Automation - F5
« Create F5 GTM WidelP o
F5 BIG-IP AS3
AVIGSLB
F5 BIGP System + Delete LTM Applicati
« Modify LTM Application S
GiTops « Modify GJIY Applicat
+ Create GTM Applical
Hybrid Multi Cloud Orchestation Archive Requests. -
3. Click the Run button.
The Form Input page opens:
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Request > Create F5 GTM WidelP :: FormBuilde!
«
A About this Workflow
* Info

I User Inputs A

A Device Details

* Datacenter
* Device Name

* Partition

A DNS Details

Workflow to create F5 GTM Single Pool WidelP with the following options:
1. Select Device based on Datacenter

2. Enter Inputs to provision WidelP with - Pool and Pool members.

3. Associate existing BIG IP system / Generic Host server as pool member
4. Create new Generic Host and associate it as pool member

Select v
Select v
Select v
Submit Save draft Cancel

4. Enter or select the field information in the Device Details section of Form Input.

A Device Details

* Datacenter

* Device Name

* Partition

CBE

gs-f5-pe234.lab.appviewx.net

NewPartition

5. The following table provides the field description for the Device Details section of Form Input:

Field Description

*Datacenter] Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the
Device Inventory, select the datacenter as None.
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Field Description

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.
Select the desired device from the drop-down option.

*Partition | Partition in which objects will be created. If you want to create a new partition, then click
Create New Partition from the dropdown list and then provide a partition name.

6. Enter or select the field information in the DNS Details section of Form Input.

A DNS Details

* Do you want to @ No Yes
integrate with DNS

7. The following table provides the field description for the DNS Details section of Form Input:

Field Description

*Do you want to integrate with DNS
By default, the No option is selected. If you want to integrate with DNS for CNAME record creation, select

Yes.

When you select Yes, the following fields are displayed:

* Do you want to No @ Yes
integrate with DNS

* Vendor Select v
* Device Name Select -
* App Name

Select the Vendor from the drop-down list. The default vendors are: Infoblox and bluecat.

When you select DNS vendor as Infoblox, you need to provide the following details:

 Select the Device Name from the drop-down list.

« Enter the App Name for the WidelP name in the format www.<name>.com.

When you select DNS vendor as bluecat, you need to provide the following details:
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Field Description

* Do you want to No ® Yes
integrate with DNS

* Vendor Select v
* Device Name Select v
* App Name

« Select the Device Name from the drop-down list.

« Select the Configuration from the drop-down list.

« Select the View for the selected configuration. The options are displayed based on the selected
configuration.

« Enter the App Name for the WidelP name in the format of www.<name>.com.

8. Enter or select the field information in the General Properties section of Form Input.

A General Properties
* Wide IP Name m23.appviewx.com
* Type A v
Description
State enabled v
* Do you want to add @ No Yes
Alias ?

9. The following table provides the field description for the General Properties section of Form Input:

Field Description

*Wide IP Enter the WidelP Name in the FQDN format. For example, <yyy>.www.<name>.com.

Name

*Type
Select the pool/WidelP type. The types are:

« A - the pool/Wide IP responds to A queries. The A pool/Wide IP is a mapping of an FQDN to a set of IPv4 virtual servers that
host the domain's content, such as a Web site or an e-commerce site. You can also specify pool members' virtual server and
ratio settings.

* CNAME - the pool/Wide IP responds to CNAME queries. A CNAME pool/Wide IP is a mapping of an FQDN to its canonical
name. This is the configuration of a static name or a Wide IP name. Static names support older configurations. Wide IP names

allow service checking, enhanced load balancing, and CNAME chasing in the reply. You can also specify pool members' ratio.
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Field Description

Description | Enter the descriptive text to identify the WidelP.

State
It allows the system to use this wide IP and its resources for load balancing. The options are:
« enabled (default)
« disabled
*Do you
Add Alias for the WidelP name. The options are:
want to
* No (default)
add Alias ?

* Yes — When you select Yes, the following fields are displayed to add alias details:

* Alias

El K2

Alias List ¢

] Alias
No records found

Enter the alias name for WidelP in the Alias field. You can add any number of aliases for WidelP. After entering the alias in

the Alias field, click IEI to add an alias. The added aliases are displayed under the Alias List. You can manage the added

alias(es) to the list.

10. Enter or select the field information in the Pool section of Form Input.

A Pool
Info 2
Step 1) Retrieve field values for Health Monitor by clicking on Retrieve Icon next to
'Health Monitor' field
Note: 1. When either of Preferred, Alternate or Fallback is choosen as 'fallback-ip', then
user must enter, Fallback IP.
2. Fallback IP is not applicable for type CNAME
* Load Balancing round-robin v @
Method
* Persistence @ disabled enabled
Preferred round-robin v @®
Alternate round-robin v @
Fallback return-to-dns v @
Health Monitor http - 2
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[ Note: The pool will be created with the name pool_<wideip_name>.

11. The following table provides the field description for the Pool section of Form Input:

Field Description

*Load
Balancing
Method

The load balancing method is used to select a pool in this WidelP. The methods are:

» round-robin - the system selects the pools sequentially.

+ global-availability -. the system selects a pool by following the order of the Pool
List. The system repeatedly selects the first pool in the list for as long as its status
is available. If the pool becomes unavailable for any reason, the system then
repeatedly selects the next pool in the list, and so on.

« ratio - the system selects a pool based on the ratio that you assign to the pool.

*Persistence

By default, this option is disabled. When, a local DNS makes repetitive requests on
behalf of a client, the system reconnects the client to the same resource as previous

requests.

Preferred

Select the preferred load balancing method. The system tries this method first.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Alternate

Select the alternate load balancing method. The system tries this method if the

Preferred method is unsuccessful in picking the WidelP.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Fallback

Select the alternate load balancing method. The system tries this method if the
Preferred and Alternate methods are unsuccessful in picking the WidelP.

Fallback IP

When the fallback-ip option is selected as Preferred or Alternate load balancing
method, this field will be displayed to add the Fallback IP. The Fallback IP is not
applicable for the pool type CNAME.
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Field Description

Health The health monitors that the system uses to determine whether it can use this pool for
Monitor
—
=
load balancing. To get the fields to be monitored, click the Retrieve button,
and then select the

12. Enter or select the field information in the Pool Member Details section of Form Input.

A Pool Member Details

”
v

Info
1. For Pool with type A, Pool members can be Existing Generic Host, New Generic Host
or Existing BigIP System
2. For Pool with type CNAME, pool members can be either existing wide IP or a static
wide IP
* Pool Member Type ® Generic Host Big IP System
* Generic Host Type Existing v
* Existing Generic /Common/10.9.8.12:10 9 8 12 v
Host

|+ R c

* Pool Member List

O Pool Member Ty... Generic Host Ty... Data Center Pool Member...

O Generic Host Existing
<

13. The following table provides the field description for the Pool Member Details section of Form Input
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*Pool

Member
Type

Select the pool member types. The pool member types are:

» Generic Host — When you select this pool member type, you get the option to select the Generic Host Tyf

* (Generic Host Type Select
Search..

Create New

* i o1 K& o ool oo 1 24

* Big IP System — When you select this pool member type, you get the option to select the configured virtue

* Virtual Server Select

/Common/192

[ Note: It takes a while to load the servers.
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*Generic
Host When the pool member type is selected as Generic Host, you need to select the type of generic host. The ge
Type « Existing — This option allows to select the existing host. When you select this option, the existing generic |
* Existing Generic Select v
Host |
Select I
/Common/20.20.20.7:vs 20 20 20 7-
» Create New — This option allows you to create a generic host. When you select this, the following fields ar
» *Data Center — select the datacenter of the pool member.
* *Pool Member IP — enter the IP of the pool.
* *Port — enter the port of the pool member.
*Virtual | When the pool member type is selected as Big IP System. Select a virtual server from the dropdown list.
Server
*Pool . . @ .
Enter the pool member details, and then click the Add button. The pool member details are added to tt
Member
List i . . . . L
Note: For Pool with type CNAME, pool members can be either existing wide IP or a static wide IP.

14. Click the Submit button.

The Confirmation popup opens.

( Note

the
My

-

« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

« If you want to cancel this form, click the Cancel button.

Confirmation popup window. The form will be saved as Open request under Request >
Request.

15. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

( Note:
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« If there is any failure at this stage, start a new request by providing the correct data.

- Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.

16. Review the input data under the implementation, rollback, and postvalidation tabs:

Request

Request View

implementation
rollback

postvalidation

User Inputs A
Payload Generator <>
Create GTM Master WIP <&
Review A

Comments

implementation

<device>gs-f5-pe229.lab_appviewx-net</device>

tmsh

create cli transaction

create gtm pool pool_m23.appviewx.con alternate-mode round-robin fallback-mode return-to-
create gtm wideip m23_appviewx_con enabled persistence disabled pool-lb-mode round-robin
submit cli transaction

save sys config

quit

© @ N U W N e

S

Q

17. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the

mouse on the data and selecting the desired option.

Request

Request View

implementation
rollback

postvalidation

User Inputs A
Payload Generator <>
Create GTM Master WIP <>
Review &

Comments

implementation

<device>gs-f5-pe229. lab_appviewx.net</device>
tmsh

create cli transaction

create gtn pool pdol @23 apoudewe com oliecnate-node round-robin fallback-mode return-to-
TR YE  +  Add new config

submit clt transact P S

persistence disabled pool-lb-mode round-robin

save sys config

quit Wl Delete

VBN L WwN e

Q

18. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.
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19. Click Ok to continue the workflow creation.
It takes a while to complete the request.
20. The workflow is created and the email is triggered to the configured email IDs.

Request

Request View

Q

User Inputs A

Payload Generator <>
Email
Create GTM Master WIP <P
Success

Review A

CPU/TMM Check <>

Logs - Email

Implementation 06/69/2021 ©8-46-19
06/69/2621 68:46-1
06/09/2021 08-46-2!
Postvalidation 06/69/2621 68-46-20

(g
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.
N

Create F5 GTM WidelP with Multiple Pools

This workflow creates a GTM WidelP with multiple pools.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 GTM WidelP with multiple Pools workflow.
The Run and Schedule buttons are shown.
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Overview CMDB Sync

Custom reports.

F5BIG-IP LTM

« Create F5 LTM VIP with Service Now
« Create F5 LTM VIP with Partition
+ Create F5LTM iRule

+ Create F5 LTM Monitors

Load Balancer Automation - F5

AVIGSLB

F5 BIG-IP System
Archival requests
Restore requests

GITOps

Preference

Manage Catalog Hybrid Multi Cloud Orchestation

Infoblox IPAM

DNS Automation

F5BIG-IP GTM

« Delete F5 GTM WidelP

« Modify F5 GTM WidelP

« Create F5 GTM WidelP with mutiple Pools 4

Run

Archive Requests

# EditLayout &

Bluecat IPAM

F5 BIG-IP Reports

Cloud Orchestration

Openshift

Certificate Automation

F5BIG-IPAS3

« Modify LTM Application Services

« Modify LTM Application Services with Config Compare

« Modify GTM Application Services

» Create GTM Application Services

3. Click the Run

The Form Input page opens:

button.

Request

Request View

A About this Workflow

* Info

Je

A Device Details

* Datacenter

* Device Name

Workflow to create F5 GTM Multiple Pools WidelP with the following options:
1. Select Device based on Datacenter

2. Enter Inputs to provision WidelP with - Pools and Pool members.

3. Associate existing BIG IP system / Generic Host server as pool member

4. Create new Generic Host and associate it as pool member

Select v

Submit

Save draft Cancel

«

4. Enter or select the field information in the Device Details section of Form Input.

A Device Details

* Datacenter CBE

* Device Name

gs-f5-pe229.1ab.appviewx.net

5. The following table provides the field description for the Device Details section of Form Input:
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Field Description

*Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without datacenter in the
Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

6. Enter or select the field information in the DNS Details section of Form Input.

A DNS Details

* Do you want to ® No Yes
integrate with DNS

7. The following table provides the field description for the DNS Details section of Form Input:

Field Description

*Do you want to integrate with
By default, the No option is selected. If you want to integrate with DNS for CNAME record creation, select Yes.

DNS

When you select Yes, the following fields are displayed:

* Do you want to No @ Yes
integrate with DNS

* Vendor Select ~
* Device Name Select v
* App Name

Select the Vendor from the drop-down list. The default vendors are: Infoblox and bluecat.

When you select DNS vendor as Infoblox, you need to provide the following details:

+ Select the Device Name from the drop-down list.

« Enter the App Name for the WidelP name in the format www.<name>.com.
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Field Description

When you select DNS vendor as bluecat, you need to provide the following details:

* Vendor bluecat v
* Device Name gs-bluecat.avxlab.com v
* Configuration Select v
* View Select v
* App Name %

« Select the Device Name from the drop-down list.
« Select the Configuration from the drop-down list.
« Select the View for the selected configuration. The options are displayed based on the selected configuration.

» Enter the App Name for the WidelP name in the format of www.<name>.com.

8. Enter or select the field information in the General Properties section of Form Input.

A General Properties

* Wide IP Name m23.appviewx.com
* Type A v
Description
State enabled v
* Do you want to add ® No Yes
Alias ?

9. The following table provides the field description for the General Properties section of Form Input:

Description

*Wide IP Enter the WidelP Name in the FQDN format.

Name

*Type

Select the pool/WidelP type. The types are:
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Field Description

« A - the pool/Wide IP responds to A queries. The A pool/Wide IP is a mapping of a FQDN to a set of IPv4 virtual servers that host
the domain's content, such as a Web site or an e-commerce site. You can also specify pool members' virtual server and ratio
settings

* CNAME - the pool/Wide IP responds to CNAME queries. A CNAME pool/Wide IP is a mapping of a FQDN to its canonical name.
This is the configuration of a static name or a Wide IP name. Static names support older configurations. Wide IP names allow

service checking, enhanced load balancing, and CNAME chasing in the reply. You can also specify the pool members' ratio.

Description | Enter the descriptive text to identify the WidelP.

State
Allows the system to use this wide IP and its resources for load balancing. The options are:
« enabled (default)
« disabled
*Do you
Add Alias to the WidelP name. The options are:
want to
* No (default)
add Alias ?

* Yes — When you select Yes the following fields are displayed to add alias details:

* Alias

_+ Qe C |

Alias List ¢

] Alias
No records found

Enter the alias name for WidelP in the Alias field. You can add any number of aliases for WidelP. After entering the alias in

the Alias field, click IEI to add an alias. The added aliases are displayed under the Alias List. You can manage the added

alias(es) to the list.

10. Enter or select the field information in the Pool section of Form Input.
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A Pool
Info 2
Step 1) Retrieve field values for Health Monitor by clicking on Retrieve Icon next to
'Health Monitor’ field
Note: 1. When either of Preferred, Alternate or Fallback is choosen as 'fallback-ip’, then
user must enter, Fallback IP.
2. Fallback IP is not applicable for type CNAME
* Load Balancing round-robin v ®
Method
* Persistence ® disabled enabled
* Pool Name H1wideippool 1001
Preferred round-robin v ®
Alternate round-robin v ®
Fallback return-to-dns v ®
Health Monitor http - &l
* Pools e
J  Pool Name Preferred Alternate Fallback Fallback IP
No records found
4 »

11. The following table provides the field description for the Pool section of Form Input:

Field Description

Info Information that are to be noted while entering the details in this section.
*Load
. The load balancing method used to select a pool in this WidelP. The methods are:
Balancing
Method « round-robin - the system selects the pools sequentially.

« global-availability -. the system selects a pool by following the order of the Pool

List. The system repeatedly selects the first pool in the list for as long as its status
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Field Description

is available. If the pool becomes unavailable for any reason, the system then

repeatedly selects the next pool in the list, and so on.

« ratio - the system selects a pool based on the ratio that you assign to the pool.

*Persistence

By default, this option is disabled. When enabled, a local DNS makes repetitive
reqguests on behalf of a client, the system reconnects the client to the same resource

as previous requests.

*Pool Name

Enter the pool name.

Preferred

Select the preferred load balancing method. The system tries this method first.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Alternate

Select the alternate load balancing method. The system tries this method if the
Preferred method is unsuccessful in picking the WidelP.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Fallback

Select the alternate load balancing method. The system tries this method if the
Preferred and Alternate methods are unsuccessful in picking the WidelP.

Fallback IP

When the fallback-ip option is selected as Preferred or Alternate load balancing
method, this field will be displayed to add the Fallback IP. The Fallback IP is not
applicable for the pool type CNAME.

Health
Monitor

The health monitors that the system uses to determine whether it can use this pool for

-l

load balancing. To get the fields to be monitored, click the Retrieve button,

and then select the

Pools

Click the Add (IEI) button to add the pool details to the list. You can add multiple to
pool to the list. After adding pool(s) to the list, you can manage them.

12. Enter or select the field information in the Pool Member Details section of Form Input.
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A Pool Member Details
Info .
Step 1) Retrieve field values for Pool by clicking on Retrieve lcon next to 'Pool’ field
Note: 1. For Pool with type A, Pool members can be Existing Generic Host, New Generic
Host or Exisiting BigIP System
2. For Pool with type CNAME, pool members can be either existing wide IP or a static
wide IP
* Pool H1wideippool 1001 v o
* Pool Member Type ® Generic Host Big IP System
* Generic Host Type Existing v
* Existing Generic /Common/10.9.8.12:10 9 8 12 v
Host
* Pool Member List "
(J  Pool Pool Member Ty... Generic Host Ty... Data Center |
No records found
4 »

13. The following table provides the field description for the Pool Member Details section of Form Input:

Field Description

Info Information that is to be noted while entering the details in this section.

Pool
-
=20

Click the Retrieve button to get the pool name.
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Field Description

Pool
Member Select the pool member types. The pool member types are:
Type » Generic Host — When you select this pool member type, you get the option to select the Generic Host Tyf
& .
Generic Host Type Select
Search...
Existing
Create New
= Py -1 K& _ __ - - 01 2_1
» Big IP System — When you select this pool member type, you get the option to select the configured virtue
& .
Virtual Server Select
ISearch...
/Common/192.168.94.12¢
[ Note: It takes a while to load the servers.
*Generic
Host When the pool member type is selected as Generic Host, you need to select the type of generic host. The ge
Type  Existing — This option allows to select the existing host. When you select this option, the existing generic |

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 142



F5BIG-IP GTM

Field Description

* Existing Generic Select v
Host |

Select I
/Common/20.20.20.7:vs 20 20 20 7-

» Create New — This option allows you to create a generic host. When you select this, the following fields ar
» *Data Center — select the datacenter of the pool member.
* *Pool Member IP — enter the IP of the pool.
* *Port — enter the port of the pool member.

*Virtual | When the pool member type is selected as Big IP System. Select a virtual server from the dropdown list.
Server

*Pool
Member
List

Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool humbers

14. Click the Submit button.

The Confirmation popup opens.

- ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
N /
15. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
~

(g
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
N /

16. Review the input data under the implementation, rollback, and postvalidation tabs:
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< Request ID :: 239 s}

Request View

rollback rollback

postvalidation
<device>gs-f5-pe229_lab_appviesx.net</device>
implementation i
create cli transaction

delete gtm wideip a m23._appviewx.com

User Inputs A delete gtm pool a pool_m23_appviewx.com

submit cli transaction
Payload Generator &> save sys config

quit

©® NN AW N R

Create GTM Master WIP <

Comments

17. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.

€ Request ID :: 239

Request View

Q

rollback rollback

postvalidation
<device>gs-f5-pe229_lab_appviewx_net</device>

1
implementation [E=D
ERl create cli transaction
Pl delete gtn wideip a m23_appviewxcom
User Inputs A Bl delcte gin pool a pool 23 appviewx.con
(3 submit cli transaction
Payload Generator <S> Al save sys config
LI quit
Create GTM Master WIP << 9
Review &

Comments

18. After the review, click the Submit button.
The Confirmation popup opens.

Note: Click Cancel to stop running the workflow creation.

19. Click Ok to continue the workflow creation.
It takes a while to complete the request.

20. The workflow is created and the email is triggered to the configured email IDs.
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€ Request ID :: 239 s
User Inputs A
Payload Generator <>
Email
Create GTM Master WIP
Success
Review A
CPU/TMM Check <>
Logs - Email

Implementation

06/69/2621 08:46:19 - Initial

o 06/69/2021 08:46:19 -

Postvalidation 06/69/2021 08:46:20 - Sen

06/69/2021 08:46:20 -

-
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N

Create F5 GTM WidelP with Topology

This workflow creates a WidelP with multiple Pools and chooses a topology record for the pools that are
created.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create F5 GTM WidelP with Topology workflow.
The Run and Schedule buttons is shown.
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Custom reports.

Archival requests

Restore requests

Preference

Manage Catalog

CMDB Sync Infoblox IPAM

F5BIG-IP LTM DNS Automation

F5BIG-IP GTM
« Create F5 LTM VIP with Service Now
« Create F5 LTM VIP with Partition
. Create F5 LTM iRule * Modify F5 GTM WidelP

« Create F5 LTM Monitors
+ Create F5 GTM WidelP with mutiple Pools

+ Create F5 GTM WidelP with Service Now
Load Balancer Automation - F§

+ Create F5 GTM WidelP with Topology >

Run

AVIGSLB

F5 BIG-IP System

GITops

Hybrid Multi Cloud Orchestation

Bluecat IPAM

F5 BIG-IP Reports

Cloud Orchestration

Openshift

Certificate Automation

F5BIG-PAS3

« Modify LTM Application Services

« Modify LTM Application Services with Config Compare

« Modify GTM Application Services

« Create GTM Application Services

Archive Requests

# EdtLlayot &

3. Click the Run

button.

The Form Input page opens:

Request

Request View

A About this Workflow

* Info

Workflow to create F5 GTM Multiple Pools WidelP with the following options:

1. Select Device based on Datacenter

2. Enter Inputs to provision WidelP with - Pool and Pool member.
. 3. Assoclate existing BIG IP system / Generic Host server as pool member
4. Create new Generic Host and associate it as pool member

A Device Details

* Datacenter Select v
* Device Name
A DNS Details
Submit Save draft Cancel

4. Enter or select the field information in the Device Details section of Form Input.

A Device Details

* Datacenter

* Device Name

CBE

gs-f5-pe229.lab.appviewx.net

5. The following table provides the field description for the Device Details section of Form Input:
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Field Description

Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices which are created without a datacenter in the
Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

6. Enter or select the field information in the DNS Details section of Form Input.

A DNS Details

* Do you want to ® No Yes
integrate with DNS

7. The following table provides the field description for the DNS Details section of Form Input:

Field Description

*Do you want to integrate with
By default, the No option is selected. If you want to integrate with DNS for CNAME record creation, select Yes.

DNS

When you select Yes, the following fields are displayed:

* Vendor bluecat v
* Device Name gs-bluecat.avxlab.com v
* Configuration Select v
* View Select v
* App Name %

Select the Vendor from the drop-down list. The default vendors are Infoblox and bluecat.

When you select DNS vendor as Infoblox, you need to provide the following details:
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Field Description

+ Select the Device Name from the drop-down list.

» Enter the App Name for the WidelP name in the format www.<name>.com.

When you select DNS vendor as bluecat, you need to provide the following details:

A General Properties
* Wide IP Name wip345.appviewx.com
* Type A ~
Description
State enabled v
* Do you want to add ® No Yes
Alias ?

« Select the Device Name from the drop-down list.
« Select the Configuration from the drop-down list.

« Select the View for the selected configuration. The options are displayed based on the selected configuration.

+ Enter the App Name for the WidelP name in the format of www.<name>.com.

8. Enter or select the field information in the General Properties section of Form Input.
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A General Properties
* Wide IP Name wip345.appviewx.com
* Type A v
Description
State enabled v
* Do you want to add ® No Yes
Alias ?

9. The following table provides the field description for the General Properties section of Form Input:

*Wide IP Enter the WidelP Name in the FQDN format.
Name
*Type
Select the pool/WidelP type. The types are:
« A - the pool/Wide IP responds to A queries. The A pool/Wide IP is a mapping of an FQDN to a set of IPv4 virtual servers that host the domain's content, st
* CNAME - the pool/Wide IP responds to CNAME queries. A CNAME pool/Wide IP is a mapping of an FQDN to its canonical name. This is the configuratior
Description | Enter the descriptive text to identify the WidelP.
State
It allows the system to use this wide IP and its resources for load balancing. The options are:
« enabled (default)
« disabled
*Do you
Add Alias for the WidelP name. The options are:
want to
. * No (default)
add Alias ?
* Yes — When you select Yes the following fields are displayed to add alias details:

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 149



F5BIG-IP GTM

* Alias
|+

Alias List <

] Alias
No records found

Enter the alias name for WidelP in the Alias field. You can add any number of aliases for WidelP. After entering the alias in the Alias field, click IEI to

10. Enter or select the field information in the Pool section of Form Input.
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A Pool

Info

* Load Balancing
Method

* Persistence

* Pool Name

Preferred

Alternate

Fallback

Health Monitor

* Pools

Step 1) Retrieve field values for Health Monitor by clicking on Retrieve Icon next to
'Health Monitor' field

Note: 1. When either of Preferred, Alternate or Fallback is choosen as 'fallback-ip', then
user must enter, Fallback IP.

2. Fallback IP is not applicable for type CNAME

round-robin v @®

® disabled enabled

WidelP_Topology

round-robin v @®

round-rabin v @®

refurn-to-dns v @®

https - ey

_+

0  Pool Name Preferred Alternate Fallback Fallback IP
No records found
4 3

11. The following table provides the field description for the Pool section of Form Input:

Description

Info Information that is to be noted while entering the details in this section.
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Field Description

*Load
Balancing
Method

The load balancing method is used to select a pool in this WidelP. The methods are:

- round-robin - the system selects the pools sequentially.

» global-availability -. the system selects a pool by following the order of the Pool
List. The system repeatedly selects the first pool in the list for as long as its status
is available. If the pool becomes unavailable for any reason, the system then
repeatedly selects the next pool in the list, and so on.

« ratio - the system selects a pool based on the ratio that you assign to the pool.

*Persistence

By default, this option is disabled. When a local DNS makes repetitive requests on

behalf of a client, the system reconnects the client to the same resource as previous

requests.

*Pool Name | Enter the pool name.

Preferred
Select the preferred load balancing method. The system tries this method first.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Alternate
Select the alternate load balancing method. The system tries this method if the
Preferred method is unsuccessful in picking the WidelP.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Fallback Select the alternate load balancing method. The system tries this method if the
Preferred and Alternate methods are unsuccessful in picking the WidelP.

Fallback IP [ When the fallback-ip option is selected as Preferred or Alternate load balancing
method, this field will be displayed to add the Fallback IP. The Fallback IP is not
applicable for the pool type CNAME.

Health The health monitors that the system uses to determine whether it can use this pool for

Monitor

=24
=
load balancing. To get the fields to be monitored, click the Retrieve button,
and then select the
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Field Description

Pools Click the Add (IEI) button to add the pool details to the list. You can add multiple to

the pool to the list. After adding pool(s) to the list, you can manage them.

12. Enter or select the field information in the Pool Member Details section of Form Input.

A Pool Member Details

Info »

Step 1) Retrieve field values for Pool by clicking on Retrieve Icon next to 'Pool' field
Note: 1. For Pool with type A, Pool members can be Existing Generic Host, New Generic
Host or Existing BigIP System

2. For Pool with type CNAME, pool members can be either existing wide IP or a static

wide IP

* Pool WidelP_Topology v s

* Pool Member Type ® Generic Host Big IP System

* Generic Host Type Existing v

* Existing Generic /Common/10.9.8.12:10 9 8 12 v

Host
4

* Pool Member List .("
O Pool Pool Member Ty... Generic Host Ty... Data Center |
No records found
4 »

13. The following table provides the field description for the Pool Member Details section of Form Input:

Field Description

Info Information that is to be noted while entering the details in this section.

Pool
(= -]
a0,

Click the Retrieve ) button to get the pool name.
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Field Description

Pool
Select the pool member types. The pool member types are:
Member p yp p yp
Type » Generic Host — When you select this pool member type, you get the option to select the Generic Host Tyr
* Generic Host Type Select v
[
|
Create New
 Big IP System — When you select this pool member type, you get the option to select the configured virtue
* Virtual Server Select v @®
I
/Common/192.168.94.129:/Common/vs_¢
[ Note: It takes a while to load the servers.
*Generic
Host When the pool member type is selected as Generic Host, you need to select the type of generic host. The ge
Type  Existing — This option allows to select the existing host. When you select this option, the existing generic |
* Existing Generic Select v
Host |

Select - I
/Common/20.20.20.7:vs_20 20 20 _7-
 Create New — This option allows you to create a generic host. When you select this, the following fields ar
« *Data Center — select the datacenter of the pool member.
* *Pool Member IP — enter the IP of the pool.

« *Port — enter the port of the pool member.

*Virtual | When the pool member type is selected as Big IP System. Select a virtual server from the dropdown list.
Server

*Pool
Member
List

Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool numbers

14. Enter or select the field information in the Topology section of Form Input.
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A Topology
Info
Step 1) Retrieve field values for Request Source by clicking on Retrieve Icon next to
'Request Source' field
Note: 1. Request Source is of type 'Region’ and 'Destination’ is of type 'Pool’
* Request Source _region_ldns-ndc-container_us-central =
(Region)
* Destination (Pool) WidelP_Topology v
* Weight 23

* Topology Record ...

(J Request Source (Region) Destination (Pool) Weight
No records found

15. The following table provides the field description for the Topology section of Form Input:

Field Description

Request
(==
Source a0
(Region) The origination section of the topology record for the pool. Click the Retrieve
button to get the list of associated regions.
Destination | The target section of the topology record for the pool.
(Pool)
Weight The weight of the topology record. The system finds the weight of the first topology

record that matches the server object (pool or pool member) and the local DNS. The
system then assigns that weight as the topology score for that server object. The
system load balances to the server object with the highest topology score. If the system
finds no topology record that matches both the server object and the local DNS, then

the system assigns that server object a zero score.
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Description

Topology After providing the topology details for the pool, click Add IEI icon. The List of
Record topologies is added for the pool. You can manage topology records after adding them.
Detall ...

16. Click the Submit button.

The Confirmation popup opens.

- ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
N J
17. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
o ™
Note:
- If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N /

18. Review the input data under the implementation, rollback, and postvalidation tabs:

Q

Request View
rollback rollback
postvalidation
EMl <device>gs-f5-pe225_lab_appviewx.net</device>
implementation 2
3
4 er: pool /Common/testwip34s_pooll
User Inputs A 5
6
Payload Generator < 7
8
Create GTM Master WIP <> 9
10
Comments

19. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
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Q

Request View

rollback rollback

postvalidation
<device>gs-f5-pe225_lab_appviewx_net</device>
implementation B

create clt transaction

delete gtm topology ldns: region Singapore server: pool /Common/testwip345_pooll

User Inputs A delete gtm wideip a /Common/testwip345_appviewx.com
delete gtm pool a /Common/testwip345_pooll

Payload Generator <S> submit cli transaction
save sys config

Create GTM Master WIP <S> quit

5 0o~answN e

Review A

Comments

20. After the review, click the Submit button.
The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

21. Click Ok to continue the workflow creation.
It takes a while to complete the request.

22. After the successful post-validation, the workflow is created and the email triggered to the configured
email IDs.

User Inputs A
Payload Generator »

Create GTM Master WIP
Email

Review A Success

CPU/TMM Check

Implementation

Logs - Email

Postvalidation
04/01/2621 15:34:49 - Initiating Email
04/01/2021 15:34:49 - Email triggered: Email
Email =] 04/61/2621 15:34:49 - Could not sent mail. Mail To address is empty or invalid format.
©4/01/2021 15:34:49 - Send Enail failed: Enail
04/01/2021 15:34:49 - Email Completed

(m)—0—0—0—0—0—0—0—10(v)

(o
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N
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Create F5 GTM WidelP with Service Now

This workflow creates a WidelP with multiple Pools and integrates with ITSM — Service Now, where you

can set Time Zone, Start time, and End time for the ticket creation.

To run this workflow,

1.Goto = Menu > Request > View/Run.
The Workflow Catalog page appears.

F5BIG-IP GTM

2. In the Workflow Catalog page, hover over the Create F5 GTM WidelP with Service Now workflow.

The Run and Schedule buttons are shown.

Overview CMDB Sync

Custom reports.

F5BIG-IP LTM

« Create F5 LTM VIP with Service Now
+ Create F5 LTM VIP with Partition
+ Create F5LTM iRule

+ Create F5 LTM Monitors

Load Balancer Automation - F5

AVIGSLB

e F5 BIG-IP System
Archival requests

Restore requests
GITOps

Preference

Hybrid Multi Cloud Orchestation

Infoblox IPAM

DNS Automation

F5BIG-IP GTM

* Modify F5 GTM WidelP

+ _Create F5 GTM WidelP with mutiple Pools

* Create F5 GTM WidelP with Service Now

> O

Run

# Edit Layout

Bluecat IPAM

F5 BIG-IP Reports

Cloud Orchestration

Openshift

Certificate Automation

F5BIG-IPAS3

- Modify LTM Application Services

« Modify LTM Application Services with Config Compare

« Modify GTM Application Services

« Create GTM Application Services

Archive Requests

Manage Catalog

3. Click the Run button.

The Form Input page opens:
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Request > Create F5 GTM elP with S Now :: FormBuilde

A Device Details <
Datacenter Select v
* Device Name Select

T User Inputs A

v DNS Details

A General Properties
* Name
" Type Select
Description
State enabled v
* Do you want to add ® No Yes

Alias ?

Submit Save draft Cancel

4. Enter or select the field information in the Device Details section of Form Input.

 Device Details

Datacenter CBE v

“ Device Name gs-fo-pe225.lab.appviewx.net v

5. The following table provides the field description for the Device Details section of Form Input:

Field Description

Datacenter | Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices, which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device Displays the list of devices associated with the selected datacenter. If the datacenter
Name is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

6. Enter or select the field information in the DNS Details section of Form Input.
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A DNS Details

* Do you want to ® No Yes
integrate with DNS

7. The following table provides the field description for the DNS Details section of Form Input:

Field Description

*Do you want to integrate with
By default, the No option is selected. If you want to integrate with DNS for CNAME record creation, select Yes.

DNS

When you select Yes, the following fields are displayed:

* Do you want to No ® Yes
integrate with DNS

* Vendor Select v
* Device Name Select v
* App Name

Select the Vendor from the drop-down list. The default vendors are: Infoblox and bluecat.

When you select DNS vendor as Infoblox, you need to provide the following details:

« Select the Device Name from the drop-down list.

» Enter the App Name for the WidelP name.

When you select DNS vendor as bluecat, you need to provide the following details:

* Vendor bluecat v
* Device Name gs-bluecat.avxlab.com v
* Configuration Select v
* View Selec v
* App Name %

« Select the Device Name from the drop-down list.

« Select the Configuration from the drop-down list.
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Field Description

» Enter the App Name for the WidelP name.

+ Select the View for the selected configuration. The options are displayed based on the selected configuration.

8. Enter or select the field information in the General Properties section of Form Input.

A General Properties

* Name wideipavc.appviewx.com
* Type A

Description

State enabled
* Do you want to add ® No Yes

Alias ?

9. The following table provides the field description for the General Properties section of Form Input:

*Wide IP Enter the WidelP Name in the FQDN format.

Name

*Type
Select the pool/WidelP type. The types are:

« A - the pool/Wide IP responds to A queries. The A pool/Wide IP is a mapping of an FQDN to a set of IPv4 virtual servers that host the domain's content, st

* CNAME - the pool/Wide IP responds to CNAME queries. A CNAME pool/Wide IP is a mapping of a FQDN to its canonical name. This is the configuration

Description | Enter the descriptive text to identify the WidelP.

State
It allows the system to use this wide IP and its resources for load balancing. The options are:

« enabled (default)

« disabled
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*Do you
want to

add Alias ?

Add Alias for the WidelP name. The options are:
* No (default)

* Yes — When you select Yes the following fields are displayed to add alias details:

* Alias

El K2

Alias List e

a Alias
No records found

Enter the alias name for WidelP in the Alias field. You can add any number of aliases for WidelP. After entering the alias in the Alias field, click IEI to

10. Enter or select the field information in the Pool section of Form Input.
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» Pool
Info e
Step 1) Retrieve field values for Health Monitor by clicking on Retrieve Icon next to "Health Monitor
field
Note: 1. When either of Preferred, Alternate or Fallback is choosen as 'fallback-ip', then user must
enter, Fallback IP.
2. Fallback IP is not applicable for type CNAME
* Load Balancing Method round-robin ~ ®
* Persistence @ disabled enabled
* Pool Name
Preferred round-robin v ®
Alternate round-robin - ®
Fallback return-to-dns v ®
Health Monitor None Selected - sl
* Pools "
O Pool Name Preferred Alternate Fallback Fallback IP Health N
O wideipavc round-robin round-robin return-to-dns
4 »

11. The following table provides the field description for the Pool section of Form Input:

Field Description

Info Information that are to be noted while entering the details in this section.
*Load
. The load balancing method is used to select a pool in this WidelP. The methods are:
Balancing
Method « round-robin - the system selects the pools sequentially.

+ global-availability -. the system selects a pool by following the order of the Pool

List. The system repeatedly selects the first pool in the list for as long as its status
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Field Description

is available. If the pool becomes unavailable for any reason, the system then

repeatedly selects the next pool in the list, and so on.

« ratio - the system selects a pool based on the ratio that you assign to the pool.

*Persistence

By default, this option is disabled. When enabled, a local DNS makes repetitive
reqguests on behalf of a client, the system reconnects the client to the same resource

as previous requests.

*Pool Name

Name of the pool.

Preferred

Select the preferred load balancing method. The system tries this method first.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Alternate

Select the alternate load balancing method. The system tries this method if the
Preferred method is unsuccessful in picking the WidelP.

Note: When you choose the fallback-ip option, the Fallback IP field will be
displayed and you need to input the Fallback IP.

Fallback

Select the alternate load balancing method. The system tries this method if the
Preferred and Alternate methods are unsuccessful in picking the WidelP.

Fallback IP

When the fallback-ip option is selected as Preferred or Alternate load balancing
method, this field will be displayed to add the Fallback IP. The Fallback IP is not
applicable for the pool type CNAME.

Health
Monitor

The health monitors that the system uses to determine whether it can use this pool for

-l

load balancing. To get the fields to be monitored, click the Retrieve button,

and then select the objects from the drop-down option.

*Pools

Add multiple pools by clicking the Add IEI button. After adding pool(s) to the list.
You can manage them.

12. Enter or select the field information in the Pool Member Details section of Form Input.
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A Pool Member Details

Info ¢

Step 1) Retrieve field values for Pool by clicking on Retrieve Icon next to ‘Pool field

Note: 1. For Pool with type A, Pool members can be Existing Generic Host, New Generic Host or Existing BigIP
System

2. For Pool with type CNAME, pool members can be either existing wide IP or a static wide IP

* Pool WidelP_ServiceNow M =Y

* Pool Member Type ® Generic Host Big IP System

* Generic Host Type Existing v

* Existing Generic Host /Common/10.9.8.12:10_9_8_12 ~

* Pool Member List "
O Pool Pool Member Ty... Generic Host Ty... Data Center Pool Member... Port
No records found
4 »

13. The following table provides the field description for the Pool Member Details section of Form Input:

Field Description

Info Information that are to be noted while entering the details in this section.

*Pool —
aq
Click the Retrieve ) button to select the pool name.
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Field Description

*Pool
Member Select the pool member types. The pool member types are:
Type  Generic Host — When you select this pool member type, you get the option to select the Generic Host Type
& .
Generic Host Type Select
Search...
Existing
Create New
+* - -1 R A& __ 1. - 1 2_ 1
* Big IP System — When you select this pool member type, you get the option to select the configured virtual
% .
Virtual Server Select
Search...
/Common/192.168.94.129
[ Note: It takes a while to load the servers.
*Generic
Host When the pool member type is selected as Generic Host, you need to select the type of generic host. The ge
Type Existing — This option allows to select the existing host. When you select this option, the existing generic hos
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Field Description

* Existing Generic Select v
Host |
Select - I
/Common/20.20.20.7:vs 20 20 20 7-

Create New — This option allows you to create a generic host. When you select this, the following fields are

« *Data Center — select the datacenter of the pool member.
* *Pool Member IP — enter the IP of the pool member.
* *Port — enter the port of the pool member.

*Virtual | When the pool member type is selected as Big IP System. Select a virtual server from the dropdown list.
Server

*Pool
Member
List

Enter the IP address of the pool member. And then click the Add IEI button. Any number of pool numbers

14. Enter or select the field information in the Topology section of Form Input.

 Topology
Info e

SIep 1] Retrieve field values for REE}UESI Source Dy’ click\ng on Retrieve Icon next to 'Request Source' field
Note: 1. Request Source is of type 'Region’ and 'Destination’ is of type 'Pool'

* Request Source (Region) _region_ldns-ndc-container_us-central ~ ;

* Destination (Pool) WidelP_ServiceNow ~

* Weight 23

* Topology Record Details "
O Request Source (Region) Destination (Pool) Weight
No records found
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15. The following table provides the field description for the Topology section of Form Input:

Field Description

Info Information that is to be noted while entering the details in this section.
*Request The origination section of the topology record for the pool. Click the Retrieve
Source

=
(Region) a0

button to get the list of associated regions.

*Destination

The target section of the topology record for the pool.

(Pool)

*Weight The weight of the topology record. The system finds the weight of the first topology
record that matches the server object (pool or pool member) and the local DNS. The
system then assigns that weight as the topology score for that server object. The
system load balances to the server object with the highest topology score. If the system
finds no topology record that matches both the server object and the local DNS, then
the system assigns that server object a zero score.

*°

Topology After providing the topology details for the pool, click Add IEI icon. The List of

Record...

topologies is added for the pool. You can manage topology records after adding them.

16. Enter or select the field information in the Change Management section of Form Input.

* Do you wani o
integrate
Seraoahow?

# Change Management

& o Yes

17. The following table provides the field description for the Change Management section of Form Input:

Field Description

*Do you want
to integrate

ServiceNow?

By default, the No option is selected. If you want to integrate with ServiceNow, select Yes and provide the following details:

Timezone Select v
* Start Time
* End Time
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Description

« Timezone — select the timezone from the drop-down list.
« Start Time — select the start date and time from the calendar.

« End Time — select the end date and time from the calendar.

18. Click the Submit button.
The Confirmation popup opens.

(g
Note:
- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.
N

19. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.

-
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
N

20. Review the input data under the implementation, rollback, and postvalidation tabs: <screenshot>
21. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.<screenshot>
22. After the review, click the Submit button.
The Confirmation popup opens.

[ Note: Click Cancel to stop running the workflow creation.

23. Click Ok to continue the workflow creation.
It takes a while to complete the request.
24. The workflow is created and the email is triggered to the configured email IDs. <screenshot>

Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.
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Modify F5 GTM WidelP

This workflow modifies an existing WidelP and/or its Pool details, which is associated with the WidelP,

and manages Pool members.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Modify F5 GTM WidelP workflow.

The Run and Schedule buttons are shown.

# EditLayout &
CMDB Sync Infoblox IPAM Bluecat IPAM
Custom reports
F5 BIG-IP LTM DNS Automation F5 BIG-IP Reports
F5BIG-P GTM Cloud Orchestration
+ Create F5 LTM VIP with Service Now
« Create F5 LTM VIP with Partition e s s g v
« Create F5 LTM iRule « Create F5 GTM WidelP with Service Now Openshift
+ Create F5 LTM Monitors « Create F5 GTM WidelP with Topology
+Create F5 GTM WidelP with Topology and Partition
Certificate Automation
Load Balancer Automation - F5
« Modify F5 GTM WidelP > O
Run F5BIG-P AS3
AVIGSLB
F5 BIG-IP System + Create LTM Application Services
« Delete LTM Application Services
Archival requests
« Modify LTM Application Services
Restore requests GITops
« Modify LTM Application Services with Config Compare
Preference Hybrid Multi Cloud Orchestation Archive Requests
Manage Catalog -

3. Click the Run button.

The Form Input page opens:
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Request > M

«

A About this Workflow «
* Info P
Workflow to modify F5 GTM WidelP with the following options:

1. Select Device based on Datacenter
2. Select WidelP that has to be modified

e User Inputs 2 3. Modify Wide IP properties - Persistence, TTL and Load balancing method
| 4. Modify the existing pools' properties - Preferred LB method, Alternate mode. -

A Device Details

* Datacenter Select v
* Device Name
* Partition Select i

A Wide IP Details

Submit Save draft Cancel

4. Provide the WidelP, pool, and pool member details of the device that are to be modified.

Request
« -
A Device Details =
* Datacenter CBE v
* Device Name gs-f5-pe234.1ab.appviewx.net v

| User Inputs - Partition Common v

A Wide IP Details

* Type A v
* Wide IP Name saket-testing.appviewx.com M
* Wide IP Persistence disabled v

Persistence TTL

* Load Balancing round-robin v
method

Submit Save draft Cancel

5. Update the necessary details of WIP, pool, and pool member, and then click the Submit button.

The validation starts automatically and reaches the Review stage.

(g N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /

6. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request z
implementation implementation
prevalidation
BBl <device>gs-f5-pe225_lab_appviewx_net</device>
rollback Pl tnsh modify gtm wideip a aaspdwithdnsinfoblox.appviewx.com persistence disabled pool-lb-mode round-robin
? User Inputs A postvalidation
? Payload Generator &
? Modify GTM WidelP &
T Loop_ModifyPoolMember
Loop_ModifyPool
! .
i oS
7. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
Request <

Request View

implementation implementation

prevalidation

Bl <device>gs-£5-pe225.lab.appvi </device>

rollback Pl tnsh rodify gth wdeg gfoblox_appviewx_com persistence disabled pool-lb-mode round-robin
3 + Add new config
User Inputs - postvalidation 2 Edit
[ Delete

Payload Generator <

Modify GTM WidelP <

Loop_ModifyPool

e ]

Comments

? Loop_ModifyPoolMember

8. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

9. Click Ok to continue the workflow creation.
It takes a while to complete the request.

10. The workflow is created and the email is triggered to the configured email IDs.
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Q

Request

-

User Inputs A
Payload Generator &

Modify GTM WidelP
Email
Loop_ModifyPoolMember
- Success

Loop_ModifyPool

Review )

Prevalidation

Logs - Email

Implementation 07/66/2621 12-63
07/06/2021 12:03:

67/66/2621 12:03:34

Postvalidation 07/06/2621 12:03:34

(g
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N

Delete F5 GTM WidelP

This workflow deletes an existing WidelP. On deleting a WidelP, associated Pool, Pool members,
Topology, Monitor, and Servers with the WidelP are deleted if they are not associated with any other
WidelP. Also, it deletes the associated CNAME record in the DNS — Infoblox/Bluecat.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Delete F5 GTM WidelP workflow.

The Run and Schedule buttons are shown.
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# EditLayout &

Catalog Q Sortby v 7| A
Overview
T F5AS3 F5 BIG-IP GTM F5 BIG-IP Reports
©UISAIE FU G IV WINEIE Wil IUpUIVYY
View/Run * Get Unused LTM VIP and Notify

F5BIG-IPLTM « Create F5 GTM WidelP

Scheduled jobs + F5LTM and GTM node Report

« Modify F5 GTM WidelP + F5 SSL Certificate expiry Report
* Delete F5 LTM VIP - Basic
+ Delete F5 GTM WidelP » O
Open (n31 + Delete F5 LTM VIP - Advanced
Run
Closed (  Delete F5 LTM VIP with Service Now
Security Automation VM Instantiation
Failed ( + Disable and Delete F5 LTM VIP
F5 BIG-IP System « Delete_Firewall_policy

+ Create_Static_Route_Rule * Instantiate a new VM on vSphere with Ser.

+ Delete_Static_Route_Rule

Audit logs

* F5 BIG-IP Config Compliance
& Rest More.

« Create_NAT_Rule

Archival requests « Software upgrade on HA BIG-IP devices

3. Click the Run button.

The Form Input page opens:

Request > L
« e
R t Vi
A Device Details «
* Datacenter absecon v
(P * Device Name VW_F5V13_StandAlone v
< User Inputs A * Partition Common v

A Wide IP Details

* Type A v
* Wide IP Name GTMWidelPEnablePersistence-1436... v
A DNS Details
* Do you want to ® No Yes
removeVDNS
Submit Save draft Cancel

4. Select the necessary details of the device, WIP, and DNS to delete.
5. Click the Submit button.
The validation starts automatically and reaches the Review stage.

Note:
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« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >

F5BIG-IP GTM

My Request.
« If you want to cancel this form, click the Cancel button.
J
6. Review the input data under the implementation, rollback, and postvalidation tabs:
Request [s7
implementation implementation
prevalidation
EBl <device>gs-f5-pe176._lab_appviewx_net</device>
rollback - =D
EJll create cli transaction
. . [
Ml save sys config
Delete GTM WIP <S> I quit
8
| E—
Comments
[ sume |
7. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
Request [s7
implementation implementation
prevalidation <
SOl <device>gs-f5-pe176_lab_appviewx net</device>
rollback =
ERll create cli transactj +
. | p—,
[l save sys config = =
Delete GTM WIP o ; [ Delete
8
=
Comments
8. After the review, click the Submit button.
The Confirmation popup opens.
Note: To stop running the workflow creation, click Cancel.
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9. Click Ok to continue the workflow creation.
It takes a while to complete the request.
10. The workflow is created and the email is triggered to the configured email IDs.

Q

Request

Request View

User Inputs A

Delete GTM WIP <>

Review A Email
Success

CPU/TMM Check

Implementation

Postvalidation

Logs - Email

07/06/2021 12:56:55 -
07/06/2021 12:56:55 -
07/66/2021 12:56:56 -
07/66/2021 12:56:5

(m)—0—0—0—0—0—10—10y

(o
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N
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Chapter 5: F5 BIG-IP System

Automate F5 BIG-IP Upgrades

F5 BIG-IP Software Upgrade on Standalone Devices
Pre-requisite

Running Software Upgrade on Standalone Devices
F5 BIG-IP Software Upgrade on HA Devices
Compliance

Automate F5 BIG-IP Upgrades

The workflow grouped under this sub-category is:

 F5 BIG-IP software upgrade on Standalone F5 devices

« Software Upgrade on F5 HA Devices

F5 BIG-IP Software Upgrade on Standalone Devices

This workflow upgrades the BIG-IP version from the existing version to a higher version as recommended

by F5. For more information, refer to https://support.f5.com/csp/article/K13845.

Pre-requisite

-The ISO files for this software upgrade must be available in path/to/Appviewx-home/appviewx/

appviewx_dependencies/vw/dependencies/bigip_images. In a multi-node instance, ensure ISO files are

uploaded in all nodes.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 177


https://support.f5.com/csp/article/K13845

 For License reactivation, the F5 device should have Internet access.

» The VM (Virtual Machine) in which AppViewX is installed should have internet access or access to

F5 BIG-IP System

the proxy server, the proxy server should be configured in AppViewX. To configure, go to Settings >

General > Proxy.

Running Software Upgrade on Standalone Devices

To run this workflow,

1.Goto — Menu > Request > View/Run.
The ADC OOB workflows are listed.
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2. In the Workflow Catalog page, hover over the Software upgrade on Standalone F5 devices

workflow.

Gawiog

F S GTH

FRBS AR

1738 Automation

D e

oyt ) o] 0 P L

Lowd Badancar Avtomaton - F§

P B e

[ detrmatoe

Nasn

Lot Buabareint Aaoeraption - 15

TEEGP LT

et ¥y hoiareaalet

[P T

Cortriors Auvtomabon

Cloasd Grriwsiretion

hrtanrh Rutomaton

B P

The Run and Schedule buttons are shown.

3. Click the Run

The Form Input page opens:

button.

Request

info

I User Inputs S

A Device Selection

* Datacenter

* Device

A Device Details

* Status

* Active Volume

* Current Version

A Image and Volume Details

* 1SO File Name

1)ISO files for software upgrade should be available in "

<INSTALLATION_PATH>/appviewx_dependencies/vw/dependencies/bigip_images"

ensure SO files are uploaded in all nodes.

2)Volume names should be in the format HDX.Y, CFX.Y, or MDX.Y

None v

Next Save draft

In a multi node instance,

Cancel

4. Enter or select the field information in the Device Selection section of Form Input.
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A Device Selection

* Datacenter

che

* Device

gs-fo-peld02 v 'O
I

5. The following table provides the field description for the Device Selection section of Form Input:

Field Description

*Datacenter

Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices, which are created without a datacenter in the
Device Inventory, select the datacenter as None.

*Device

Name

Displays the list of devices associated with the selected datacenter. If the datacenter
is selected as None, the devices that are created without datacenter details are listed.
Select the desired device from the drop-down option.

6. The Status, Active Volume, and Current Version of the device in the Device Details are loaded

automatically.

» Device Details

* Status

* Active Volume

* Current Version

active

HD1.9

14.1.4 Build 0.0.11

7. Enter or select the field information in the Image and Volume Details section of Form Input.
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. Image and Volume Details

" SFTP @ No Yes ®
* 180 File Name BIGIP-15.1.3-0.0.11.is0 v @ | &
* New Volume Name HD1.10 ®

8. The following table provides the field description for the Image and Volume Details section of Form
Input:

Field Description
*SFTP | SFTP option to upload images.
» No (default) - select a ISO file from the dropdown list.

* Yes - retrieve the 1SO file from SSH File Transfer Protocol (SFTP) server, and then
provide the ISO file path. Make sure to onboard the server in AppViewX Device Inventory
> Device > Others and provide the path name in the ISO File Path field.

*ISO Click the retrieve button and then select a desired ISO file name from the dropdown list.
File

Name

*New Enter the new volume name. The format of the volume name must be in the form of HDX.Y,
Volume | CFX.Y, or MDX.Y.
Name

9. Select Generate Qkview File. The possible values for Generate Qkview File are:
» No — This option does not allow to generate Qkview file. By default, this option is selected.
* Yes — Select this option to generate Qkview file. When you select this option, the Upload to IHealth
Portal field is displayed.

* Upload to iHealth Portal ® No Yes

« Select Yes, if you want to upload the Qkview file to IHealth portal.

The Ihealth Case Number field is displayed.
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IHealth Case Number

(Optional) Add Ihealth ticket number in the lhealth Case Number field.

iHealth Case Number

1-1234

10. Select Renew License. The possible values for Renew License are:

» No — This option does not allow you to renew the license. By default, this option is selected

* Yes — Select this option to generate

11. Click the Next button.
Request

* Status
* Active Volume
* Current Version

i

A Image and Volume Details

* 1SO File Name

* New Volume Name

* Generate Qkview File
* Upload to iHealth Portal

iHealth Case Number

Automatically

* Reactivate License ® No

active

14.1.4 Build 0.0.11

BIGIP-15.1.3-0.0.11.is0

The Confirmation popup opens.

Next Save draft Cancel

( Note:

> My Request.

N

- - If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as an Open request under Request

« - If you want to cancel this form, click the Cancel button.

~

12. Click Ok to submit the form.

The software upgrade starts. It takes a while to complete the software upgrade.
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N

s\

Note:

» Arequest is created for this workflow. To view the request, navigate to Menu > Request >

All.

« If there is any failure in running this workflow, start a new workflow by providing the correct

data.

« Alternatively, clone the request, update the correct input data in the form input, and submit

the workflow.

13. After the manual check, click the Proceed button.

The Confirmation popup opens.
14. Click Ok to submit the form.
15. After the Object Count Comparison, click the Proceed button.

Request

——0—0—0—0—0—0—0—0—0—0—0—0—0—

Getting Objects Snapshot

Object Count: Before Software U

Move device to force-offline

Copy Configuration to New Volume

Device reboot

Delay

Ping Check

Service Status Check

Retry Service Status Check

Device Version Check

Release Device From force-offline

Delay

Getting Objects Snapshot After U

Object Count Comparision A

* Review

Before:

Network Map

Object Type available unavailable
virtual Server
P

ools
Pool Menbers
Nodes

(6 Disabled) (0 Disabled)
Rule

«

Disabled)

The Confirmation popup opens.
16. Click Ok to submit the form.
The implementation process for software upgrade is completed:
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]

Device reboot

Delay

Ping Check

Service Status Check

Retry Service Status Check

Device Version Check

Release Device From force-offline &b Config Fetch Completed
cccccc

Delay

Getting Objects Snapshot After U

Object Count Comparision -

Perform Config Fetch

Logs - Config Fetch Completed

Get Config Fetch Status 08/25/2621 17:13:07 - Initiating Config Fetch Completed
68/25/2621 17:13:07 - Config Fetch Completed Completed

Retry Get Config Fetch Status

Config Fetch Completed <

|
1
1
1
1
1
1
7 ‘
1
1
1
1
1
1
)

®

17. In case the request has to be reverted, perform the following steps:
» Go to the Menu > Request > All.
* Right-click the row on your desired Request ID.

+ Select the Rollback option.

Wb LT
&

« Select Yes on the Rollback confirmation dialog.
« A new request is triggered for performing rollback.

F5 BIG-IP Software Upgrade on HA Devices

This workflow upgrades the BIG-IP version from the existing version to a higher version as recommended
by HA F5. For more information, refer to https://support.f5.com/csp/article/K13845.
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* Pre-requisite

* Running Software Upgrade on F5 HA Devices

Pre-requisite

The ISO files for this software upgrade must be available in path/to/Appviewx-home/appviewx/
appviewx_dependencies/vw/dependencies/bigip_images. In a multi-node instance, ensure ISO files are
uploaded in all nodes.

« For License reactivation, the F5 device should have Internet access.
« The VM (Virtual Machine) in which AppViewX is installed should have internet access or access to

the proxy server, the proxy server should be configured in AppViewX. To configure, go to Settings >
General > Proxy.

Running Software Upgrade on F5 HA Devices
To run this workflow,

1.Goto — Menu > Request > View/Run.
The ADC OOB workflows are listed.
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Overview

Custom reports

View/Run

Scheduled jobs

Closed

Failed

Assigned

Audit logs.

e & Restore

Archive Requests.

Restore Archives

The Run and Schedule buttons are shown.

3. Click the Run

= (8] (=] &

Load Balancer Automation - F5

F5BIG-IP GTM

F5 BIG-IPAS3

ITSM Automation

CMDB Sync

Rules

Infoblox IPAM

* F5BIG-IP Golden Config Compliance

« F5BIG-IP Golden Config Compliance_v6

« Software upgrade on HA F5 devices

« Software upgrade on Standalone F5 devices

DNS Automation

AVl SLB

Load Balancer Automation - A10

F5BIG-IPLTM

Security Automation

F5 BIG-IP Reports

Certificate Automation

GITOps

Cloud Orchestration

Network Automation

Bluecat IPAM

# Edit Layout [

button.

The Form Input page opens:
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Request > Software upgrade on HA F5 devices :: FormBuilder
A Device Selection «
info
1)ISO files for software upgrade should be available in " -
<INSTALLATION_PAT} __dependenci p ip_images".
Need to add the ISO files in all nodes in the specified location.
2)Volume names should be in the format HDX.Y, CFX.Y, or MDX.Y -

T User Inputs A

* Datacenter None v

Select v

* Standby Device

A StandBy Device Details

* Status

* Active Volume

Next Save draft Cancel

4. Enter or select the field information in the Device Selection section of Form Input.

info

A Device Selection

* Datacenter

* Standby Device

1)ISO files for software upgrade should be available in "
<INSTALLATION_PATH=>/appviewx_dependencies/vw/dependencies/bigip_images".
Need to add the ISO files in all nodes in the specified location.

2)Volume names should be in the format HDX.Y, CFX.Y, or MDX.Y -
None v
gs-f5-pe305.1ab.appviewx.net v

5. The following table provides the field description for the Device Selection section of Form Input:

Field Description

*Datacenter

Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices, which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device
Name

Displays the list of devices associated with the selected datacenter. If the datacenter
is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.
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6. The Status, Active Volume, and Current Version of the standby device in the StandBy Device Details

are loaded automatically.

. StandBy Device Details

* Status

* Active Volume

* Current Version

standby

HD1.6

13.1.4 Build 0.0.3

7. The Active Device, Status, Active Volume, and Current Version of the active device in the Active

Device Details are loaded automatically.

A Active Device Details

* Active Device

* Status

* Active Volume

* Current Version

gs-fo-pe306.1ab.appviewx.net

active

HD1.6

13.1.4 Build 0.0.3

8. Enter or select the field information in the Image and Volume Details section of Form Input.
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 Image and Volume Details

SFTP ® No Yes ®
* I1SO File Name Select ® =
* New Volume Name HD1.7 ®

. The following table provides the field description for the Image and Volume Details section of Form
Input:

Field Description
*SFTP | SFTP option to upload images.
* No (default) - select a ISO file from the dropdown list.

* Yes - retrieve the 1SO file from SSH File Transfer Protocol (SFTP) server, and then
provide the ISO file path. Make sure to onboard the server in AppViewX Device Inventory
> Device > Others and provide the path name in the ISO File Path field.

*SO Click the retrieve button and then select a desired ISO file name from the dropdown list.
File

Name

*New Enter the new volume name. The format of the volume name must be in the form of HDX.Y,

Volume | CFX.Y, or MDX.Y.
Name

10. Select Generate Qkview File. The possible values for Generate Qkview File are:
» No — This option does not allow to generate Qkview file. By default, this option is selected.

* Yes — Select this option to generate Qkview file. When you select this option, the Upload to IHealth
Portal field is displayed.

* Upload to iHealth Portal ® No Yes

* Select Yes, if you want to upload the Qkview file to IHealth portal.
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The Ihealth Case Number field is displayed.

iHealth Case Number

(Optional) Add Ihealth ticket number in the Ihealth Case Number field.

iHealth Case Number 1-1234

11. Select Renew License. The possible values for Renew License are:
» No — This option does not allow you to renew the license. By default, this option is selected.
* Yes — Select this option to generate

12. Click the Next button.

Request
* Current Version 13.1.4 Build 0.0.3 -
«
A Image and Volume Details
* 1SO File Name BIGIP-14.1.4-0.0.11.iso v ®
bR User Inputs A
| * New Volume Name HD1.7 [O)
* Generate Qkview File No @ Yes
* Upload to IHealth No (® Yes
Portal
iHealth Case Number 1-1234
* Reactivate License No (® Yes ®
Automatically
Next Save draft Cancel

The Confirmation popup opens.

- )
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as an Open request under Request
> My Request.

« If you want to cancel this form, click the Cancel button.

N

13. Click Ok to submit the form.

The software upgrade starts. It takes a while to complete the software upgrade.
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Note:

s\

All.

data.

the workflow.
.

» Arequest is created for this workflow. To view the request, navigate to Menu > Request >

« If there is any failure in running this workflow, start a new workflow by providing the correct

« Alternatively, clone the request, update the correct input data in the form input, and submit

14. After the manual check, click the Proceed button.

Request z
Network Map
Object Type available unavailable
Virtual Server Disabled)
Pools Disabled)
Pool Henbers Disabled)
Disabled) Disabled)

User Inputs A

Initializing <&

Performing F5 HA Sync <

Delay Performing F5 HA Sync

Perform Config Fetch 8]

Get Config Fetch Status <>

Retry Get Config Fetch Status

Active Device Config Fetch <

Perform Config Fetch 8] < » ”

Proceed Cancel
The Confirmation popup opens.
15. Click Ok to submit the form.
16. After the Object Count Comparison, click the Proceed button.
Request o

Getting Objects Snapshot " Review
Before:

Object Count: Before Software U. A Network Map
object Type avatlable offline

Move device to force-offiine » Virtual Server Disabled) Disabled) Disabled)

Copy Configuration to New Volume <

Device reboot »
Delay
Ping Check »

Service Status Check »

Retry Service Status Check

Device Version Check

Release Device From force-offline <
Delay
Getting Objects Snapshot After U <

Object Count Comparision 2

——0—0—0—0—0—0—0—0—0—0—0—0—0—

Disabled)
Disabled)
Disabled)
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The Confirmation popup opens.
17. Click Ok to submit the form.
18. After the Active Device Object Count, click the Proceed button.

F5 BIG-IP System

Request
e ——
Review

Perform Active Device Failover <>
Network Map

Perform Config Fetch 5
Object Type total available unavatlable offline
Virtual Server 1 Disabled) (6 Disabled)

. . Pools 1 Disabled) Disabled)
Get Active Device Config Fet < Pool Members % Dicabled) 5 Disabled)

Disabled) Disabled) Disabled)

Retry Get Active Device Con.

Standby Device Config Fetch »
Perform Config Fetch 1S}
Get Active Device Config Fet. <P

Retry Get Active Device Con.
Backing up the Active device <&

Getting Active Device Object. <P

I Active Device Object Count: ... A

Q

The Confirmation popup opens.

19. Click Ok to submit the form.

20. The implementation process for software upgrade is completed:
<screenshot>

21. In case the request has to be reverted, perform the following steps:
» Go to the Menu > Request > All.
* Right-click the row on your desired Request ID.

+ Select the Rollback option.

Y I ".- DR AT
y 122
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» Select Yes on the Rollback confirmation dialog.

« A new request is triggered for performing rollback.

Compliance

The workflows grouped under this sub-category are:

» Fetch F5 BIG-IP CVEs
* F5 BIG-IP CVE Reporting
* F5 BIG-IP Golden Config Compliance

 Fetch F5 BIG-IP CVEs

* Prerequisites

* F5 BIG-IP CVE Reporting

* Perquisites

* Running F5 BIG-IP CVE Reporting
 F5 BIG-IP Golden Config Compliance
* Perquisites

* Running F5 BIG-IP Golden Config Compliance

Fetch F5 BIG-IP CVEs

F5 BIG-IP System

This workflow fetches a list of CVE vulnerabilities from the Global site https://cve.mitre.org/ and stores

them in the AppViewX Database. By using these vulnerabilities stored in the Database, the managed F5

load balancers in AppViewX can be validated to see whether they are vulnerable or not. This workflow

only downloads the vulnerability data from the site and stores it in the database. The vulnerability
validation and report generation can be done using the F5 BIG-IP CVE Reporting workflow. The

vulnerabilities are identified for the Modules (LTM, GTM, ASM, AFM).
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Prerequisites

e The VM (Virtual Machine) in which AppViewX is installed should have internet access or access to
the proxy server, the proxy server should be configured in AppViewX. To configure, go to Settings >
General > Proxy.

 You must be mapped to a role in which access to Collection, Create/Modify should be enabled to run
this workflow.

Hurreraed barctora.

To run this workflow,
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1. In the Workflow Catalog page, hover over the Fetch F5 BIG-IP CVEs workflow.

# EditLayout &
Catalog Q Sortby v v
Overview
Custom reports Compliance Rules SSH
ly workflows
View/Run VM Instantiation DNS Automation Infoblox IPAM
Scheduled jobs
ly requests
. Security Automation CMDB Sync Reports
Al 28)
Open 0 )
19 ) F5 BIG-IP GTM AVISLB F5 BIG-IP System
ITSM Automation
« Create AVI SLB service - Basic  Fetch F5 BIG-IP CVEs
* Create AVI SLB service « F5BIG-IP CVE Reporting » O
GITOps .
Audit logs X . F5 BIG-IP Golden Config Compliance
* Modify AVI SLB service - Advanced -
The Run and Schedule buttons are shown.
2. Click the Run button.
The script starts running.
.
e

Seript

3. Once the workflow is completed, the CVE vulnerabilities are fetched from the Global site and stored in
the Database.
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o

Sorpd o

(n—a—v

Seript

(g
Note: To view the list of stored vulnerabilities, go to Menu > Collection:

+ P o

Collecion name Mo of documents Tipe Status Activity kg
Cumdor & Compieted

F5 BIG-IP CVE Reporting

This workflow validates the vulnerabilities against the device and generates reports. Before you run this
workflow, make sure to run the Fetch F5 BIG-IP CVEs workflow to get the latest vulnerabilities list from

the Global site.

Perquisites

You must be mapped to a role in which access to Collection, Create/Modify should be enabled to run this

workflow.
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Aarreanaed barctora

Al P b

Running F5 BIG-IP CVE Reporting
To run this workflow,

1.Goto — Menu > Request > View/Run.
The ADC OOB workflows are listed.

Catalog Q

hnreis
Cumiom repors Compliance ey 554

WM Instantiabion DME Aubomaton Irdtpddax IPAM

SaLunty Automation CMECE Syrao R ports

F5 BIG-F GTW ANl LB F5 BBG-IF System

ITEM Automation
Annigraed =

¥
GITOps » P BIGHIP Golde

2. In the Workflow Catalog page, hover over the Fetch F5 BIG-IP CVEs workflow.
The Run and Schedule buttons are shown.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 197



F5 BIG-IP System

Catalog
Overview

Custom reports Compliance
e
View/Run VM Instantiation

Scheduled jobs

Security Automation

F5 BIG-IP GTM

ITSM Automation

Rules

DNS Automation

CMDB Sync

AVISLB

« Create AVI SLB service - Basic

* Create AVI SLB service

# Edit Layout &

Q Sortby v S| A

Infoblox IPAM
Reports

F5 BIG-IP System

« Fetch F5 BIG-IP CVEs

GITOps

Audit logs

* Modify AVI SLB service - Advanced

 F5BIG-IP CVE Reporting » O

* F5 BIG-IP Golden Config Compliance

3. Click the Run button.

The Form Input page opens:

# Bearch Filter

# CVEs and F5s Impacted

F5 Heet R
e et el

4. Enter or select the field information in the Search Filter section of Form Input.

# Search Filter

* Search Filter

* Available Device
Versions

® F5 BIG-IP Version

None Selected

Get CVE AFFECTED F5s

F5 BIG-IP Name

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

198




F5 BIG-IP System

5. The following table provides the field description for the Search Filter section of Form Input:

Field Description

Search

Filter Select the search filter. The possible options are:

» F5 BIG-IP Version — This option allows you to get the devices based on the product
version. The product versions listed in the drop-down option are in the format <major
version>.x.x. The vulnerabilities will be validated for the devices of selected product
versions.

» F5 Big-IP Name — This option allows you to get the devices based on the name.

*Available | Select the devices or product version from the drop-down list for which CVE validation to
Device be triggered. The drop-down list is displayed if Search Filter is F5 BIG-IP Version.
Versions

*Available | Select the devices from the drop-down list for which CVE validation to be triggered. The
Devices |drop-down list is displayed if Search Filter is F5 BIG-IP Name.

6. Click the Get CVE AFFECTED F5s button to get the devices which are affected by the CVE

vulnerabilities.

# CVEs and F5s Impacted

" FSBIG-IFCVE 5... e
F5 Host Name CVE IDs
NN L I ke TR TR T e e i .
v11-gs-{3-ped29.lab.appviewx.net CVE-2016-9244
v11-g5-f5-pa2249. lab.appviewx.net CVE-2016-9250
v11-gs-f5-pa220.lab.appyviews, net CVE-2016-9252
v11-gs-f3-pa229_lab.appview.net CVE-2017-0303
v11-gs-f5-pe229 lab appviewx. net CVE-2017-12190
v11-gs-15-pa229 lab.appviewx.net CVE-2017-15121
1efld Aas IR s lak ammsmaas s i MUIE AR4dT 10ER4

The devices that are affected by the vulnerabilities are listed in the CVEs and F5s Impacted section.
7. If this report is to be sent via email, select the Get Report By Email option as Yes, and then enter the
email IDs in the Email_id field.

* Email_id
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[ Note: Multiple email IDs can be added as comma-separated values.

8. Click the Submit For Detailed Report button.

Note:
* To save this form for later run by clicking the Save Draft button.

» To cancel this workflow, click the Cancel button.

9. Click Ok in the Confirmation popup.
The report generation starts automatically.
10. The CVE Report and CVE Severity Report are generated.
11. To view the CVE Report, click the CVE Report tab in the left panel.

Heal Rame 1P &ddresy Wersion Madiles CVE Beverity

L

Remadation Yen CVE VAL

&

=
The report can be downloaded by clicking the Download ( ) button.

12. To view CVE Severity Report, click the CVE Severity Report tab in the left panel.
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4]

m Darvicon Scancad = 1 | Widosrable Duvices = 1 | Unigos CWEs = 171 | Total CVEx = 330 Vi by F

Total : 329

CVE Savarity Raport

The view of this report can be changed from Pie chart or Donut view by selecting the option from the
View by drop-down option.

13. The CVE Severity Report displays the following details:
» Device Scanned — Total number of scanned devices.
* Vulnerable Devices — Total number of vulnerable devices in the devices scanned.
» Unique CVEs - Unique vulnerability.
 Total CVEs — Cumulative count of severities (Critical, Medium, High, etc.) reported for each module
(LTM, GTM, AFM, and ASM) in the device. The severity reported for a module is identified only if the
module is enabled in AppViewX while adding the device in the Inventory.

The remediation versions are mentioned for each module (LTM/GTM/AFM/ASM) in the vulnerable
devices, in the CVE Report tab. If required, trigger the F5 BIG-IP Software Upgrade on Standalone or
F5 BIG-IP Software Upgrade on HA Devices to fix the vulnerabilities in the device.

F5 BIG-IP Golden Config Compliance

This workflow validates a set of default parameters and custom parameters, if any, in the F5 load

balancers managed in the AppViewX. Post validation, it generates a report of compliant and non-
compliant parameters.

« Complaint parameter - The value of the parameter in the device matches with the value defined in the
Compliance Policy in AppViewX for the parameter.

* Non-complaint parameter - The value of the parameter in the device does not match with the value
defined in the Compliance Policy in AppViewX for the parameter.

This workflow provides an option to make the non-compliant parameters to compliant parameters in

the F5 load balancer by writing the value as defined in the AppViewX. AppViewX ships the Standard
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Compliance policy Default_F5_Configuration_Compliance with Default parameters and sample values.
The Standard Compliance policy file is non-editable. You can create Custom Compliance policies with
Custom or selected Default parameters of your choice.

« Default Parameters — The parameters supported by default in AppViewX are:

« Command to read the values for the parameter.

« Command to write the value for the parameter.

« Command to revert the value for the parameter.
In F5, the commands are defined in AppViewX.

« Custom Parameters — The Parameters newly added by the user. The user must provide the command
to read, the command to write, the command to revert, as an input in the Workflow.

Compliant or Non-compliant parameters are decided based on the logic below:

+ A value is mapped to a parameter in the Policy.

» The Parameter complete config is taken from the device, as a response.

« If the value defined in the Policy is available in the response, then it is compliant, else non-compliant.
For a few default parameters (syslog_param, cm-device-group-auto-sync, net-self-allow-service), the
logic changes. For more details, click here.

Perquisites

You must be mapped to a role in which access to Collection, Create/Modify should be enabled to run this

workflow.
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e burd tora.

Al Fard e

Running F5 BIG-IP Golden Config Compliance
To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the F5 BIG-IP Golden Config Compliance workflow.

4]

i B Lot

GITops -
Croprvirs
F5 BIGHP Syafem F& BIG-F GTI
Cusom mpar Akt O gl ateon
F5 E8G-F Repats
o CMEE Syme
F j * D
indokina IPAM
FS BaG-P LTM AVISLE

Aasigred . . ot P LT ViP Advarced . it 841 SLE mervicn - By

The Run and Schedule buttons are shown.

3. Click the Run button.
The Form Input page opens:
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# Compliance Parameters

4. Select the Select Compliance Policy from the drop-down option.
The Compliance Policy options are:
» Create New Compliance — Select this option if you want to create a custom compliance policy file.
When you select this option, the Compliance Policy Name field is shown in the form input to enter the
name of the compliance policy file name.

 Default_F5_ Configuration_Compliance - Select this option to use the Standard Compliance policy
file, which was shipped by AppViewX.

» <Custom Compliance Policy File Name> - Other custom compliance policy files If any custom
compliance policy file was created already.

5. Select the Select Type options are:

* Select Comphance Paolicy Default_F5_Confguration_Complance -

Select Type 8 Dewoe Mame Device Group

- Device Name - When you select Device Name option, you get the option to select devices in the
Device Name field for which the compliance policy validation is triggered.

[ Note: Only the devices that are in managed and active status are displayed for the selection]
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* Select Compliance Policy test_ US policy Compliance -
* Select Type # Device Mame Device Group
" Device Mame 4 selected -

» Device Group - When you select the Device Group option, you get the option to select the device

group in the Device Group field for which the compliance policy validation is triggered.

N

(
Note: Only the devices that are in managed and active status within the group are displayed]

* Select Type Device Nama @ Device Group

* Device Group Us_DC -

Active Davices in

Groups
US_DC : ['g5-15-pe 305 lab.appviews.nel, 'gs-15-pe306 . lab.appviews_net]

6. After the Device Name selection or Device Group selection, the Compliance Parameter Table is

updated with the parameters based on the selected compliance policy.

* Compliance Para... e
Config/lParameter Ty... Config/Parameter Na... Value Confi
Default sys-global-setting-gui-s...  enabled Mg =
Default sys-global-sefting-gui-s...  enabled NiA
Default sys-globalsetting-cons... 0 MIg
Default sys_search dns appviewxZ... N#
Default syslog_param ['syslog n... N2
Default timezone GMT M

¥
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» When the Create New Compliance or Default_F5 Configuration_Compliance option is selected
in the Select Compliance Policy field, the Compliance Parameter Table displays the Default
parameters.

» The Default Parameters Value in the Compliance Parameter table must be modified accordingly.
To modify,
* Select a Param:

ConfigParameter Ty... Config/Parameter Ma...  Value ConfigParameter Comma... Fen
Diedault banner_name Loggedint A I
Dhedault DanNer_SLie dhsabled WA

Modify Value for a Param:

F
EA button.

* New Custom Parameters can also be added. The custom parameter can be added by providing

» Update the Value. To update the modified value into the table, click the edit

the details for it as follows:
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Config/Parameter Custom v
Type

* Config/Parameter http_profile
Name

* Value 7

hitp_xforwarded-for

* Config/Parameter list Itm profile http http_xforwarded-for @®
Command

* Remediation kreate Itm profile hitp hitp_xforwarded-for {inse ©)
Command

« If the Default compliance policy is selected and the values are modified, save this as a new

compliance policy by clicking the Save as option as Yes.

« If you select the Save as option as No, the modified values or added any custom parameter will
not be saved as a new compliance policy.

 On selecting a specific compliance policy in the beginning of this form, the Compliance Parameter
Table displays default and custom parameters as customized.

« If any values are modified or any new custom parameter is added to the table, then you can save

them in the compliance policy by selecting the option Update Policy — Yes.

" Update Polcy o No Yes
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o ™
Note:

* You can only update the values for the default parameters and should not modify the Config/
Parameter Name field for Default parameters. Modifying the Config/Parameter Name field
might lead to incorrect validation.

» Any new Config/Param added as type Default will also be considered as Custom parameter.
N /

7. In the Compliance Parameter Table, select or enter the following details:

Field Description

Config/ You can select Custom or Default Config/Parameter type. For Custom Compliance
Parameter | policy, the Config/Parameter type is considered as Custom by default even if it is

Type selected as Default.

Config/ Enter the config/parameter name.

Parameter

Name

Value Enter the expected value in the device for the parameter.

Config/ Enter the command to validate the parameter (Applicable only for Custom Parameter).

Parameter | For the Default parameter, the command is defined by AppViewX.
Command

Remediation | Enter the command to remediate the parameter (Applicable only for the Custom
Command | parameter). For the Default parameter, the command is defined by AppViewX.

8. To add a new parameter to the Compliance Parameter Table, click Add (IEI) button After adding the
parameter, you can manage (update/delete) it.

9. Click the Submit button.
The Confirmation popup opens.

( Note:

« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
All.

« If you want to cancel this form, click the Cancel button.
N J

10. Click Ok to submit the form.
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11. The Compliance Check runs automatically and generates Compliance Grid Report.
12. From the Compliance Grid Report, you get to know if the device parameters are Compliant or Non-
Compliant.

You can download the Compliance Grid Report in the .csv or .xisx format by clicking the Download

=i
( ) button.
Request =)
=
Device Name Config|Param Name Device Config Expected Value Status
gs-f5-peb5.lab.appviewx.net  banner_name sys sshd { LoggedintoF5 Compliant
banner-text LoggedintoF5
}
User Inputs Fs gs-f5-peb5.lab.appviewx.net  banner_state sys sshd { disabled Compliant
banner disabled
Compliance check &> }
gs-f5-peb5.1ab.appviewx.net  cm-device-group-auto-sync cm device-group disabled Compliant
PR Compliance Grid Report H device_trust_group {
I auto-sync enabled
devices {
gs-f5-peb4.1ab.appviewx.net
{}
gs-f5-peb5.lab.appviewx.net
=N

The summary of the Compliance Grid Report are:
* The first column displays the device name.
* The other columns display Config/Parameter names.
* The report has two body rows. They represent the following:
* First Row - the status of the Parameter in the device.
» Second Row - the actual value of the parameter in the device.
13. Click the Submit button, and then click Ok in the confirmation pop-up.
The Compliance Diff check runs.
14. The Compliance Diff check displays the details of non-compliant parameters for each device.
15. The details are:
» Parameter name and the value in the selected policy — shown in the left side of the diff Palate-
Golden Config.
« Parameter name and the value in the selected device - shown in the right side of the diff Palate-
actual config.

Note: To view the compliance difference for the other devices, select a device from the field
value drop-down list in the left and/or right side of the diff Palate.
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L]

L

16. Click the Submit button, and then click Ok in the confirmation pop-up.
17. The Compliance Policy Create/Update runs automatically:

Complancs Pobcy CrestsUpdes

QBB v

lLogn - Complaros Fobay Crame g

(o
Note: At this phase, the policy is created/updated if you have selected the option Create New
Compliance, SaveAs — Yes, Update Policy -Yes in the form input.

N

18. Remediation Review: The Page displays a list of the Non-Compliant Parameters. By default, two

options are displayed: No, Yes.
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» No — By default this option is selected. When this option is selected and you Submit, the remediation
will not be applied to the non-compliant parameters, the workflow ends.
* Yes — When you select Yes, the remediation table is displayed for the non-compliant parameters.

* Remediation Mo @ Yes
Required
* Info -
Below Table list the Non-Compliant Parameters In the respective Devices and Remediation
detalls.
Ensure the Remediation and Rollback detalls are updated by executing the “Validate’ bution
Remediation Table "
[ Device Na... Config/Parameter Ty... Config/lParameter Na... Expected
O vit-gs-5-p... Default sys-global-setting-gui-s...  enabled
U vit-gs-f5p... Default timezone GMT
O wi2-gs-fS-p... Default sys-globalsetting-gui-s...  enabled
O vi2gsf5-p... Default timezone GMT
i [
* Device Name
* Config/Parameter
Type
* Config/Parameter
Mame
* Expected Value (0]
* Actual Value e )
Enter text
* Remediation 6]
Command
* Rollback Command o
-
Validate
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Note:

« In case any custom parameter is part of this remediation table, then update the rollback
command in the Rollback Command field.

* For default parameters, the remediation or rollback command is not required to be provided.

« If the rollback command is not updated for the custom parameter, you do not get the rollback
option in case to revert the device parameter to the older state.

 Once the remediation command and rollback command are updated to the device, click the
Update button.

- Validate the remediation and rollback details by clicking the Validate button until the
message Validation is Successful is seen.

u’ LA B Sl TR T T b "u

. J

19. Click the Submit button, and then click Ok in the confirmation pop-up.
The update of remediation and rollback commands run automatically and generates Review
Commands to review and implement the changes.

= Reguest D=5

4]

Ermackation Rogiriediatai

20. If required, review the commands that are about to be executed in the F5 load balances in the
following tabs:

» Remediation
* PreRemediation — List the values of the parameter, prior Remediation.

* Rollback — Revert the parameter’s value to the previous state of Remediation.
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» PostRemediation - List the values of the parameter, post Remediation.

4]

4]

22. Once reviewed the commands, click the Implement button, and then click Ok in the confirmation pop-

up.
The implementation process completes:
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4]

PostRemadiation

PosFlomadkabon

23. In case the request has to be reverted, perform the following steps
 Go to the Menu > Request > All.
* Right-click the row on your desired Request ID.

+ Select the Rollback option.

L s 1k

.\. I _'.- DRI T
= 122

» Select Yes on the Rollback confirmation dialog.
* A new request is triggered for performing rollback.
24. Mapping for the Default Parameter Name to Actual Parameter in Device:
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Default

Actual Parameter
Parameter Name

banner_name:

banner_state

cm-device-group-

Compliant or Non-Compliant is decided based on the below logic:
auto-sync

In each of the cm device-group config, first it is checked whether “type sync-failover” is
there. If it exists, then “auto-sync” value in the device is cross checked with the value
defined in the Policy, if all match compliant, else non-compliant. Remediation happens
only for Non-Complaints.

dns_ip_address

gateway _ip

httpd-allow

httpd-auth-pam-idle-

timeout

httpd-redirect-http-to-
https
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Default

Actual Parameter
Parameter Name

httpd-ssl-protocol

net-self-allow-service
The Parameter is compliant or Non-Compliant is decided based on the key “allow-

service”. In each net self config, it is checked if the value of allow-service in the device
matches with the one defined in AppViewX. If all config matches, it is Compliant, else
it is Non-Compliant. Remediation happens only for the config that are Non-Compliant.
Only Default Values are supported (none, default, all) and no custom values are
supported. Example for custom value is tcp:8844.

ntp_ip_address

ssh_inactivity timeout

sys-global-setting-gui-

security-banner

sys-global-setting-gui- |

setup

sys-globalsetting-
console-inactivity-

timeout

sys_search_dns
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Actual Parameter

syslog_param

syslog_param

Compliant or Non-Compliant is based on the points below:

- If the IP and Port defined in Golden config match with the device, then compliant.

Then, no action is required.
« If Syslog Name, IP, or port defined in Golden config does not match, then it is non-

compliant. Then, update the IP or port.
« - If the Syslog Name and IP or port defined in the golden config do not match, then

create a new Syslog config.

timezone
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« Create AVI SLB service — Basic

« Modify AVI SLB service

« Modify AVI SLB service — Advanced
« Delete AVI SLB service

Create AVI SLB service — Basic

This workflow creates a virtual service on AVI devices. The virtual service can be of HTTP, HTTPS, L4, or
L4 SSL/TLS type. The SSL certificate and SSL profile can be attached based on the virtual service type.
The Pool members can be attached as IP and hostname, IP range, or IP group.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create AVI SLB service — Basic workflow.
The Run and Schedule buttons are shown.

# EditLayout &

orkflow dashboard

o . )
verview F5 BIG-IP System Delete_Firewall_policy
Custom reports. + Create_Static_Route_Rule * Instantiate a new VM on vSphere with Ser...
ty workflows « Delete_Static_Route_Rule
+ Create_NAT_Rul
View/Run « F5BIG-IP Config Compliance reate_NAT_Rule
Scheduled jobs Moi=3
«  Software upgrade on HA BIG-IP devices
] + Software upgrade on Standalone F5 devices Qi ste Network Automation
Open
Closed Y Infoblox IPAM
* Delete AVI SLB service « Configure Loopback Interface
Faied « Configure OSPF and Advertise Network
gned Reques! + Create AVI SLB service - Basic > O « Create or Apply ACL
« Delete Infoblox DNS records - Advanced
Assigned ) Run
« Delete Infoblox DNS records « Modifv AVI SLB service - Advanced
Audit
Audit logs Bluecat IPAM AVIGSLB

* Modify Infoblox DNS record - Advanced

3. Click the Run button.
The Form Input page opens:
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Request > Create AVI SLB service - Basic :: FormBuilder

« &

A Device Info «
Data Center Select v
* Device Name Select
& * Tenant Name Select
| * Cloud Select
* VRF Select

A Virtual Service Info

* Name

* VIP Address

* Service Port

Application Type HTTP v

Submit Save Draft Cancel

4. Select the field information in the Device Info section of Form Input.

A Device Info

Data Center Inventory Device ADC v
* Device Name Inventory Device ADC Add AVIV2... ~
* Tenant Name SDET AUT Delete SLB Tenant v
* Cloud SDET AUT Delete SLB Cloud v
* VRF SDET_AUT Delete SLB VRF v

5. The following table provides the field description for the Device Info section of Form Input:

Description

Data Displays the list of datacenters of the devices, which are created in the Device Inventory.
center | Select the datacenter of a device from the drop-down option for which this request is to be
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Field Description

created. For the devices, which are created without a datacenter in the Device Inventory,
select the datacenter as None.

*Device | Displays the list of devices associated with the selected datacenter. If the datacenter is
Name |selected as None, the devices that are created without datacenter details are listed. Select
the desired device from the drop-down option.

*Cloud | Clouds are containers for the environment that Vantage is installed or operating within.
During the initial setup of Vantage, a default cloud, named “Default-Cloud”, is created.
This is where the first Controller is deployed, into Default-Cloud. Additional clouds may be

added, containing SEs and virtual services. Select a cloud from the drop-down list.

*Tenant | A tenant is an isolated instance of Avi Vantage. Each Avi Vantage user account is

Name |associated with one or more tenants. The tenant associated with a user account defines
the resources that users can access within Avi Vantage. When a user logs in, Avi Vantage
restricts their access to only those resources that are in the same tenant. Select a tenant's

name from the drop-down list.

*VRF | The Virtual Routing Framework (VRF) is a method of isolating traffic within a system. This
is also referred to as a “Route Domain” within the load balancer community. Select a VRF
from the drop-down list.

6. Enter or select the field information in the Virtual Service Info section of Form Input.
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A Virtual Service Info

* Name WIWW.appViewx567.com
* VIP Address 10.192.10.23
* Service Port 22
Application Type HTTP -
Select Servers e IF IP Range IP Group
MNote e

FQDN for server can be provided in next field. It is mandatory to provide an IP address corresponding to each FQDN .

DNS

Server Details v

L) DNS P IP Range IP Group

7. The following table provides the field description for the Virtual Service Info section of Form Input:

Field Description

*Name Enter the name of the virtual server.
*VIP Enter the VIP address.
Address
*Service Enter a service port.
Port
*Application
Type Select one of the following application types from the drop-down list:
« HTTP
*« HTTPS
° L4
* L4 SSL/TLS
*Select
Select one of the following servers for the pools to be attached:
Servers
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Field Description

<P
* IP Range
* |IP Group
DNS Enter the FQDN.
IP Enter the IP address.
Server Click the add icon to add the virtual server details to the list. After adding the server
Details details to the list, you can manage them.

8. Click the Submit button.
The Confirmation popup opens.

(g N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /
9. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
(L N
Note:
- If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N /

10. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request View

implementation implementation

prevalidation

Bl <cevice-gs-avi-pea3. Lab_appviews net</device>
rollback 2 https: 63.144.224/ap1/pool</ur L<typesPOST</type=<
2.168.144.224/apt /virtualservice</url><type-POS

*application) json”, “X-Avi-Version"-"18.2)

tent-Type”- “application/json’ , "X-Avi-Vers|
Input Form

postvalidation

Generate payload »

AVI Virtual Service Create

—r—0—0—0_(v)

Comments

11. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.

Request

implementation ‘ implementation

prevalidation

Fl <device-gs-avi-pesi.lab.appviewx-nef

rollback [l <rest><url-https://192.168.144.224, = e e-b8d185df - 1a22-4b64- ad94- 888e39f2f9ea</url><type>PUT</type;
3 Add new config
Form - postvalidation 2 Edit
[ Delete
Payload Generator »

GSLB Modify <

——0—0—0_(v)

Comments

==

12. After the review, click the Submit button.
The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

13. Click Ok to continue the workflow creation.
It takes a while to complete the request.

14. The workflow is created and the email is triggered to the configured email IDs.
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F <
o

T Input Form A

T Generate payload

T AVI Virtual Service Create

T Revi - Email Notification

Success

T Prevalidation

T Implementation

T Postvalidation

?
@ Logs - Email Notification

(g
Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

N

Modify AVI SLB service
By running this workflow, you can modify a virtual service on the AVI device.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Modify AVI SLB service workflow.
The Run and Schedule buttons are shown.
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Data Center

ClD * Device Name

Input Form * Tenant Name

Je

* Cloud

* VRF

A Virtual Service Info

* Name
* VIP Address

Service Port

* Enable SSL

Inventory_Device_ ADC v

Inventory_Device ADC_Add_AVIV2... ~

SDET_AUT Delete_SLB_Tenant v
SDET_AUT Delete_SLB_Cloud v
SDET_AUT Delete_SLB_VRF v

.

® True False

ibmi

The Confirmation popup opens.

5. Modify the necessary details of a virtual service for a device.
6. Click the Submit button.

# EditLayott &
Catalog s
Overview
=T Others F5BIG-IP AS3 Bluecat IPAM
AVI SLB Ansible Orchestration
« Create LTM Application Services
e s s o~ « Modify LTM Application Services
« Modify LTM Application Services with Config Compare Network Automation
* Delete AVI SLB service « Delete LTM Application Services
* Modify AVI SLB service - Advanced 5 Openshift
Load Balancer Automation - A10
| Modify AVI SLB service
VM Instantiation
F5 BIG-IP LTM Infoblox IPAM
F5 BIG-IP Reports
+ Delete F5 LTM VIP with Service Now « Delete Infoblox DNS records - Advanced
» Disable and Delete F5 LTM VIP « Delete Infoblox DNS records
Archival requests « Get Unused LTM VIP and Delete
Restore requests « Create Infoblox DNS records - Advanced
o Application Service Deployment (AS3) Load Balancer Automation - NginxPlus
Manage Catalog S
3. Click the Run button.
The Form Input page opens:
4. Provide the device information and fetch the details of a virtual service.
Request >
«
A Device Info .

Note:
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« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.

7. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

( Note: )

- If there is any failure at this stage, start a new request by providing the correct data.

« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.

N

8. Review the input data under the implementation, rollback, and postvalidation tabs:
Req

Request View

‘ implementation

Input Form o postvalidation
Generate payload

Modify Virtual

pl

Review A

9. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.
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implementation implementation
prevaligation ROl <device-gs-avi-ped3.lab_appviewx_net</device>
Q rollback 2 https://192. 168 144.224/ap1/pool</ur 1><type>POST</ type><header>{"Cc
Elll <rest><url>https://192.168.144.224/api/virtualservice/virtualservice-7cabai8e-9ff:
T Input Form L) postvalidation -
T Generate payload &
T Modify Virtual
i
Comments
BN k=N
10. After the review, click the Submit button.
The Confirmation popup opens.
Note: To stop running the workflow creation, click Cancel.
11. Click Ok to continue the workflow creation.
It takes a while to complete the request.
12. The workflow is created and the email is triggered to the configured email IDs.

(1)—0—0-—0-—0-—0-—0-—0—0_(v)

Request View

nput Form 2
Generate payload »
Modify Virtual »
Review 2

Prevalidation

mplementation

Postvalidation

Email Notification

Email Notification

Success

Logs - Email Notification

€8/23/2621 12:22:43 - Initiating Enatl Notification
g8/23/ame112:20:45) - Bt triggered: EnatlMotification
es)

23/2621 12:22:44 - Send Email Successful: Email Notification
8/23/2621 12:22:44 - Enail Notification Completed

N

stage of the request, click the respective stage.

(g
Note: The stages of the request are shown in the left-side of the screen. To view a particular
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By running this workflow, you can create a virtual service on an AVI device. You can modify advanced

parameters (like SNAT IP, host name translation, etc.), objects (like application profile, network profile,

WAF policy, etc.), and/or pools attached to a virtual service.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

Custom reports.

Archival requests

Restore requests

Preference

Manage Catalog

Catalog

[others

AVI SLB

* Modify AVI SLB service - Advanced

« Modify AVI SLB service

+ Create AVI SLB service - Basic

F5BIG-IPLTM

« Disable F5LTM VIP
+ Enable and Disable F5 LTM Pool Members
+ Manage F5 LTM Data groups

« Manage F5 LTM Pool members with Service Now

Application Service Deployment (AS3)

F5BIG-IP AS3

« Modify GTM Application Services

« Create GTM Application Services

+ Create LTM Application Services

= Mdifs | TM Annlinafinn Qaninas

Load Balancer Automation - A10

Infoblox IPAM

« Delete Infoblox DNS records - Advanced

+ Delete Infoblox DNS records

« Create Infoblox DNS records - Advanced

Load Balancer Automation - NginxPlus

# Edtlayost &

Bluecat IPAM

Ansible Orchestration

Network Automation

Openshift

VM Instantiation

F5 BIG-IP Reports

Custom reports

Archival requests

Restore requests

Preference

Manage Catalog

The Run and Schedule buttons are shown.

Catalog

[others

AVI SLB

« Modify AVI SLB service - Advanced

« Modify AVI SLB service

+ Create AVI SLB service - Basic

F5BIG-IPLTM

+ Disable F5 LTM VIP
+ Enable and Disable F5 LTM Pool Members
+ Manage F5 LTM Data groups

* Manage F5 LTM Pool members with Service Now

Application Service Deployment (AS3)

F5BIG-IP AS3

+ Modify GTM Application Services

« Create GTM Application Services

+ Create LTM Application Services

= Mdifs | TM Annlinafinn Qaninas

Load Balancer Automation - A10

Infoblox IPAM

« Delete Infoblox DNS records - Advanced

« Delete Infoblox DNS records

« Create Infoblox DNS records - Advanced

Load Balancer Automation - NginxPlus

# Editlayott &

Bluecat IPAM

Ansible Orchestration

Network Automation

Openshift

VM Instantiation

F5 BIG-IP Reports
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3. Click the Run button.

The Form Input page opens:

Reauest
Request View A Device Info B
Data Center Select v
* Device Name

* Tenant Name

* VRF

A Virtual Service Info

* Name c M
* VIP Address

* Service Port

* Enable SSL ® True () False

L]

* Services

[ service Port Enable SSL

‘Submit Save Draft Cancel

4. Enter or select the field information in the Device Info section of Form Input and retrieve virtual service

details for the device.

Workflow > Modify :: Modify AVI SLB service - Advanced :: master > Preview | [@ Debug
Data Center None .
* Device Name gs-avi-pe51 lab appviewx net v
& . * Cloud Default-Cloud v
Bl Input Form &
I * Tenant Name admin v
* VRF global v

A Virtual Service Info

* Name production_vs .
* VIP Address 10.10.2.28
* Service Port

* Enable SSL ® True False

* Services

‘Submit Save Draft Cancel

javascriptvoid(0)

5. Modify the necessary details of a virtual service and pool details for a device.
6. Click the Submit button.
The Confirmation popup opens.

( Note: W
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« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.

7. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

( Note: )

- If there is any failure at this stage, start a new request by providing the correct data.

« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.

N

8. Review the input data under the implementation, rollback, and postvalidation tabs:

Workflow > Modify - Modify AVI SLB

master Preview || @ Debug <
implementation ‘ implementation
1l prevalidation

rollback

287e-4c59-a93¢-509Tbsabbl1e</url><typePUT</ty]
ualservice-ag2ddedd-eobb-4186-96Fc-80ad4779e54de</ur’

Input Form 2 postvalidation

Generate payload

Modify Virtual

Review &

Comments

N K=

9. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.
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Workflow > Modify - Modify AVI SLB service - Advanced :: master

Preview || @ Debug <
implementation implementation
Tl prevalidation
)5-avi-pe51.lab.appviewx_net</device>
rollback <i /1192 168_144_224/api/pool/pool -eb5338bd - 287e-4c59-a93c-509fbSabbl1e</url><type=PUT</type><header>|
<i ://192.168 144 rtualservice-a92d4ed4-e9bb-4180-96fc-806a4779%e54de</ur L><tyy
+ Add new config
Input Form 2 postvalidation
2 Edit
Generate payload & [ Delete

Modify Virtual @

Review A

——0—0—0—v)

Comments

m Cancel

10. After the review, click the Submit button.
The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

11. Click Ok to continue the workflow creation.
It takes a while to complete the request.

12. The workflow is created and the email is triggered to the configured email IDs.

Workflow > Modify :: Modify AVI SLB service - Adva

Request View

Preview || @ Debug <

Input Form A
Generate payload @
Modify Virtual
Email Notification
Review A

Success

Prevalidation
Implementation

Postvalidation

Email Notification =

Logs - Email Notification

(m)—0—0—0—0—0—0—0—0v)

09/14/2621 16:21:49 - Initiating Email Notification

09/14/2621 16:21:49 - Email triggered: Email Notification

©9/14/2021 16:21:49 - Provided Email Id asdf is not valid

09/14/2021 16:21:49 - Could not sent mail. Mail To address is empty or invalid format
©9/14/2621 16:21:49 - Send Email failed: Email Notification

09/14/2621 16:21:49 - Email Notification Completed

(o
Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

N
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Delete AVI SLB service

By running this workflow, you can delete a virtual service from AVI device by fetching all virtual services

based on device, cloud, and tenant name.

1 Warning: This workflow deletes attached objects like pool, application profile, network profile,
etc.

To delete Infoblox DNS records,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Delete AVI SLB service workflow.
The Run and Schedule buttons are shown.

3. Click the Run button.

The Form Input page opens:

Data Center None
* Device name gs-avi-pe51 lab. appviewx net
o * Select
] Delete AVI Form A Cloud Name

* Tenant Name

A VIP config

* Virtual Service

Submit Save Draft Cancel

4. Provide the SLB service details are to be deleted.
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Data Center None
* Device name gs-avi-pe5 1 Iab. appviewx net
o N Default-Cloud
EER" Doicte AV Fom & Cloud Name u
I * Tenant Name admin
A VIP config
* Virtual Service production_vs R

Submit Save Draft Cancel

5. Click the Submit button.

The Confirmation popup opens.

- ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
. J
6. Click Ok to submit the form.
The validation starts automatically, and reaches the Review stage.
- ™
Note:
- If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N J

7. Review the input data under the implementation, rollback, and postvalidation tabs:
8. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.
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Workflow > Modify :: Delete AVI SLB service :: maste

Request View

Preview | @ Debug <

implementation implementation
1] prevalidation
«device>gs-avi-pe51.lab.appviewx.net</device>
rollback <rest: 168144 virtualservice/virtualservice-8d237d27-9183-428a-9c18-6ade96ec312c</ur Lo<typ
<rest><url>https://192.158 7327568 -ea62-4eed-91dc- f6£523860d57</url><type-DELETE</ type><head|
+ Add new config
Delete AVI Form - postvalidation
2 Edt
T Delete virtual » fi Delete
I Review 2

Comments

9. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

10. Click Ok to continue the workflow creation.
It takes a while to complete the request.

11. The workflow is created and the email is triggered to the configured email IDs.

Workflow > Modify - Delete AVI SLB service :- master

Request View

Preview | @ Debug (52

Delete AVI Form A
Delete virtual <&
Review A

Email Notification
Prevalidation

Success
Implementation

Postvalidation

Email Notification

(m)—0—0—0—0—0—0——0v)

Logs - Email Notification

- Enatl Notification Conpleted

(o
Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

N
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Chapter 7: AVI GSLB

« Create AVI GSLB service
« Modify AVI GSLB service
« Delete AVI GSLB service

Create AVI GSLB service

By running this workflow, you can create a GSLB service in AVI devices. Provide the Domain names
according to the subdomains configured on the device, Health Monitors, and application persistence
profiles for the GSLB service. The pool members can either be an IP or existing virtual service.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Create AVI GSLB service workflow.
The Run and Schedule buttons are shown.

3. Click the Run button.
The Form Input page opens:

A Device Config «

Datacenter None
* Device Name
A GSLB Config
* GSLB Name
* Application Name

Domain Names

Application Name
No records found

* Health Monitor None Selected Y

Controller Health status ® Faise () True

Next Save draft Cancel

4. Enter or select the field information in the Device Config section of Form Input.
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A Device Config

Datacenter None v
* Device Name gs-avi-pe43.lab.appviewx.net v
Tenant admin v

5. The following table provides the field description for the Device Config section of Form Input:

Field Description

Datacenter

Displays the list of datacenters of the devices, which are created in the Device
Inventory. Select the datacenter of a device from the drop-down option for which this
request is to be created. For the devices, which are created without a datacenter in the

Device Inventory, select the datacenter as None.

*Device

Name

Displays the list of devices associated with the selected datacenter. If the datacenter
is selected as None, the devices that are created without datacenter details are listed.

Select the desired device from the drop-down option.

Tenant

A tenant is an isolated instance of Avi Vantage. Each Avi Vantage user account is
associated with one or more tenants. The tenant associated with a user account defines
the resources that users can access within Avi Vantage. When a user logs in, Avi
Vantage restricts their access to only those resources that are in the same tenant.

Select a tenant from the drop-down list.

6. Enter or select the field information in the GSLB Config section of Form Input.
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Co

A GSLB Config

* GSLB Name

* Application Name

*

Domain Names

O Application Name
No records found

* Health Monitor None Selected - Y
Controller Health ® False () True
status

* Health Monitor Scope GSLB_SERVICE_HEALTH_MONITOR_AL... ~
Pool Load Balancing GSLB_SERVICE_ALGORITHM_GEO v
Algorithm
Site Persistence ® False () True @
Enabled

-
Ib_algorithm GSLB_ALGORITHM_GEO v
Pool Member Type ® P Virtual Service
Pool Member IP
Pool Member Enabled ® True () False
Priority
Ratio @®
Public Ip

Pool Members

No records found

TTL served by DNS
Service

Down Response GSLB SERVICE DOWN RESPONSE N... ~

Number of IPs returned

pyria’h?% 7072 AppViewX, Inc. All Rights Reserved.

[J  Pool Name Ib_algorit... Pool Member Ty... Pool Member...

Pool Membx
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7. The following table provides the field description for the GSLB Config section of Form Input:

Field Description

*GSLB Enter GSLB name.
Name
*Application | Enter the name of the application associated with the object.
Name
*Domain
Names Make use of the following buttons to add and manage application name.
*Health An association between a health or performance monitor and an entire pool, rather
Monitor than with individual pool members. This eases the task of configuring health and
performance monitoring for multiple web servers. To get the list of health monitors,
-
|Q
click the Retrieve button, and then select the objects from the drop-down
option.
Controller
Select the health status. The possible values are:
Health
status - False (default)
« True - enables you to verify the proper operation of your system and ensure your
hardware and software function at peak efficiency.
*Health Select the health monitor scope from the drop-down list.
Monitor
Scope
Pool Load | Select the pool load balancing algorithm from the drop-down list.
Balancing
Algorithm
Site Click the True radio button to enable site persistence and when a local DNS makes
Persistence | repetitive requests on behalf of a client, the system reconnects the client to the same
Enabled resource as previous requests.
*Pool Name | Enter the pool name.
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Field Description

Ib_algorithm | Select the Ib_algorithm from the drop-down list.
Pool
Select the virtual configuration type. The possible values are:
Member g P P
Type . IP
« Virtual Service
Pool Enter the IP address or virtual service. Based on the selection that is made in the Type
Member IP |field, enter the IP address or retrieve and select a virtual service from the drop-down
list.
Pool By default, the pool member is enabled. To disable the pool member, click the True
Member radio button.
Enabled
Priority To specify a priority, you must activate priority group usage when you create a new
pool or when adding or removing pool members. When activated, the system load
balances traffic according to the priority group number assigned to the pool member.
Ratio The system selects a pool based on the ratio that you assign to the pool. Enter the
ratio of the pool.
Public Ip Enter the public IP address.
Pool The pool members can be added or managed by using the following
Members
+
] + e c
TTL served [ Specify TTL (time to live) settings for Infoblox host records and resource records. TTL
by DNS is the time that a name server is allowed to cache data. After the TTL expires, the
Service name server is required to update the data.
Down Select the down response from the drop-down.
Response
Number Enter the number of IPs that are returned by the DNS service.
of IPs
returned by
DNS serve
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o ™
Note:

- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.
N /

9. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

. M
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N /
10. Review the input data under the implementation, rollback, and postvalidation tabs:
Reaquest 2
implementation implementation
prevalidation

1 B vi-ped3_lab_appviewx_net</d
rollback : B ttps://192.168.144.224/api/g </url><type>POST</type><header>{"Content -

Form 2 postvalidation
Payload Generator <>

Create GSLB <

| R Review A

Comments

XN =N

11. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.
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Q

Request

Request View
implementation implementation
»
prevalidation of
<device>gs-avi-ped3.lab_appviewx_net</device>
rollback <res 1>https://192 [igh te</url><type>POST</type><header>{"Content-
+ Add new config
Form A postvalidation ﬁ Edit
[ Delete
Payload Generator &>
Create GSLB <P

I Review A

Comments

[ ot [ oo
12. After the review, click the Submit button.
The Confirmation popup opens.
[ Note: To stop running the workflow creation, click Cancel. j

13. Click Ok to continue the workflow creation.
It takes a while to complete the request.
14. The workflow is created and the email is triggered to the configured email IDs.

Note: The stages of the request are shown in the left-side of the screen. To view a particular

stage of the request, click the respective stage.

Modify AVI GSLB service

By running this workflow, you can modify a GSLB service on AVI device. In modifying flow, it lists
available domains under GSLB service and you can add or modify domains. The pool members can also

be modified.

To run this workflow,

1.Goto = Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Modify AVI GSLB service workflow.
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The Run and Schedule buttons are shown.

3. Click the Run button.

The Form Input page opens:

Request >
Datacenter None v
* Device Name gs-avi-pe51 lab.appviewx net v

i o == :

A GSLB Config

* GSLB Name Select NI
* Application Name
* Domain Names
O Application Name
No records found
* Health Monitor None Selected - E =%
Controller Health status ® False O True
Next Save draft Cancel

4. Provide the device information and fetch the details of a GSLB configuration.

Request > \

A Device Canfig «

Datacenter None M

* Device Name gs-avi-pe51.lab.appviewx.net v

i o - :

A GSLB Config

. ]

* GSLB Name testappviewx v

* Application Name www applcationtestsiacktest.abc.com

* Domain Names

Application Name
www applcationtestslacktest test com

* Health Monitor System-GSLB-Ping - =

Controller Health status ® False True

Next Save draft Cancel

5. Modify the necessary details of GSLB service.
6. Click the Next button.

( Note: W
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« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button. The form will be saved as Cancelled
request under Request > My Request.

N

7. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

( Note:

« If there is any failure at this stage, start a new request by providing the correct data.

 Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.

N

8. Review the input data under the implementation, rollback, and postvalidation tabs:
Request

implementation | implementation

prevalidation
pes1_Lab_appviewx.ne
rollback - 5://152.168.144.224 rvice/g

T Form - postvalidation
T »

slbservice-b8d185df -1a22-4b64-ad94-888e30F2F0ea</url><type-PUT</typel

Payload Generator

GSLB Modify

:

Comments

= ==

9. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.
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implementation implementation

prevalidation

Fl <device-gs-avi-pesi.lab.appviewx.nef

rollback FIN <rest><url>https://192.168.144.224, aalbeanidce | bad185df - 1a22-4b64-ad94-888e39F2f9ea</url><type>PUT</type:
3 + Add new config
Form - postvalidation 2 Edit
B Delete
T Payload Generator &
T GSLB Modify »

Comments

10. After the review, click the Submit button.
The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

11. Click Ok to continue the workflow creation.
It takes a while to complete the request.

12. The workflow is created and the email is triggered to the configured email IDs.

Request

Form
Payload Generator s
GSLB Modify <

Email Notification
Review A
Success
Prevalidation

Implementation

Postvalidation

Email Notification (=]

(m)—0—0—0—0—0—0—0—0_(v)
bl

Logs - Email Notification

89/14/2021 15:16:48 - Initiating Enatl Notification
- Email triggered: Email Notification
- Could not_sent mail. Mail To address is empty or invalid format.
- Send Ematl fatled: Email Notification

89/14/2021 15:16:48 - Email Notification Completed

(g
Note: The stages of the request are shown in the left-side of the screen. To view a particular
stage of the request, click the respective stage.

N
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Delete AVI GSLB service

By running this workflow, you can delete a GSLB service from AVI device by fetching all the GSLB
service from the device based on tenant name. You can delete any GSLB service from the list.

To delete AVI GSLB service,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Delete AVI GSLB service workflow.
The Run and Schedule buttons showed.

3. Click the Run button.

The Form Input page opens:

Reque

A GSLB Delete «
* Datacenter None
Device Name gs-avi-pe5 1 Iab. appviewx net
o Tenant Select

I GSLB Name

Next Save draft Cancel

4. Provide the GSLB device details that are to be deleted.
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* Datacenter None
Device Name gs-avi-pe51 lab appviewx net

o admin
i e :

GSLB Name testappviewx

Next Save draft Cancel

5. Click the Next button.

(o
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.

N

6. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.

(o
Note:
« If there is any failure at this stage, start a new request by providing the correct data.

- Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.

N

7. Review the input data under the implementation, rollback, and postvalidation tabs:
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implementation implementation
prevalidation
-avi-pe51.1ab.appviewx.net</device>
rollback <rest><url>https://192.168.144.224/ap1/gs\bservice/gslbservice-b8d185df-1a22-4b64-ad94-888e3972f9eas /ur L><type>DELETE</t
Form s postvalidation
GSLB Delete b
g

Comments

8. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.

(52
implementation | implementation
prevalidation
rollback <rests<url>https://192_168_144_224/api/q}
Form - postvalidation
GSLB Delete <
§

Comments

EIN K=

9. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

10. Click Ok to continue the workflow creation.
It takes a while to complete the request.

11. The workflow is created and the email is triggered to the configured email IDs.
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User Inputs
Delete GTM WIP
Review

Email
CPU/TMM Check <
Success

mplementation

Postvalidation

(m)—0—0—0—0—0—0—0v)
b

Logs - Email

89/14/2021 17:56:42 - Initiating Email
- Enail triggered: Ena

1

Mail To address is empty or invalid format
- Send Ematl failed: Email

- Enail Completed

- Could not sent mail

-
Note: The stages of the request are shown in the left-side of the screen
stage of the request, click the respective stage.

. To view a particular

N
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« Create Infoblox DNS Records — Advanced
« Modify Infoblox DNS Record — Advanced
» Delete Infoblox DNS Records — Advanced
* Modify Infoblox DNS Records

» Delete Infoblox DNS Records

Create Infoblox DNS Records — Advanced

This workflow creates records in Infoblox and multiple record types (A, HOST, PTR, CNAME, TXT, MX)
using the table. In the case of A, Host, and PTR record creation, IP can be fetched and reserved on the
fly.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Create Infoblox DNS records — Advanced workflow.

The Run and Schedule buttons are shown.

# EditLayout &
* rd DpiL-IF Lonng vomplance

More...
* Software upgrade on HA BIG-IP devi...
AVISLB Network Aut ti
* Software upgrade on Standalone F5 ... etwork Automation
Infoblox IPAM
+ Create AVI SLB service - Basic « Configure Loopback Interface

* Configure OSPF and Advertise Netw...

* Delete AVI SLB service + Create or Apply ACL

« Delete Infoblox DNS records - Advan...

Audit logs « Delete Infoblox DNS records * Modify AVI SLB service - Advanced
Archival & Restore Bluecat IPAM AVIGSLB
* Create Infoblox DNS records - Advance @
Archival requests
Run
Restore requests
Application Service Deployment (AS3)
Settings * Modify Bluecat DNS records « Delete AVI GSLB service
Preference @
* Create Bluecat DNS records * Modify AVI GSLB service
Manage Catalog
« Create or Modify Application Service ... -

3. Click the Run button.
The Form Input page opens:
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Request > Create Infoblox DNS records - Advanced :: FormBuilder
A Device Info «
* Device Name gs-infoblox-pe15.apvxlab.com v
~Z|i~ User Inputs A A Record Info

* Network View Select v

* DNS View Select v

* Record Type Select v

*TTL

* Record Details 7 @

Submit Save Draft Cancel

4. Enter or select the field information in the Device Info section of the Form Input.

A Device Info

* Device Name gs-infoblox-pe15.apvxlab.com v

5. The following table provides the field description for the Device Info section in the Form Input:

Description

*Device Name | Select the device name from the drop-down list.

6. The following table provides the field description for the Record Info section in the Form Input:
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A Record Info

* Network View default v

* DNS View Internal v

* Record Type A v

* Zone appviewx.com v

* Name abc ®
* |IP Choice ® Manual

Next Available IP from InfoBlox

* IP Address 192.168.99.78 X

*TTL 3600

El K2

* Record Details ¢

(J Network Vi... DNS View Record Ty... Zone Name

No records found
4 »

7. The following table provides the field description for the Record Info section in the Form Input:

Field Description

*Network | Select the network view from the drop-down option.

View

*DNS Select the DNS view from the drop-down option.

View

*Record

Type Select the record types from the drop-down option. The record types are A, HOST, PTR,

CNAME, TXT, MX). In the case of A, Host, and PTR record creation, IP can be fetched

and reserved on the fly.
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Field Description

The record type A is shown.

*TTL Specify TTL (time to live) settings for Infoblox host records and resource records. TTL
is the time that a name server is allowed to cache data. After the TTL expires, the name
server is required to update the data.

. If you cancel this request, remember to free the reserved IP by clicking the Un-reserve IP button.

A Un-reserve IP

* Info »

¥

1. In-case of cancelling the request, please click on 'Un-reserve IP', only then IP which
are reserved will be freed.

9. Click the Submit button.

The Confirmation popup opens.

- ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
N /
10. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
~

(g
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
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11. Review the input data under the implementation, rollback, and postvalidation tabs:

Request

Request View

User Inputs A
API Generation o
Payload Generator &>
Create A Record <>
Review A

Q

implementation

prevalidation

rollback

postvalidation

Comments

implementation

BBl <device>gs-infoblox-pel5.apvxlab_con</device>
Pl <rest><url>https://192_168.41_79/wapt/v2.7.1/record:a</url><type>P0ST</ type><header>{"Con|

Lo [ [e= ] ®

12. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the

mouse on the data and selecting the desired option.

Request (s
implementation implementation
prevalidation <
Bl <device>gs-infoblox-pel5_apvxlab_come</device>
rollback Pl <rest><urL>https 3/ v2-7, 1/ record-a</url><type>P0ST</type><header>{"Con|
3 + Add new config
User Inputs A postvalidation 2 Edit
[ Delete
API Generation
Payload Generator <>
Create A Record <>
b Review A
| -
Comments
=x ()
13. After the review, click the Submit button.
The Confirmation popup opens.
Note: To stop running the workflow creation, click Cancel.
14. Click Ok to continue the workflow creation.
It takes a while to complete the request.
15. The workflow is created and the email is triggered to the configured email IDs.
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Request -
Request View -

User Inputs A

API Generation

Payload Generator <> .
v Email

Create A Record <P Success

Review A

Prevalidation
Logs - Email

i 01/19/2621 18:38-25 - In
Implementation 61/19/2621 18:38-25 - Em
61/19/2621 18:38:25 - Se
01/19/2021 18:38:25 - Em

Postvalidation

(g
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N

Modify Infoblox DNS Record — Advanced

This workflow modifies the existing records in Infoblox by fetching the existing records based on FQDN.
By using this workflow, you can modify multiple ( A, HOST, PTR,CNAME, TXT,MX) records using the
table.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Modify Infoblox DNS records — Advanced workflow.

The Run and Schedule buttons areshown.
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# EditLayout &
Overview Infoblox IPAM
« Create AVI SLB service - Basic « Configure Loopback Interface
Custom reports
* Configure OSPF and Advertise Netw...
workfiows  Modify AVI SLB service - Advanced + Create or Apply ACL
View/Run « Delete Infoblox DNS records - Advancer » @ * Modify AVI SLB service
Scheduled jobs « Delete Infoblox DNS records Run
ly requests Bluecat IPAM AVIGSLB
" * Modify Infoblox DNS record - Advanced
Open
Application Service Deployment (AS3)
Closed * Modify Bluecat DNS records * Create AVI GSLB service
Failed
) ) * Delete Bluecat DNS records * Modify AVI GSLB service
ARSI « Create or Modify Application Service ... @
ez « Delete Application Service on BIG-IP « Create Bluecat DNS records * Delete AVI GSLB service
3. Click the Run button.
The Form Input page opens:
Request B
A Device Info «
* Device Name gs-infoblox-pe15.apvxlab.com v
* Network View v
* DNS View v
* Record Type
= TTL
Submit Save Draft Cancel
4. Modify the necessary details of existing DNS records for the device in Infoblox.
5. Click the Submit button.
The Confirmation popup opens.
- N
Note:
- If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
- J

6. Click Ok to submit the form.
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The validation starts automatically and reaches the Review stage.

4 I
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N J
7. Review the input data under the implementation, rollback, and postvalidation tabs:
Request (s
implementation implementation -
prevalidation <
EBl <device>gs-infoblox-pel5_apvxlab_com</device>
rollback PAll <rest><url>https:-//192_168_41_79/wapi/v2.7_1/record-a/ZG5zLmIpbmRfYSQuUX2R1ZmF1bHQuUY29tLmF|
3
postvalidation
User Inputs A
API Generation o
Payload Generator &>
Modify A Record <&
Review A »
| Comments
[ som :

8. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the

mouse on the data and selecting the desired option.

Request o
implementation implementation
Request View
o »
prevalidation ]
Sl <device>gs-infoblox-pel5.apvxlab_con</device>
PN <rest><url>https://192u08 . récord-a/ZG5zLnIpbrRFYSQUX2R1ZF1bHQuY29tLAF
rollback )
3 + Add new config
postvalidation 2 Edit
User Inputs A [ Delete
API Generation
Payload Generator <>
Modify A Record <>
| Review A >
Comments
Submit Cancel -

9. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.
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10. Click Ok to continue the workflow creation.
It takes a while to complete the request.
11. The workflow is created and the email is triggered to the configured email IDs.

Q

Request

User Inputs IS
API Generation

Payload Generator <&
Modify A Record <>

Review A Email

Success
Prevalidation

Logs - Email

67/06/2621 65:05:
67/06/2621 65:05:
67/66/2621 ©5:05:
07/06/2021 05:05-

Implementation
Postvalidation

Email

(g
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N

Delete Infoblox DNS Records — Advanced

This workflow deletes existing records in Infoblox by fetching the existing records based on FQDN. By
using this workflow, you can delete multiple ( A, HOST, PTR, CNAME, TXT, MX) records.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Delete Infoblox DNS records — Advanced workflow.

The Run and Schedule buttons are shown.
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# EditLayout &

Overview Infoblox IPAM
« Create AVI SLB service - Basic « Configure Loopback Interface

Custom reports

* Configure OSPF and Advertise Netw...

My workflows * Modify AVI SLB service - Advanced « Create or Apply ACL

View/Run « Delete Infoblox DNS records - Advancer » @ * Modify AVI SLB service
Scheduled jobs « Delete Infoblox DNS records Run
ly requests Bluecat IPAM AVIGSLB
* Modify Infoblox DNS record - Advanced
All
Open
Application Service Deployment (AS3)
Closed * Modify Bluecat DNS records * Create AVI GSLB service
Failed
* Delete Bluecat DNS records * Modify AVI GSLB service
Assigned Requests
o « Create or Modify Application Service ... @
Assigned « Delete Application Service on BIG-IP « Create Bluecat DNS records * Delete AVl GSLB service
3. Click the Run button.

The Form Input page opens:

Request

Request View A Device Info «

* Device Name gs-infoblox-pe15.apvxlab.com M

~'| User Inputs A A Record Info

* Network View
* DNS View
* Record Type

TTL

Submit Save Draft Cancel

4. Provide the DNS record details of the device are to be deleted.
5. Click the Submit button.

The Confirmation popup opens.

- N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
- If you want to cancel this form, click the Cancel button.
- J

6. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.
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- ™
Note:
- If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N J
7. Review the input data under the implementation, rollback, and postvalidation tabs:
Request =)

implementation | implementation

Request View

prevalidation

<device>gs-infoblox-pe15_apvxlab._con</device>

<rest><url>https://192.168_41.79/wapi/v2.7-1/record-a?nane=abc_appviewx.condview=defaul ts

rollback
<rest><url>https:-//192_168_41_79/wap1/v2_7.1/$$ref$s</url><type>DELETE</type><header>{"Co|

ORI

postvalidation

Je

User Inputs

API Generation

Payload Generator <>
Delete A Record <&
Review A

| Comments

8. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the

mouse on the data and selecting the desired option.

Request ~

Request View

implementation | implementation

prevalidation
<device>gs-infoblox-pel5_apvxlab.com</device>

<rest><url>https://192.168.41.79/wapi/v2.7.1/record:aZname=abc. appviewx. condview=defaul t&]

rollback
<rest><url>https://192.168_41.79/wapi/v2.7.1/$$ref$s</url><type>DELETE</ type><header>{"Co

FORTEINEN

postvalidation
User Inputs A
API Generation

Payload Generator <&

Delete A Record <P

|

Comments

9. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

10. Click Ok to continue the workflow creation.
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It takes a while to complete the request.
11. The workflow is created and the email is triggered to the configured email IDs.

Q

Request

User Inputs A

AP| Generation
Payload Generator <>
Delete A Record <>
Review A Email
Success
Prevalidation 5
Logs - Email

07/66/2021 05:19:47 - Int
Implementation 67/66/2021 05:19:47 - Ema

67/66/2021 05:19:47 -

7, SCR =
Postvalidation ez ke
Email =

(o
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N

Modify Infoblox DNS Records

This workflow modifies existing records in Infoblox by fetching the existing records based on App Name.
By using this workflow, you can modify multiple ( A, HOST, PTR,CNAME,TXT,MX) records using the

table.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Modify Infoblox DNS records workflow.
The Run and Schedule buttons are shown.
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* Delete_Static_Route_Rule

* Create_NAT_Rule

Software upgrade on HA BIG-IP devi..
More...

Software upgrade on Standalone F5 ..
jned Re

AVISLB

Assigned

F5 BIG-IP Config Compliance

Audit logs Infoblox IPAM

Modify AVI SLB service
al & Res

 Delete Infoblox DNS records

Archival requests

Restore requests
* Modify Infoblox DNS record - Advanced

Delete AVI SLB service

* Modify Infoblox DNS records » O

Preference Bluecat IPAM
Run

Manage Catalog * Create Infoblox DNS records - Advan..

* Create_Statc_Koute_Kule

Modify AVI SLB service - Advanced

Create AVI SLB service - Basic

# EditLayout &

Network Automation

« Configure Loopback Interface
* Configure OSPF and Advertise Netw...

* Create or Apply ACL

AVIGSLB

3. Click the Run

The Form Input page opens:

button.

Request

A Device Info

* Device Name gs-infoblox-pe15.apvxlab.com

A Record Info

Je

FQDN
* Record Type
* View
“TTL

Submi

4. Provide the necessary details of DNS record for a device.
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Request
«
FQDN testqa1.appviewx.com
'fli' User Inputs A * Record Type
* View
*TTL
N

* Record Details

O  FaDN Record Ty... View Zone Name

O testgatap... A default appviewx....  testgal

’ @
Submit Save Draft Cancel

5. Click the Submit button.

The Confirmation popup opens.

- N
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
- J
6. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
o ™
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
- Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
N /

7. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request &

Request View
implementation implementation
o P
prevalidation o
SRl <device>gs-infoblox-pel5.apvxlab_con</device>
rollback PIll <rest><url>https://192.168.41.79/wapt/v2.7.1/record:a/ZG5zLnIpbmRFYSQuX2R1ZnF1bHQuY29 tLnF]
3
User Inputs A postvalidation
API Generation
Payload Generator s>
Modify A Record &>
T Review &
»
Comments

Lemn [ e | @

8. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.

Q

Request

Request View

implementation implementation

prevalidation
EBll <device>gs-infoblox-pel5_apvxlab_con</device>

rollback P <rest><url>hy Siggr/v2-7-1/record:a/ZG5zLnIpbrRFYSQuX2R1ZRF1bHQUY29tLrF|
3 =+ Add new config
User Inputs kS postvalidation 2 Edit
(1] [il Delete

API Generation

Payload Generator <&

Modify A Record <>

PR Review A
| »

Comments

9. After the review, click the Submit button.
The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

10. Click Ok to continue the workflow creation.
It takes a while to complete the request.
11. The workflow is created and the email is triggered to the configured email IDs.
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Q

Request

User Inputs A
API Generation
Payload Generator <

Email
Modify A Record <>

Success

Review A
Prevalidation .
Logs - Email
67/66/2621 11:41:16 - Initiating Enm
Implementation 07/06/2021 11:41:16 - g
07/06/2021 11:41:16 -
- 67/66/2021 11:41:16 -
Postvalidation fo61!
Email =]

(ke
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.

N

Delete Infoblox DNS Records

This workflow deletes existing records in Infoblox by fetching the existing records based on App Name.
By using this workflow, you can modify multiple ( A, HOST, PTR, CNAME, TXT, MX) records using the
table.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Delete Infoblox DNS records workflow.

The Run and Schedule buttons are shown.
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Overview

Custom reports

orkflows
View/Run

Scheduled jobs

Audit logs

3. Click the Run

« Software upgrade on HA BIG-IP devi...

* Software upgrade on Standalone F5 ..

* F5 BIG-IP Config Compliance

Infoblox IPAM

Delete Infoblox DNS records - Advan..

* Uelete_stalc_Koute_Kuie
* Create_NAT_Rule

More...

AVISLB

 Create AVI SLB service - Basic

 Delete AVI SLB service

Delete Infoblox DNS records

Modify Infoblox DNS record - Advanced

Modify Infoblox DNS records

Application Service Deployment (AS3)

Run

Bluecat IPAM

« Create Bluecat DNS records

* Modify AVI SLB service - Advanced

# Edit Layout (%

Network Automation

* Configure Loopback Interface

* Configure OSPF and Advertise Netw.

* Create or Apply ACL

AVI GSLB

« Create AVI GSLB service

button.

The Form Input page opens:

Request > Delete Inf

Request View

A Device Info

* Device Name

A Record Info

Je

* FQDN

* Record Type

* View

S TTL

gs-infoblox-pe15.apvxlab.com

Submit

Save Di

4. Provide the DNS record details of the device are to be deleted.
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Request

.
A Record Info
* FQDN testqat.appviewx.com

-:IZ- User Inputs A -

* Record Type
" View

*TTL

* Record Details

O  FaDN Record Ty... View Zone Name Mail De:
O  testqat.ap. A default appviewx. testqal

Submit Save Draft Cancel

5. Click the Submit button.
The Confirmation popup opens.

( Note: )

« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in

the Confirmation popup window. The form will be saved as Open request under Request >
My Request.

« If you want to cancel this form, click the Cancel button.
N /

6. Click Ok to submit the form.

The validation starts automatically and reaches the Review stage.

( Note: )

« If there is any failure at this stage, start a new request by providing the correct data.

« Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
- J

7. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request

% User Inputs

API Generation

Delete A Record

? Payload Generator

s

&

-

Q

implementation

prevalidation

rollback

postvalidation

implementation

<device>gs-infoblox-pe15_apvxlab_com</device>

<rest><url>https://192.168.41.79/wapi/v2.7.1/record:aZnane=testqal. appviewx. conbview=defaul t& return_f
<rest><url>https: //192.168.41.79/wapi/v2.7-1/$$ref$$</url><type>DELETE</type><header>{"Content-Type":

Comments

T

8. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the

mouse on the data and selecting the desired option.

Request

% User Inputs

API Generation

? Payload Generator

Delete A Record

bR Review 2

implementation

prevalidation

rollback

postvalidation

Comments

Q

‘ implementation

gs-infoblox-pe15. apvxlab. con</device>
rl>https: //192168.41.79/wapi/v2.7.1/record:a?nane=testqal.appviewx.condview=defaul t&_return_f]
rL>https://192.168 iiinn $9</url><type>DELETE</type><header>{"Content-Type": !
=+ Add new config

2 Edt

[ Delete

e lee]

9. After the review, click the Submit button.

The Confirmation popup opens.

Note: Click Cancel to stop running the workflow creation.

10. Click Ok to continue the workflow creation.

It takes a while to complete the request.

11. The workflow is created and the email is triggered to the configured email IDs.
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Q

Request

User Inputs A

AP Generation

Payload Generator <&

Delete A Record <& Email
. Success

Review A

Prevalidation

Logs - Email

Implementation 07/06/2621 11:50:86 - Initiating Email
07/06/2021 11:50:06 - Email triggered: Email
07/06/2021 11:50:07 - Send Email Successful: Email
Postvalidation 67/06/2021 11:56:07 - Ematl Completed

o ™
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.
N /
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« Create BlueCat DNS Records
* Modify BlueCat DNS Records
« Delete BlueCat DNS Record

Create BlueCat DNS Records

This workflow creates records in Bluecat. Also, it creates multiple ( A, HOST, PTR,CNAME,TXT,MX)
records. In the case of A, Host, PTR record creation, IP can be fetched and reserved on the fly.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.
2. In the Workflow Catalog page, hover over the Create Bluecat DNS records workflow.

The Run and Schedule buttons are shown.

# EditLayout &
Infoblox IPAM N
* Delete AVI SLB service « Configure Loopback Interface

Overview « Configure OSPF and Advertise Network
@RS * Modify AVI SLB service - Advanced + Create or Apply ACL

« Delete Infoblox DNS records - Advanced + Modify AVI SLB service

My workflows

+ Delete Infoblox DNS records
View/Run
Scheduled jobs + Modify Infoblox DNS record - Advanced Bluecat IPAM AviGsLe

ests + Mndifu Infahiny PNIQ rarards
Al ) Application Service Deployment (AS3) + Delete Bluecat DNS records
* Modify AVI GSLB service
Open
\ * Modify Bluecat DNS records
Ex= 4 « Create AVI GSLB service
Failed ED) « Create or Modify Application Service Wide.
« Create Bluecat DNS records » O

+ Delete Application Service on BIG-IP * Delete AVI GSLB service

Assigned ) + Create or Modify Application Service Virtu Run

Load Balancer Automation - NginxPlus

Audits = Fetch Application Service configuration fro.

Audit logs

. ITSM Automation Certificate Automation (Internal) @
chival & Restore

Archival requests

3. Click the Run button.
The Form Input page opens:
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Request > Create Bluecat DNS records :: FormBuilde

A Device Info «

* Device Name gs-bluecat.avxlab.com v

l
* Configuration Select v
* DNS View Select
* Record Type
*TTL
* Record Details
O  configurati... DNSView  RecordTy... Zone Name Mail D
No records found @
Submit Save Draft Cancel

4. Enter or select the field information in the Device Info section of the Form Input.

 Device Info

* Device Name gs-bluecat.avxlab.com -

5. The following table provides the field description for the Device Info section in the Form Input:

Description

*Device Name | Select the device name from the drop-down list.

6. The following table provides the field description for the Record Info section in the Form Input:
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A Record Info
* Network View default v
* DNS View Internal v
* Record Type A v
* Zone appviewx.com v
* Name abc
* |IP Choice ® Manual
Next Available IP from InfoBlox
* |IP Address 192.168.99.78
*TTL 3600
EN

* Record Details

[J Network Vi... DNS View

No records found

q

Record Ty...

Zone Name

7. The following table provides the field description for the Record Info section in the Form Input:

Field Description

*Network | Select the network view from the drop-down option.

View

*DNS Select the DNS view from the drop-down option. DNS view is the container object for DNS

View zones and resource records.

*Zone Select the zone from the drop-down option. DNS zones represent your DNS zone of
authority. For example, appviewx.com.
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Field Description

*Record | Select the record types from the drop-down option. The record types are A, HOST, PTR,
Type CNAME, TXT, MX). In the case of A, Host, and PTR record creation, IP can be fetched
and reserved on the fly. Provide the details for record type.

*TTL Specify TTL (time to live) settings for Infoblox host records and resource records. TTL
is the time that a name server is allowed to cache data. After the TTL expires, the name

server is required to update the data.

8. If you cancel this request, remember to free the reserved IP by clicking the Un-reserve IP button.

A Un-reserve IP

* Info &

1. In-case of cancelling the request, please click on 'Un-reserve IP', only then IP which
are reserved will be freed.

9. Click the Submit button.
The Confirmation popup opens.

o ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /
10. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
~

(o
Note:
« If there is any failure at this stage, start a new request by providing the correct data.

« Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 273



BlueCat IPAM

11. Review the input data under the implementation, rollback, and postvalidation tabs:

Request [+
implementation implementation
prevalidation <
ERll <ovice>gs-bluecat avxlab.con</device>
rollback PRl <rest><url>https://192.168.42.240/Services/REST/v1/addGenericRecord?viewId=101925&rdata=16.23.2_ 2&type=A]
User Inputs A postvalidation
API Generation o
? Payload Generator P
? Create A Record o
I 5
Comments
12. (Optional) If you need to update any data at this stage, you can do so by clicking the right-side of the
mouse on the data and selecting the desired option.
Request <

implementation implementation

prevalidation
ERll <device>gs-bluecat.avxlab.com</device>

2
rollback
3
User Inputs S postvalidation

API Generation

Create A Record <>

? Payload Generator &

Comments

13. After the review, click the Submit button.

The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

14. Click Ok to continue the workflow creation.
It takes a while to complete the request.
15. The workflow is created and the email is triggered to the configured email IDs.
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Request View

Email

Success

Implementation

Postvalidation

Email
67/67, jgered: Email
Email ) §7/07/2021 14-27-17 - Send Enotl Successfol: Ematl
3 o

(m)—0—0-—0-—0-—0-—0-—0-—0-—0—0(v)
?
b’

-
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N

Modify BlueCat DNS Records

This workflow modifies existing records in Bluecat by fetching the existing records based on FQDN. It can
also modify multiple ( A, HOST, PTR, CNAME, TXT, MX) records.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Modify Bluecat DNS records workflow.

The Run and Schedule buttons are shown.
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Overview

Custom reports
vorkflows

View/Run

Scheduled jobs

All

Open

Closed

+ Software upgrade on Standalone F5 devices

Infoblox IPAM

Delete Infoblox DNS records - Advanced

Delete Infoblox DNS records

Modify Infoblox DNS record - Advanced

Madifu Infahlay PNS rararde

Failed Application Service Deployment (AS3)

AVI SLB

Modify AVI SLB service - Advanced

Modify AVI SLB service

Delete AVI SLB service

Create AVI SLB service - Basic

Bluecat IPAM

* Create Bluecat DNS records

Network Automation

Configure Loopback Interface
« Configure OSPF and Advertise Network

Create or Apply ACL

AVIGSLB

* Delete AVI GSLB service

# Edit Layout

Assigned - Modify Bluecat DNS records > * Modify AVI GSLB service
« Create or Modify Application Service Wide
Run
« Delete Application Service on BIG-IP « Delete Rilecat DNS records + Create AVI GSLB service
Audit logs
« Create or Modify Application Service Virtu
Load Balancer Automation - NginxPlus
« Fetch Application Service configuration fro.
Archival requests
Request
* Device Name gs-bluecat.avxlab.com v
i User Inputs 2 A Record Info
* Configuration Select v
* DNS View
* Record Type
" TTL
* Record Details e
) configurati... DNS View Record Ty... Zone Name Mail D
No records found @
Submit Save Draft

4. Provide the necessary details of DNS records for a device.
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Request

* Device Name gs-bluecat.avxiab.com v

-:I} User Inputs a A Record Info

* Configuration AlG v
* DNS View Internal v
* Record Type A v
* Zone appviewx v

* Name

©

* IP Address

s TTL

Submit Save Draft Cancel

5. Click the Submit button.
The Confirmation popup opens.

N

N

- ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
J
6. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
4 ™
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form
input, and submit the workflow again.
J
7. Review the input data under the implementation, rollback, and postvalidation tabs:
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Q

Request

implementation implementation

prevalidation
ERll <device>gs-bluecat. avxlab.con</device>

rollback [l <rest><urlohttps://192.168_42.240/Services/REST/v1/update</url><type>PUT</type><header>{"Content-Type":"
User Inputs

& postvalidation

API Generation

Modify A Record »

& Review 2

? Payload Generator P

Comments

8. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.

Q

Request

Request View

implementation ‘ implementation

prevalidation

Bl <device>gs-bluecat_avxlab_con</device>

PRl <-est><urlohteps: REST/v1/update/url><type>PUT</type><header>{"Content -Type": ",
rollback - rest>urhteps: |/ SRR new config [/REST/v1/update</urL><type>PUT</type><header>{"Content-Type
o 2 Edt
User Inputs A postvalidation
) @ Delete

API Generation

Modify A Record »

e Review 2

T Payload Generator &

Comments

9. After the review, click the Submit button.
The Confirmation popup opens.

Note: To stop running the workflow creation, click Cancel.

10. Click Ok to continue the workflow creation.
It takes a while to complete the request.
11. The workflow is created and the email is triggered to the configured email IDs.
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Q

Request

-

User Inputs A
API Generation

Payload Generator
Email
Modify A Record
Success

Review A

Bluecat token Renewal

Prevalidation

Logs - Email

Implementation 07/08/2021
07/68/2021 0
07/68/2021 O

Postvalidation 07/08/2021 ©! B

-
Note: The stages of the request are shown in the left side of the screen. To view a particular
stage of the request, click the respective stage.

N

Delete BlueCat DNS Record

This workflow deletes existing records in Bluecat by fetching the existing records based on FQDN. Also
deletes multiple ( A, HOST, PTR,CNAME,TXT,MX) records.

To run this workflow,

1.Goto — Menu > Request > View/Run.
The Workflow Catalog page appears.

2. In the Workflow Catalog page, hover over the Delete Bluecat DNS records workflow.
The Run and Schedule buttons are shown.
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Overview

Custom reports

View/Run

Scheduled jobs

Al
Open
Closed
Failed

Assigned

Audit logs
A

Archival requests

3. Click the Run

Software upgrade on Standalone F5 devices AvIsLE

Infoblox IPAM

« Create AVI SLB service - Basic

« Delete AVI SLB service
Create Infoblox DNS records - Advanced

* Modify AVI SLB service - Advanced
Modify Infoblox DNS record - Advanced

Modify Infoblox DNS records Bluecat IPAM

Application Service Deployment (AS3)

* Modify Bluecat DNS records

« Create Bluecat DNS records

Create or Modify Application Service Wide

« Delete Bluecat DNS records > O

Delete Application Service on BIG-IP

Create or Modify Application Service Virtu.

Fetch Application Service configuration fro.

Network Automation

Configure Loopback Interface
« Configure OSPF and Advertise Network

Create or Apply ACL

AVIGSLB

« Create AVI GSLB service

* Modify AVI GSLB service

« Delete AVI GSLB service

# Edit Layout

button.

The Form Input page opens:

Request B

?

User Inputs

A Device Info

* Device Name gs-bluecat.avxlab.com v

A Record Info

Je

* Configuration Select v
* DNS View
* Record Type

TTL

* Record Details

O configurati... DNS View Record Ty...  Zone
No records found

Submit Save Draft

4. Provide the necessary details of DNS records that are to be deleted.
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Request

.
A Record Info
* Configuration AIG v
* DNS View Internal v

bl User Inputs A

I * Record Type A .

* Zone appviewx.com v

* Name

©

* IP Address
TTL
[ c |
* Record Details Add < @
Submit Save Draft Cancel

5. Click the Submit button.
The Confirmation popup opens.

o ™
Note:
« If you want to save this form to edit it later, click the Save Draft button, and then click Ok in
the Confirmation popup window. The form will be saved as Open request under Request >
My Request.
« If you want to cancel this form, click the Cancel button.
N /
6. Click Ok to submit the form.
The validation starts automatically and reaches the Review stage.
~

(o
Note:
« If there is any failure at this stage, start a new request by providing the correct data.
« Alternatively, select the failed request and clone it. Update the correct input data in the form

input, and submit the workflow again.
- J

7. Review the input data under the implementation, rollback, and postvalidation tabs:
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Request [+
implementation implementation
prevalidation
Bl <device>gs-bluecat.avxlab.com</device>
rollback ANl <rest><url>https://192 168 42_240/Services/REST/v1/delete2object1d=144132</ur1><type>DELETE</ type><heade
? User Inputs ES postvalidation
T API Generation °
? Payload Generator &
T Delete A Record &
I >
Comments
8. (Optional) If you need to update any data at this stage, you can do so by clicking the right side of the
mouse on the data and selecting the desired option.
Request <

% User Inputs A
API| Generation

Delete A Record <>

? Payload Generator &

i

implementation

prevalidation

rollback

postvalidation

Comments

implementation

FRl <device>gs-bluecat_avxlab.com:

9. After the review, click the Submit button.

The Confirmation popup opens.

Note: Click Cancel to stop running the workflow creation.

10. Click Ok to continue the workflow creation.

It takes a while to complete the request.

11. The workflow is created and the email is triggered to the configured email IDs.
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Request

User Inputs

API Generation

Payload Generator

Delete A Record

Review

Bluecat token Renewal

Prevalidation

Implementation

Postvalidation

Logs - Email

07/08/2021 05:34:54
07/08/2021 05:34:54
07/88/2021 05:34:55
07/88/2021 05:34:55

Q

Email

Success

- Inttiating Enatl
- Email triggered: Email

- Send Email Successful: Ematl
- Ematl Completed

N

(o
Note: The stages of the request are shown in the left side of the screen. To view a particular

stage of the request, click the respective stage.
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« Designing F5 BIG-IP Automation Workflow
« Designing Infoblox IPAM Automation Workflow
« Designing BlueCat IPAM Automation Workflow

Designing F5 BIG-IP Automation Workflow

This section covers the following procedures:

» Sample workflow creation with pool, pool members, and monitor

» Customize the variables for a task

« Sample Workflow Creation with A, CNAME, and PTR Records in BlueCat

Sample Workflow Creation with A, CNAME, and PTR Records in BlueCat

This section covers the sample procedures for creating a sample workflow with A, CNAME, and PTR

Records in BlueCat.

To create a sample workflow with A, CNAME, and PTR records,

1.Goto —— Menu > Studio > Workflow.
The Workflows page appears:

ar <
Workflows €8 Q v
AlG_Upgraded_Delete BIGIP1 V... sampleCheck Copy_NYC Delete Virtual Server
‘-I—‘ & adr master e ad master & admin
Design
) @ & a [of 3 Deleted VIP objects in F5 |ty & &
sdk Solution AIG_Upgraded_Delete BIGIP VIP... gtlab
& admin master & admin master & admin & ad
@S amn & an & an &
Packaging Suite V2 Cert Subflows - V1 fo Cert tasks - V1
& admi maste & admi m: e ad master & admis
ofi e )l jofke] o jofk ] il = &
review palette Swapnil_TestCert
e ad & admin master
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Hooks.

Magic variables

Helper script

Regex Library

Settings

Source Control

Workflows @8
‘-I_‘ & admin
Design
°

sdk Solution
& admin master & admin
o am & & L
Packaging Suite V2 Cert Subflows - V1
& admin master £ admin
To package all Workflow and its dependencies in one s
= an & °

test review palette Swapnil_TestCert

& admin master & admin

AIG_Upgraded_Delete BIGIP1 VI...

master

Delete BIGIP VIP with BlueCat and ServiceNow

a

master

am

master

master

sampleCheck

£ admin master
@ a
AIG_Upgraded_Delete BIGIP VIP...

& admin master

Delete BIGIP VIP with BlueCat and ServiceNow

L a
efg

& admin master
° a

Copy_NYC Delete Virtual Server

& admin master
Deleted VIP objects in F5

ofiEe @ an & &
gtlab
& admin master

o ® ae @
Cert tasks - V1
& admin master

o] ° an &

3. Enter or select the field information.

* Name

Description

Category

Subcategory

Appiication Delivery
1PAM
Certificates
ITSM
DevOps
Gitops
Reports
Network
Solutions.
Utiities.
FAQ's

Default v

Defauit v

P PreviewClassic @ @ @ Variable Mapping & Validate

4. The following table provides the field description for designing a workflow:

*Name

Name of the workflow.

Field Description

Description

Description for the workflow.

Category

Select the category from the drop-down option.

Subcategory
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Field Description

 Modify
* Create
* Default
* Delete

5. Click the Save button.

~ master v  Workflow  Rollback

* Name Sample Create Bluecat DNS Re:

Description
Category Default v
Subcategory Default v

[es e ]

Application Delivery
IPAM
Certificates

ITSM

DevOps

GitOps

QLGS

P Preview:Classic ¥ @ @ Variable Mapping

0 0
@ Validate B ® ON | OFF

The workflow is created:

Sample Create Blue... v master v Workflow  Rollback

Q Search by tag, task >  Sample Create Bl...

+ Add

Source Control
Change Management
General

sample = Form OVY Qo
CLM (O
backup ‘ @ ‘

User interface

avx Start
Notification

Application Delivery

IPAM
Certificates

ITSM

DevOps

GitOps

(<) Reports

P Preview:Classic i/ @ @ Variable Mapping

[ACTES ° L:n S @ ON | OFF

6. Go to IPAM > Bluecat > Create folder.
7. Place Create A Record task.
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Sample Create Blue. master v Workflow  Rollback
{ Sample Create Bl...

Create A Record (]

RRralConiol Create AAAARecord @

Change Management
el Create CNAME Record @
sample | ©
CLM

backup

User interface

Create HOST Record @

Create MX Record (i]

avx

Notification Create PTRRecord @

Application Delivery
IPAM
Bluecat
Crehte
Modify
Delete
Utils.

Create TXT Record @

P Preview:Classic | @ @ Variable Mapping

@ Validate

Stop

P e

ON | OFF

How to Design a Workflow

The Input, Output, and Information data for Create A Record task are displayed:

Create ARecord #

Create A Record

8. Click the Save button.

The Create A Record task has been added to the workflow:
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Input Show all variables B Output

Config

* Bluecat Device N... <%bluecat_device_name%> @ implementation
* Configuration <%a_record_configuration%>
postvalidation
* DNS View <%a_record_view%>
) = prevalidation
FQDN <%a_record_fqdn%> ®
* IP Address <%a_record_ipv4addr¥%> :
Logs
TTL <%a_record_ttI%> 10
Save Execute Cancel

Information

Task to Create A Record in Bluecat
Version: v7 & above
Inputs:
Bluecat Device Name (Mandatory)
Configuration (Mandatory)
DNS View (Mandatory)
FQDN (Mandatory)
IP Address(Mandatory)
TTL (Optional)
Config (Optional)
SessionID (Default)

Tags

IPAM  bluecat DNS Arecord

M Editmode® ? =5 ~ X

287



Sample Create Blue... v master v  Workflow  Rollback

ch by tag, task { Sample Create BI...

Create A Record (]

Create AAAARecord @

Source Control

Change Management

Create CNAME Record @ O™ OvY@o

General />
sample
CLM Create HOST Record @ @
backup .
Start

User interface Create MX Record (]

avx
Notification Create PTRRecord @
Application Delivery
IPAM

Bluecat

Create TXT Record @

Create
Modify
Delete
Utils

Create A
Record

How to Design a Workflow

P Preview:Classic | @ @ Variable Mapping & Validate

P e

Stop

ON | OFF

9. Similarly, place Create CNAME Record task and Create PTR Record task from the folder IPAM >

Bluecat > Create.

Sample Create Blue... v master v Workflow  Rollback

1 by tag, task ¢ Sample Create Bl...

Create A Record (]

Source Control /5] Create AAAARecord @

Change Management

Create CNAME Record @ O™ OvY@o

General
sample
CLM
backup

Create HOST Record @ @

Start

User interface Create MX Record (]

avx

Notification Create PTRRecord @

Application Delivery
IPAM Create TXTRecord @

Bluecat

Create
Modify
Delete
Utils.

K/

Create A
Record

Create
CNAME

P Preview:Classic | @ @ Variable Mapping & Validate

Create PTR
Record

# P e

Stop

ON | OFF

10. Click the Form in the Design page to auto-generate the form for the selected tasks.
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0 0
Sample Create Blue... v master v Workflow  Rollback P Preview:Classic | @ @ Variable Mapping & Validate B B S & ON | OFF

{ Sample Create Bl...

Create A Record (i]

~
v

'
v

RRralConiol Create AAAARecord @

Change Management (4] b 4 ﬁ S

General

'
v

Create CNAME Record @

Create HOST Record @

o g

'
<

CLM )
backup Start Stop
User interface /5] Create MX Record (]
K/
avx \
e Create PTRRecord @ %Zi:)? dA Create Create PTR
Application Delivery CNAME Record
IPAM /5] Create TXTRecord @
= Bluecat
Create
Modify
Delete &> o+ -
Utils.
The Auto Generated Form appears:
Sample Create Blue... v master v
Sample Create BI... Auto Generate Form X
* Form Name Form
Tasks Permissior Actiol

Stop
/] ‘
Create A N
Record Create PTR
Record

‘ Cancel

11. Click the add ( @ ) button of the Create A Record task, Create CNAME Record task, and Create
PTR Record task.
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Sample Create Blue... v

Sample Create Bl...

Auto Generate Form

How to Design a Workflow

* Form Name Form
Tasks Pe on
= Form X Q
Start ( — Stop

\ K/ /5]

Create A Create Cibats PR

Record Teals

CNAME Record

The tasks are added to the Auto Generate Form:

Sample Create Blue... v

Sample Create Bl...

master

v

Auto Generate Form

* Form Name Form
Tasks Permission Actiol
S Form X a
@ ‘ @ @ ii Create A Record @ A
Start Stop Select Al Q
</
K/> * i
K/ Bluecat Device ... <%bluecat_device_name%>
CreaisA Create Create PTR * 4 Configurat
Record reate 4 Configuration <%a_record_configuration%>
CNAME Record
. DNS View <%a_record_view%>
* FQDN <%a_record_fqdn%>
" M IPAddress <%a record iovdaddr%>

(g M
Note: The sequence of the tasks is maintained based on the add button clicked sequence on

the tasks. If you want to alter the sequence after adding the tasks to the Auto Generate Form,

delete the task(s) from the Auto Generate Form and add again.
N /

12. Verify all the fields and select/clear the checkbox of the fields to add them to the form.
13. The following fields are not to be selected to avoid duplication being shown in the form.
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» Unselect the Bluecat Device Name field from the Create CNAME Record task.

Sample Create Blue... v

Sample Create BI...

S Form X
Start (
/)
Create A
Record

e

S

Create
CNAME

9

/]

Create PTR
Record

Auto Generate Form

* Form Name Form
Tasks Permission
TTL

ii Create CNAME Record

[ Select Al

<%a_record_ttl%> -

‘ * Bluecat Device ...

<%%bluecat_device_name%>

* Configuration
) DNS View

* W FQDN

<%cname_record_configuration%>

<%cname_record_view%>

<Ohenama rarard fdnos

» Unselect the Bluecat Device Name field and DNS View from the Create PTR Record task.

master

Sample Create Blue... v

Sample Create Bl...

S Form X
Start
</
Create A
Record

v

Create
CNAME

S)

K>

Create PTR
Record

Auto Generate Form

* Form Name Form
Tasks Pe
ii Create PTR Record
Select All

| N Bluecat Device ...

<%bluecat_device_name%> i ‘

- Configuration

<%ptr_record_configuration%>

| : DNS View

<Y%ptr_record_view%> |

- PTRDName

* || 1P Address

<%ptr_record_ptrdname%>

<%ptr_record_ipv4addr%>

14. Click the Create button.

15. Go to IPAM > Bluecat > Utils folder, and then place Review and Implement subflow from the folder.
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Sample Create Blue... v

Source Control

Change Management

General

sample

CLM

backup

User interface

avx

Notification

Application Delivery

IPAM

Bluecat

Create
Modify
Delete
Utils.

master v Workflow  Rollback

<

Bluecat Token Renewal @

FI_I Review and Implement @

FI-I Review and Rollback @

P Preview:Classic | @ @ Variable Mapping

Sample Create Bl...

srom @ @ ¥ @ O
©

How to Design a Workflow

[AVCES

P e

ON | OFF

16. Connect all the tasks.

Sample Create Blue... v

Q Search by tag, task

+ Add

Source Control

Change Management
General

sample

CLM

backup

User interface

avx

Notification

Application Delivery
IPAM

Certificates
ITSM
DevOps
GitOps
Reports

Start ‘ ‘ — Stop
Form Roeond Greate Create PTR Review A
CNAME Record mplemen
4+ -

0 .0 =
master v Workflow  Rollback D Preview:Classic ¥ o @VariableMapping @ Validate g 1= S5 @ oN |OFF | @
>  Sample Create Bl...

= Form Qv g I's}
X >4
Start ‘ ‘ ‘,—-—oﬁ‘ Stop
T T Create A — )
Form Record Create PTR FlieVIew And
Record mplement
¢+ -

17. Enable the workflow by clicking the ON toggle button.
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0 0
Sample Create Blue... v master v Workflow  Rollback P Preview:Classic | @ @ Variable Mapping & Validate S & ON | OFF

Q s >  Sample Create Bl...

+ Add

Source Control

Change Management

General

sample S Form o * @ [s]
CLM (

backup ‘ @

User interface N J

avx sta:rh ( ) A

Notification
e/

Application Delivery

~ —

N J
T Create A )
IPAM Form Record Create Create PTR Review And
. CNAME Record Implement

Certificates

ITSM

DevOps

GitOps &> o+ -

QLES

18. Click the Validate & Enable button.

Confirmation

Avoid run time errors by validating the workflow

Veideto s Eralo. | Erato [ Gorerc AP

The workflow is added to the Workflow Catalog page.
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Catalog sample| Q P
Overview
Custom reports Default
Ny workflows
View/Run « Sample Create Bluecat DNS Records
Scheduled jobs
ly requests
All
Open
Closed
Failed
Assigned
Audit logs
19. Run and verify the workflow.
» Customize the Variables for a task
Customize the Variables for a task
The variables can be customized for a task after creating a workflow also.
To customize the variables for a task,
1. Goto =—— Menu > Studio > Workflow.
The Workflows page appears:
] = || + c
Workflows @) Q v v
Create 1 F5 GTM WidelP AIG_Upgraded_Delete BIGIP1 V... sampleCheck
Design Delete BIGIP VIP with BlueCat and ServiceNow
° a s &8 ° On & & ° an & &
Magic variables
General Copy_NYC Delete Virtual Server sdk Solution AIG_Upgraded_Delete BIGIP VIP...
Helper script & admin master 2 admin master & admin master 2 admin master
Regex Library Deleted VIP objects in F5 D P VIP with BlueCat and ServiceNo
setne ° an & () am om ° an o8 o am m &
e admin master & admin master £ admin master & admin master
° at & & () oo @ @ am & o an & &
Cert tasks - V1 test review palette

2. Click the workflow for which the variables are to be customized.
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3. Disable the workflow by clicking the OFF toggle button.

Create 1F5GTM .. v master v Workflow  Rollback

Create 1F5GTM ...

{ ®
- —— ®
‘ J
, (4] T
] Create GTM o=
Form Monitor Create GTM Review And
Create GTM WidelP Implement

Pool

How to Design a Workflow

ON (OFF |

The Confirmation popup appears.
4. Click Yes to confirm the disabling workflow.
5. Click twice on the desired task.

The workflow Properties page appears:

Create GTM Monitor HTTP #
Properties  InputiOutput  Variables

General

* Name

Create GTM Monitor HTTP
* TaskID
create_gtm_monitor_http_1

Hide task )

Description

Task to Create GTM Monitor HTTP on F5 BIGIP.

* Script

p Managenent

¥ Edtmode ® ? Py ./ X

a

6. Click the Variables tab.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

295



How to Design a Workflow

Create GTM Monitor HTTP # ¥ Editmode® 7?7 B ~ X

Properties Input/Qutput Variables

+ 1to190r19
Field name Variable Value Default Value Description Field Type Parent Type
F5 Device Name 15_device_name <%f5_device_name%: (~get_managed_f5_gtm If F5 Device is empty, pl [Dropdown_» | [None v | [String %
Monitor HTTP Name hitp_gtm_monitor_name <%http_gtm_monitor_n <%http_gtm_monitor_n [Textbox  ~ | [None ~ | [String v
Description http_gtm_monitor_description <%http_gtm_monitor_d...  <%http_gtm_monitor_d.. [Textbox  ~ | [None ~ | [String v
Interval hitp_gtm_monitor_interval <%http_gtm_monitor_in 30 [Textbox v | [None v | [String v
Timeout hitp_gtm_moniter_timeout <%http_gtm_monitor_ti 120 [Textbox  ~ | [None v | [String |
Probe Timeout hitp_gtm_monitor_probe-timeout  <%http_gtm_menitor_pr... 5 [Textbox  ~ | [None ~ | [String v
Ignore Down Response hitp_gtm_moniter_ignore-down <%http_gtm_monitor_ig disabled,enabled [Dropdown | [None v | [String v
Send String hitp_gtm_monitor_send <%http_gtm_monitor_s GET/ [Textbox  ~ | [None v | [String |
Receive String hitp_gtm_monitor_recv <%http_gtm_monitor_re...  <%http_gtm_monitor_re... [Textbox | [None ~ | [String v
User Name hitp_gtm_monitor_usemame <%http_gtm_monitor_u <%http_gtm_monitor_u [Textbox  ~ | [None v~ | [String v
Password hitp_gtm_monitor_password <%http_gtm_monitor_p <%http_gtm_monitor_p. [Password ~ | [None v | [String |
Reverse hitp_gtm_monitor_reverse <%http_gtm_monitor_re disabled enabled [Dropdown | [None ~ | [String %
Transparent hitp_gtm_monitor_transparent <%http_gtm_monitor_tr disabled enabled [Dropdown | [None v | [String v
Alias Addrass httn_atm_monitor in <%httn_atm manitor in 6 [Taxthox — ~ | [Nona v | [Srina |

=]

7. You can update any of the following details for the variables:

* Field Type - select the field type from the drop-down option. For example, Description, Password,

Dropdown, etc.
* Parent - select the parent field from the drop-down option.
» Type - select the type from the drop-down option. For example, String, JSON, Email, etc.
» Show variables - enable or disable the variable by clicking the toggle button.
- Mandatory - mark whether the field is mandatory or not by clicking the toggle button.
8. Click the Save button, and then close the window.

The updated variables are displayed in the form.

Designing Infoblox IPAM Automation Workflow

This section covers the following procedures:

« Sample workflow creation with A, CNAME, and PTR Records in Infoblox

» Customize the variables for a task

« Sample Workflow Creation with A, CNAME, and PTR Records in Infoblox

» Customize the Variables for a Task
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Sample Workflow Creation with A, CNAME, and PTR Records in Infoblox

To create a sample workflow with A, CNAME, and PTR Records,

1.Goto —— Menu > Studio > Workflow.

The Workflows page appears:

= |+ <
Workflows @B Q v -
AIG_Upgraded_Delete BIGIP1 VI... sampleCheck Copy_NYC Delete Virtual Server
‘-E & admin master & admin master & admin master
Design Delete BIGIP VIP with BlueCat and ServiceNow Deleted VIP objects in F5
o o om o am m & @ Deleted VIP objects in F5 |ty & &
Magic variables
sdk Solution AIG_Upgraded_Delete BIGIP VIP... gtlab
Helper script & admin master & admin master & admin master & admin master
Regex Library Delete BIGIP VIP with BlueCat and ServiceNow
Settings . - . _
° Y & & ° I @ & @ [m] @ an & &
ErrEEE Packaging Suite V2 Cert Subflows - V1 efg Certtasks - V4
o admin master e admin master & admin master & admin master
o package all Workflow and its dependencies
L an @ L o @ L an @ (2 amnae
test review palette Swapnil_TestCert
& admin master & admin master
= | + <
Workflows @B Q v -
AIG_Upgraded_Delete BIGIP1 VI... sampleCheck Copy_NYC Delete Virtual Server
‘-I—‘ & admin master & admin master & admin master
Design Delete BIGIP VIP wit ServiceNow Deleted VIP objex
L o @ L am @ @ amnae
Magic variables
sdk Solution AIG_Upgraded_Delete BIGIP VIP... gtlab
Helper script & admin master & admin master & admin master & admin master
Regex Library Delete BIGIP VIP with BlueCat and ServiceNow
Settings . o _ _
° t & & ° I @ & @ an &% @ an & &
ErrEEE Packaging Suite V2 Cert Subflows - V1 efg Certtasks - V4
& admin master & admin master & admin master & admin master
o package all Workflow and its dependencies in one s
L2 an @ L o @ L an @ @ amn e
test review palette Swapnil_TestCert
& admin master & admin master

3. Enter or select the field information.
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-~ master v Workflow  Rollback

P PreviewClassic @ @ @ Variable Mapping & Validate

% [ Appiication Delivery
# ©IPAM
# © Certficates

ITSM
# - DevOps

GitOps
#  Reports

ork

4. The following table provides the field description for designing a workflow:

Field Description

*Name Name of the workflow.

Description | Description for the workflow.

Category Select the category from the drop-down option.

Subcategory
Select sub-category for the workflows from the drop-down option. The possible options

are:

» Modify
* Create
* Default
* Delete

5. Click the Save button.
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S master v Workflow

* Name

Description
Category Default v
Subcategory Default M

e ][]

Create Infoblox DNS Records S:

Rollback

Application Delivery
IPAM
Certificates

ITSM

DevOps

GitOps

(<) Reports

P Preview:Classic | @ @ Variable Mapping

[AVCE

How to Design a Workflow

%~ & on[oFF

The workflow is created:

Create Infoblox DN... v master v Workflow

Q rch by tag >  Create Infoblox D...

+ Add

Source Control
Change Management

General

sample = Form Qv g I's]

CLM

backup ‘ @ ‘
User interface S
avx Start
Notification

Application Delivery

IPAM

Certificates

ITSM

DevOps

GitOps

<) Reports

Rollback

P Preview:Classic [& o @ Variable Mapping

@ Validate o B &

6. Go to IPAM > Infoblox > Create folder.
7. Place Create A Record task.
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Create Infoblox DN... master v Workflow

Create A Record [i]

e @i Create AAAARecord @

Change Management

General Create CNAME Record @

sample
CLM
backup

User interface

Create HOST Record @

Create MX Record i)

£
Notification Create PTR Record @
Application Delivery
IPAM Create TXTRecord @
Bluecat
Infoblox
Modify
Create

Delete

Rollback

< Create Infoblox D...

| S

P Preview:Classic | @ @ Variable Mapping

How to Design a Workflow

[ACIIEE ° 1;.0 %> @ ON |OFF i

Stop

The Input, Output, and Information data for Create A Record task are displayed:

Create A Record #

Input

Create A Record

* Infoblox Device N...

Show all variables

<%infoblox_device_name%>

8. Click the Save button.

The Create A Record task has been added to the workflow:

Create Infoblox DN... v master v Workflow

Create A Record (]

G @ Create AAAARecord @

Change Management
General Create CNAME Record @

sample

CLM

backup

User interface

Create HOST Record @

Create MX Record (]
avx

Notification Create PTRRecord @

Application Delivery
IPAM

Create TXT Record @

Bluecat
Infoblox
Modify

Rollback

Output

Config

implementation

* Wapi <%wapi%:>
postvalidation

* DNS View <%a_record_view%>
. prevalidation

FQDN <%a_record_fqdn%> ®

Logs

* IP Address <%a_record_ipv4addré%> 1o

TTL <%a_record_tti%>

Save Execute

¢ Create Infoblox D...

sfoma @ ¥ @ S

Create A
Record

M Edtmode ® ? B3

Information
Task to Create A Record on Infoblox
Version: v7 & above
Inputs:
Infoblox Device Name (Mandatory)
Wapi (Mandatory)
FQDN (Mandatory)
|P Address(Mandatory)
» DNS View (Mandatory)
TTL (Optional)
Confia (Optional)

Tags

IPAM Create DNS Infoblox A Record

P Preview:Classic i @ ® Variable Mapping

@ Validate  H° on [loFF

2N

Stop
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9. Similarly, place Create CNAME Record task and Create PTR Record task from the folder IPAM >

Infoblox > Create.

0 0 .
Create Infoblox DN... v master v  Workflow  Rollback P Preview:Classic i @ @ Variable Mapping & Validate B ® ON [OFF £
{ Create Infoblox D...
Create A Record (]
Source Control Create AAAARecord @ * ‘3 o
Change Management
General Create CNAME Record @
sample @
CLM Create HOST Record @
Stop
backup Create A
User interface Create MX Record L] Record
avx Create
" " CNAME Create PTR
Notification Create PTRRecord @ Recdrd
Application Delivery
IPAM Create TXTRecord @
Bluecat
Infoblox ¢ o+ -
10. Click the Form in the Design page to auto-generate the form for the selected tasks.
) 0 N
Create Infoblox DN... v master v Workflow  Rollback P Preview:Classic ] @ @ Variable Mapping & Validate S & ON |OFF £
{ Create Infoblox D...
5 Create ARecord (i}
Source Control Create AAAARecord @
Change Management
General Create CNAME Record @
sample @ ‘ @
CLM Create HOST Record @ /
Start —
backup Stop
User interface Create MX Record (i} Create A
Record
avx
Notification /5] Create PTRRecord @
Application Delivery
IPAM Create TXTRecord @
Bluecat
Infoblox ¢+ -
Modify

The Auto Generated Form appears:

Create Infoblox DN... v

Create Infoblox D...

= Form X
- | B |
Create A Create
Record Create PTR
CNARE Record

Stop

Auto Generate Form

* Form Name

Form

Tasks Pe sion
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11. Click the add ( @ ) button of the Create A Record, Create CNAME Record, and Create PTR

Record tasks.

Create Infoblox DN... v master v

Auto Generate Form

Create Infoblox D...
* Form Name Form
Tasks Permission Acti
L Q
= Form X
‘ ‘ ( 'SR 7 Stop
Start K/
al : K/ /3
Create A Creal;e P
Record Create PTR
CNAME Record

The tasks are added to the Auto Generate Form:

Create Infoblox DN...

Auto Generate Form

Create Infoblox D...
* Form Name Form
Tasks Pe
= Form X Q
S \ @ @ @ @ if Create A Record @ A
. ) ) Stoj
st | KD } s ‘ i 12 Select Al Q
Create A Create > : Infoblox Device. <%infoblox_device_name%>
Record CNAME Create PTR
Record : Wapi <%wapi%>
- DNS View <%a_record_view%>
‘ Cancel

4 )

Note: The sequence of the tasks is maintained based on the add button clicked sequence on

the tasks. If you want to alter the sequence after adding the tasks to the Auto Generate Form,
delete the task(s) from the Auto Generate Form and add them again.
N J
12. Verify all the fields and select/clear the checkbox of the fields to add them to the form.
The following fields are not to be selected to avoid duplication being shown in the form.
302
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« Clear the checkbox for the Infoblox Device Name field from the Create CNAME Record task and
Create PTR Record task.

Create Infoblox DN... v master v
Create Infoblox D... Auto Generate Form X
* Form Name Form
Tasks Permission Actio
Q
8 Form X
‘ @ ‘ TL <%a_record_tt%> A
® © o o |
I Stop ii Create CNAME Record @ ~
Start K[> /)
</
Create A Select All Q
Record Creats Create PTR
CNAME Record
Infoblox Device. <%infoblox_device_name%> i
* g Wapi <%wapi%>
oo |

* Clear the checkbox for the Infoblox Device Name field and DNS View from the Create PTR Record

task.

Create Infoblox DN... v master v

Create Infoblox D... e
* Form Name Form
Tasks Permission Action
1| Q
S Form X (
; g @ ‘ ii Create PTR Record L—) A o
® © © | a
‘ ] | . Stop 7| Select All
K[> *
Start 3K /) | Infoblox Device... <%infoblox_device_name%> i ‘
Create A » . . .
Record Croats Create PTR Wapi Hwapih>
CNAME Record
| DNS View <%ptr_record_view%> ‘
* |3 1P Address <%ptr_record_ipvdaddro>

13. Click the Create button.
14. Go to IPAM > Infoblox > Utils folder, and then place Review and Implement subflow from the folder.
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Create Infoblox DN...

earch b

AVI

F5 BIG-IP APIs

F5BIG-IPAS3
IPAM

+ Bluecat
— Infoblox
Modify
Create
Delete
Utils
Samples
+ @ Certificates
+ ITSM
« ) DevOps

v master v

Workflow

FI-I Review and Implement @

FI_I Review and Rollback @

Rollback

How to Design a Workflow

P Preview:Classic | @ @ Variable Mapping

<  Create Infoblox D...

EFormo*@Q

Create PTR
Record

Create A
Record

Form

@ Validate

15 RN

Stop

Review And

Implement

15. Connect all the tasks.

Create 1 F5 GTMW.

hb

Source Control

Change Management

General

sample

cm

backup

User interface

avx

Notification

Appiication Delivery
# [ F5BIGIP SDK
= CIFSBIGIPCLI

Delete
Utils.
Solutions
Y]
F5BIGIPAPIs

master v

Workflow

CPUTMMCheck @
Config Sync (]
Create CLI Transaction ©
G oupiicate Config vaii. @
D F58164PASM - Dup... @
D F58164P GTM-Dup... @
D F58G4PLTM-Dupl.. @
ch Review and implement @
‘-h Review and Rollback @
Save Sys Config (]
Submit CLI Transaction @

Rollback

P 5 o

P PreviewClassic @ @ @ Variable Mapping & Validate

< Create 1F5GTM...

Create GTM
Monitor

Create GTM

WidelP Implement

Create GTM
Pool

Create 1 F5 GTM W.

Source Control

Change Management
General

sample

cm

backup

User interface

avx

Notification

Appiication Delivery

# [)F5BIGIP SDK
= CIF5BIGIPCLI

Solutions
Y]
F5BIGIPAPIs

master v

Workflow

CPUITMM Check L]
Config Sync (]
[ create cui Transacton @
D oupiicate Config vaii. @
D F58164PASM - Dup... @
D F58164P GTM-Dup... @
D F58IG4PLTM-Dupl.. @
el Review and implement @
‘-I—l Review and Rollback @
Save Sys Config (]

) suomitcLi Transaction @

Rollback

P PreviewClassic @ @ @ Variable Mapping & Validate

< Create1F5GTM..

@ Q%Y @O
®
Start ‘
\ \ h
) 1 Create GTM L ) ~— va/’} )
Fom Monitor Create GTM eview Anx
Create GTM WidelP Implement
Pool

Stop
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17. Click the Validate & Enable button.

Confirmation

Avoid run time errors by validating the workflow

T TN T S

The workflow is added to the Workflow Catalog page.

Request : View/Run 4 <

Catalog create 1 Q

F5BIGIP GTM
1

View/Run

« Create 1F5 GTM WidelP
Scheduled jobs

18. Run and verify the workflow.

Customize the Variables for a Task

The variables can be customized for a task after creating workflow also.

To customize the variables for a task,

1.Goto —— Menu > Studio > Workflow.

The Workflows page appears:
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= || + <
Workflows @2 a v Sortby v
Create 1 F5 GTM WidelP AIG_Upgraded_Delete BIGIP1 VI... sampleCheck
o o om o am @ & @ am & &
Magic variables
Copy_NYC Delete Virtual Server sdk Solution AIG_Upgraded_Delete BIGIP VIP...
Helper script & admin master & admin master & admin master & admin master
Regex Library Deleted VIP objects in F5 Delete BIGIP VIP with BlueCat and ServiceNow
Settings
° O & @ & ° 3t @O ° an = & ° an = &
‘
‘Source Control gtlab Packaging Suite V2 Cert Subflows - V1 efg
& admin master & admin master & admin master & admin master
o am @ o o om @ am @ & @ am m &
Cert tasks - V1 test review palette
& admin master & admin master
2. Click the workflow for which the variables are to be customized.
3. Disable the workflow by clicking the OFF toggle button.
Sample Create Info... v master v Workflow  Rollback U 0 ON OFF £

Sample Create Inf...

A=k ©
@ ‘ Stop

Start

PN -
B D> )
‘ a { \ L </ Review And
g "t A T S Implement o
Form reate Create + -
Create PTR
Record
oo CNAME Record

The Confirmation popup appears.
4. Click Yes to confirm the disabling workflow.
5. Click twice on the desired task to customize the variables.
6. Make sure the Edit Mode check box is selected.
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Create ARecord ¢

Properties Variables

Input/Output

General

* Name
Create A Record
Task ID

create_a_record_1

Hide task

How to Design a Workflow

¥ Editmode® | ? B ~ X

a

The workflow Properties page appears:

Create ARecord ¢

Properties Input/Output Variables

General

* Name

Create A Record

Description

Task to Create A Record on Infoblox

¥ Editmode ® ?

B XX

al

7. Click the Variables tab.

Create A Record #

Properties Input/Output Varfiables

Field name Variable
a_record_fqdn a_record_fqdn
a_record_ipv4addr a_record_ipv4addr
a_record_ttl a_record_{tl
a_record_view a_record_view
commands commands
infoblox_device_name infoblox_device_name
infoblox_is_deferred infoblox_is_deferred
sessionld sessionld

wapi wapi

Value

<%a_record_fqdn%>

<%a_record_ipv4ad...

<%a_record_{tl%>
<%a_record_view%>

<%commands%>

<%infoblox_device_...

<%infoblox_is_deferr...

<%sessionld%>

<%wapi%>

Default Value

<%a_record_fqdn%>

<%a_record_ipv4ad...

<%a_record_{tl%>
<%a_record_view%>

<%commands%>

<%infoblox_device._...

<%infoblox_is_deferr..

<%sessionld%>

<%wapi%>

Description

¥ Editmode® ? 5

X

1to9of9

Field Type

[Textbox  v|
[Textbox  v|
Textbox v
[Textbox  v|
Textbox v
[Textbox  v|

»
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[ Note: Make use of the scroll bar to view the details of the variables. j

8. You can update any of the following details for the variables:

* Field Type - select the field type from the drop-down option. For example, Description, Password,

Dropdown, etc.
« Parent - select the parent field from the drop-down option.
» Type - select the type from the drop-down option. For example, String, JSON, Email, etc.
» Show variables - enable or disable the variable by clicking the toggle button.

» Mandatory - mark whether the field is mandatory or not by clicking the toggle button.

9. Click the Save button, and then close the window.

The updated variables are displayed in the form.

Designing BlueCat IPAM Automation Workflow

This section covers the following procedures:

« Sample workflow creation with A, CNAME, and PTR Records in BlueCat

» Customize the variables for a task
» Sample Workflow Creation with Pool, Pool Members, and Monitor

» Customize the Variable for a Task

Sample Workflow Creation with Pool, Pool Members, and Monitor
To create a WidelP with pool, pool members, and monitor,

1.Goto — Menu > Studio > Workflow.
The Workflows page appears:
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+ [+
Workflows @& Q v Sortby v
AIG_Upgraded_Delete BIGIP1 VI... sampleCheck Copy_NYC Delete Virtual Server
‘-I-‘ & admin master & admin master & admin master
Design Delete BIGIP VIP with Deleted v
o o om o am @ & @ Deleted VIP objects in F5 ok
Magc variables
sdk Solution AIG_Upgraded_Delete BIGIP VIP... gtlab
Helper script & admin ster & admin master & admin master & admin
Regex Library Delete BIGIP VIP w
Settings . _
° t & & ° I @ & @ am & & ° oOn &
S — Packaging Suite V2 Cert Subflows - V1 efg Certtasks - V1
£ admin & admin master & admin master & admin
Workflow and its dey
L an @ L o @ L am & o am e
test review palette Swapnil_TestCert
& admin ster & admin master
+ <
Workflows @& Q v Sortby v
AIG_Upgraded_Delete BIGIP1 VI... sampleCheck Copy_NYC Delete Virtual Server
‘-I_‘ £ admin master & admin master & admin master
Design Delete BIGIP ceNow Deleted
o o @ L am @ o am &
Magic variables
sdk Solution AIG_Upgraded_Delete BIGIP VIP... gtlab
Helper script & admin master master & admin master & admin master
Regex Library rviceNow
tings. _ .
° t & & ° @ & @ am & & ° On &
Source Control Packaging Suite V2 Cert Subflows - V1 efg Certtasks - V1
& admin er £ admin master & admin master & admin master
o package all Workflow and its dependencies in on
L an @ L o @ L am @ o am e
test review palette Swapnil_TestCert
& adm master & admin master

3. Enter or select the field information.
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Category

Subcategory

% £ Appication Delivery
# ©IPAM

# © Certficates

# CI1TSM

# - DevOps

# £ Gitops

#  Reports

# % Network

# . Solutions

# < Utiities

% - FAQs

How to Design a Workflow

master v Workflow  Rollback

P PreviewClassic @ @ @ Variable Mapping & Validate

Create F5 GTM WidelP

FSBIGIPGTM v

Create v

4. The following table provides the field description for designing a workflow for the BIG-IP GTM

category:

Field Description

*Name Name of the workflow.

Description | Description for the workflow.

Category Select the category as F5 BIG-IP GTM from the drop-down option.
Subcategory

Select sub-category for the workflows from the drop-down option. The possible options
are:

« Modify
 Create

» Default
» Delete

5. Click the Save button.
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o o s
master v  Workflow  Rollback P PreviewClassic @ @ @ Variable Mapping & Validate S @ ON [OFF i

* Name Create F5 GTM WidelP

Description

256 remaining
Category F5BIGIPGTM v |+
Subcategory Create v o+

Application Delivery
1PAM

Certficates

ITSM

DevOps

Gitops

Reports

Network

Solutions

Utilities
FAQ's

The workflow is created:

o 0 s
Create 1 F5 GTMW... v master v  Workflow  Roliback P PreviewClassic @ @ @ Variable Mapping & Validate VS @ ON [OFF i

" > Create1F5GTM...
+ Add

Source Control

Change Management

General

sample sfmam @ Y @ O
o ——

backup
User interface
avx Start Stop

Notification

Application Delivery
1PAM

Certficates

ITSM

DevOps

Gitops

Reports

Network
Solutions
Utilities
FAQ's

6. Go to Application Delivery > F5 BIG IP CLI > GTM.
7. Place any Create GTM Monitor task. For example, Create GTM Monitor HTTP.

The Input, Output, and Information data for Create GTM Monitor task are displayed:
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Create GTM Monitor HTTP #

Input

F5 Device Name
* Monitor HTTP Name
Description
Interval
Timeout
Probe Timeout
Send String
Receive String
User Name
Password
Reverse
Transparent
Alias Address

Alias Service Port

Show all variables

Create o rm Momor T

%f5_device_name% g
<3hitp_gtm_monitor_name%>
%http_gtm_monitor_description%
<Shttp_gtm_monitor_interval%>
<%http_gtm_monitor_timeout%>
<%hittp_gtm_monitor_probe-timeout%>
<3%Nitp_gtm_monitor_send%>
<%hitp_gtm_monitor_fecvoe>

<3%http_gtm_monitor_usemame2%>

S6Nttp_gtm_monitor_pas: o>
<%nhitp_gtm_monitor_reverse%>
96Nitp_gtm_monitor_transparentZ:

<%http_gtm_monitor_ip%>

%htip_gtm_monitor_port%:

Output

Config

implementation

postvalidation

prevalidation

rolloack

Logs

0

How to Design a Workflow

MW Edtmode ® ? Py ¢ X

Information

Version: vi1 & above
Inputs:

F5 Device Name (Mandatory)

GTM Monitor Http Name (Mandatory)

Config (Optional)

SessionlD (Defaul)
Outputs

Config

Prevalidation

Postvalidation

mplementation

Rollback
Usage

Connect this task with Review and Implementation
tasks for BIG-IP provisioning

Tags

gtm  nttp | create  monitor

8. Click the Save button.
The Create GTM Monitor HTTP task has been added to the workflow:

Create 1 F5 GTMW.

+ Add

Source Control
Change Management
General
sample
oM
backup
User interface
avx
Notification
Application Delivery
1PAM
Certificates
1TSM
DevOps
Gitops

Reports

Network
Solutions
Utilities
FAQ's

master v

> Create 1F5GTM ...

Workflow  Rollback

sfom @ Q@ Y Q@ O

Start

Create GTM
Monitor

P Preview.Classic ¥ @

@ VaisbleMapping G Valicate MO W N @ on [JOFE &

9. Similarly, place Create GTM Pool task and Create GTM WidelP task from the folder Application
Delivery > F5 BIG IP CLI > GTM.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

312



Create 1 F5 GTMW.

k

Source Control
Change Management
General
sample
(e1Y]
backup
User interface
ax
Notification
Application Delivery
# [IF5BIGIP SDK
F5BIGIP CLI
# UM
= Ce™
Create
Modify
Delete
Utils.
Solutions
a
F5 BIGIP APIs

Create 1 F5 GTMW.

Source Control

Change Management
General

sample

cim

backup

User interface

ax

Notification

Application Delivery
F5BIGIP SDK
F5BIGIP CLI

Create
Modify
Delete
Utils.
Solutions,
a
F5 BIGIPAPIs

master v Workflow

@ Create GTM Monitor
Create GTM Monitor
Create GTM Monitor
@ Create GTM Pool
Create GTM Server B.
Create GTM

er

Rollback

<

Create 1F5GTM ..

sfm @ @ Y @ O

®

Start
Create GTM
Monitor

Create GTM
Pool

How to Design a Workflow

P PreviewClassic @ @ @ Variable Mapping & Validate

Create GTM
WidelP

master v Workflow

@ Create GTM Monitor
Create GTM Monitor
Create GTM Monitor
Create GTM Pool
Create GTM Server B.
Create GTM Server

Create 1F5GTM ..

Create GTM
Monitor

Pool

Create GTM

P PreviewClassic @ @ @ Variable Mapping & Validate

Create GTM
WidelP

The Auto Generated Form appears:
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Create 1F5 GTMW... v master v

Create 1 F5GTM
Auto Generate Form

* Form Name Fom
Tasks
= Form x .
2
®
Start S
3
< ‘ >
Create GTM T
'ifu:w T Create GTM
Create GTM WidelP

Pool

11. Click the add ( @ ) button of the Create GTM Monitor HTTP task, Create GTM Pool task and
Create GTM WidelP.

Create 1 F5GTMW... v master v
Create 1F5GTM ...
Auto Generate Form
* Form Name Fom
Tasks
= Fom x Q
®) @ @ O] Create GTM Monitor HTTP @ -
Start . Stop Select All Q
Create GTM k1) * A FS Device Name 9%f5_evice_name%>
Monitor
Create GTM * g Monitor HTTP Na <%hitp_gtm_monitor_name%>
Pool

Description S4htip_gtm_monitor_description%>
Interval <Sehtip_gim_monitor_interval%>
Timeout 9%http_gtm_monitor_timeout%
Probe Timeout <%http_gtm_monitor_probe-timeout%>

The tasks are added to the Auto Generate Form:
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Create 1 F5 GTMW... v master v

Create 1 F5GTM ...

How to Design a Workflow

Auto Generate Form x
* Form Name Form
Tasks
Q
[®) ~ O] ‘ Create GTM Monitor HTTP O~
| o & I
;/)' . ) ) Create GTM Pool O -
Criiu‘:\gm . - Create GTM Select All Q
Create GTM WidelP
Pool * |4 F5 Device Name 9%f5_device_name%> i ‘
* B Pool Name
Pool Type 9%gtm_pool_record_type%>
State <%gim_pool_state%>
HTTP Monitor %http_gtm_monitor_name% v
- ™
Note: The sequence of the tasks is maintained based on the add button clicked sequence on
the tasks. If you want to alter the sequence after adding the tasks to the Auto Generate Form,
delete the task(s) from the Auto Generate Form and add them again.
N J
12. Verify all the fields and select/clear the checkbox of the fields to add them to the form.
13. The following fields are not to be selected to avoid duplication being shown in the form.
* Clear the checkbox from the F5 Device Name field from the Create GTM Pool task and Create
GTM WidelP.
Create 1 F5 GTMW... v ‘master v
Create 1 F5GTM ...
Auto Generate Form x
* Form Name Form
S Form X Q
» @ [O) Create GTM Monitor HTTP @ v
— =7 o © —
@ ( ) @ ° Create GTM Pool O -~
Crea\eG/TLl
Monitor R Create GTM Select All Q
Create GTM WidelP
Pool * [ F5 Device Name <%f5_device_name%> |
* 4 Pool Name S6gtm_pool_named%>
* |4 Pool Type %gtm_pool_record_type%>
State 96gtm_pool,
HTTP Monitor S%http_atm_monitor_name%> v
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How to Design a Workflow

Create 1F5GTMW... v master v
crmetrEem Auto Generate Form x
Tasks
8 Form X Q
;/‘ (_\/ Select All -
T' Q @ @ T F5 Device Name <%f5_device_name%>
tart M top
) B @ " 1 WidelP Name <%gtm_wideip_name%>
Crre:;:n%:m Create GTM Record Type 1 wideip_record_type%>
Create GTM WidelP
Pool Description _wideip_description%:
State %gtm_wideip_state%:
Load Balancing 1_wideip_pool-lo-modes:
Persistence <%gtm_wideip_persistence%>
[ oare
14. Click the Create button.
15. Go to Application Delivery > F5 BIG IP CLI > Utils folder, and then place Review and Implement
subflow from the folder.
P PreviewClassic @ @ @ Variable Mapping & Validate m" h" Y OFF i

Create 1 F5 GTMW... v master v Worklow  Rollback

ask

CPUTMMCheck @
Source Control @ Config Sync )
Change Management

E=r] Create CLI Transaction ©
sample

oM G pupiicate Config aii - @
backup

User interface G F581G1PASM-Dup. @
ax

Notification & F58161P GTM-Dup.. O

Appiication Delivery
# [IF5BIGIP SDK

& Fs5BIGIPLTM- Dupl. @
= CIFSBIGIPCLI
# O™ ch Review and implement @
5 D6
Create ol ReviewandRoiback @
Modify
Delete @ Save Sys Config )
Utis
Solutions Submit CLI Transaction @
™
F5 BIGIP APl

< Create 1F5GTM..

sfom @ @ Y @ O

Create GTM
Monitor

Create GTM
Pool

®

¢h

Stop

Review And

Implement

16. Connect all the tasks.
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o o
Create 1 F5 GTMW... v master v  Workflow  Rollback P PreviewClassic @ @ @ Variable Mapping & Validate S @ ON | OFF

< Create 1F5GTM .

Source Control

Change Management

General
sample
cm
backup

User interface

(D) crummcresk @

kp) contgsync )
Create CLI Transaction @
G pupiicate Config vail . @

& F58161PASM-Dup... @

sFm @ @Y @O
® | e

start R ‘ N ‘_I.l =
avx . )
R & rsoerenon 0 B = (] Sor
1 Create GTM
Appiication Delivery Form Monitor (Greate GTM F\{ew\ew An‘d
mplement
# [IF5BIGIP SDK & Fs5BIGIPLTM- Dupl. O Cvezpte (‘ETM WidelP o
00l
F5BIGIP CLI
;I-‘ Review and Implement @
Create eh Reviewana rotback @
Modify
Delete k) saesscois  ©
Utils.
Solutions Submit CLI Transaction @
Y]
F5 BIGIP APIs
o o s
Create 1 F5 GTMW... v master v  Workflow  Rollback P PreviewClassic @ @ @ Variable Mapping & Validate S @ ON H
< Create 1F5GTM.
(D) crummcresk @
Source Control @ Config Sync °
Change Management
Fer] Create CLI Transaction @
— sfoma @ Y @ O
oM G pupiicate Config vail. @
)
backup ) ‘ —
User interface G F58i6IPASM-Dup.. @ < ( i py ‘ ® ‘
Start R
= | r ¢h \ =
- & mscrenion { ‘ ‘ k ser
Application Delivery Ao C’ff;:‘g” ) Create GTM Review And
F5 BIGIP SDK & Fs5BIGIPLTM- Dupl. O Create GTM WidelP Implement

F5BIGIP CLI
® M

= 6™

Create
Modify
Delete
Utils.
Solutions,
Y]
F5 BIGIP APIs

e

oh Reviewanaroiback @
@ Save Sys Config (]

Submit CLI Transaction @

18. Click the Validate & Enable button.
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Confirmation

Avoid run time errors by validating the workflow

Vidao st | Gt J]  Gerermon

19. The workflow is added to the Workflow Catalog page.

Q

Catalog create 1 Q

F5BIG-IP GTM
1

ViewRun
s « Create 1F5 GTM WidelP
Scheduled jobs

20. Run and verify the workflow.

Customize the Variable for a Task

The variables can be customized for a task after creating a workflow also.

To customize the variables for a task,

1. Goto

Menu > Studio > Workflow.
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The Workflows page appears:

A = ||+ <
Norkflow
Workflows @) Q v Sortby v
Design
Store . . e
Sample Create Bluec... Packaging Suite Certificate Clean Up
Import
= admin master = admin master = admin master
Variables & To pack Il Workfl d its d
Design o package all Workflow and its depe.
Hooks
& o a e on @& e an & &
Magic variables
General Sample Create Infobl... Create Infoblox DNS ... Create 1 F5 GTM Wid... AlIG_Upgraded_Delet...
HeiEetsCHEE & admin master & admin master & admin master & admin master
Regex Library Delete BIGIP VIP with BlueCat and S
Settings
e ot @ e on @ e e ot @ e e o6 @8
Integration
Source Control sampleCheck Copy_NYC Delete Virt... sdk
& admin master & admin master & admin master

2. Click the workflow for which the variables are to be customized.
3. Disable the workflow by clicking the OFF toggle button.

Sample Create Blue... v master v  Workflow  Rollback ON OFF | %

Sample Create Bl...

Start™— e e Stop
/)
BN L
Form Rocord Croate Create PTR Review And
CNAME Record Implement

The Confirmation popup appears.
4. Click Yes to confirm the disabling workflow.
5. Click twice on the desired task to customize the variables.
6. Make sure the Edit Mode check box is selected.
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Create ARecord ¢

Properties Variables

Input/Output

General

* Name
Create A Record
* Task ID

create_a_record_1

Hide task )

Task to Create A Record on Infoblox

How to Design a Workflow

¥ Editmode® | ? 5 ~ X

a

The workflow Properties page appears:

Create A Record #

Input Show all variables B Output

Create A Record Config
* Bluecat Device N <%bluecat_device_name%> @ implementation
* Configuration <%a_record_configuration%3
postvalidation

* DNS View <%a_record_view%>
A prevalidation

FQDN <%a_record_fqdn%> ®
* IP Address <%a_record_ipv4addr%>

Logs
TTL <%a_record_tt%> L
Save Execute

M Editmode @ |? # X

Information

Task to Create A Record in Bluecat
Version: v7 & above
Inputs:

Bluecat Device Name (Mandatory)

Configuration (Mandatory)

DNS View (Mandatory)
FQDN (Mandatory)
- |IP Address(Mandatory)
v TTL (Optional)

Config (Optional)
Session|D (Default) v

Tags

IPAM  bluecat DNS Arecord

7. Click the Variables tab.

Create ARecord ¢

Properties

Input/Output

Field name Variable

Bluecat Device Name bluecat_device_name
Configuration a_record_configuration
DNS View a_record_view

FQDN a_record_fqdn

IP Address a_record_ipv4addr
TTL a_record_ttl

Defer Execution bluecat_is_deferred
Commands commands

Sessionid sessionld

¥ Editmode® ? 5 ~ X

+ 1t090f9

Value Default Value
<%bluecat_device_name%> (~avx_bluecat_devices
<%a_record_configuration%> <%a_record_configura
<%a_record_view%> <%a_record_view%>
<%a_record_fqdn%> <%a_record_fqdn%>
<%a_record_ipv4addr%> <%a_record_ipv4addr
<%a_record_{tl%> 3600

True True
<%commands%> <%commands %>
<%sessionld%> <%sessionld%>
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[ Note: Make use of the scroll bar to view the details of the variables. j

8. You can update any of the following details for the variables:

* Field Type - select the field type from the drop-down option. For example, Description, Password,

Dropdown, etc.
« Parent - select the parent field from the drop-down option.
» Type - select the type from the drop-down option. For example, String, JSON, Email, etc.
» Show variables - enable or disable the variable by clicking the toggle button.

» Mandatory - mark whether the field is mandatory or not by clicking the toggle button.

9. Click the Save button, and then close the window.
The updated variables are displayed in the form.
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